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Abstract—This paper presents a novel algorithm for secure,
reliable and flexible transmission of big data in two hop wireless
networks using cooperative jamming scheme. Two hop wireless
networks consist of source, relay and destination nodes. Big data has
to transmit from source to relay and from relay to destination by
deploying security in physical layer. Cooperative jamming scheme
determines transmission of big data in more secure manner by
protecting it from eavesdroppers and malicious nodes of unknown
location. The novel algorithm that ensures secure and energy balance
transmission of big data, includes selection of data transmitting
region, segmenting the selected region, determining probability ratio
for each node (capture node, non-capture and eavesdropper node) in
every segment, evaluating the probability using binary based
evaluation. If it is secure transmission resume with the two- hop
transmission of big data, otherwise prevent the attackers by
cooperative jamming scheme and transmit the data in two-hop
transmission.

Keywords—Big data, cooperative jamming, energy balance,
physical layer, two-hop transmission, wireless security.

1. INTRODUCTION

ECENT years, one of the world’s irreplaceable

technologies in networks is wireless networks. The packet
transmission in wireless links is the distinguishing feature of
wireless networks. The device-to-device transmission of data
in wireless networks can be done via the wireless medium, air,
with the condition that the transmission range of receiver is
within that of sender [1]. It is used in many different
applications such as military, enterprise and governmental
communications where the amount of data is very massive and
is called big data. Since the amount of data is very large in big
data, it is very difficult to ensure the correctness of data. So
security is one of the biggest concerns in the environment of
big data [2]. It is necessary to have a data transfer mechanism
for transmitting the big data, since the data size is increasing
quicker and faster.

Two hop transmissions from source to destination node via
relay node is becoming essential in wireless communication
and plays a vital role in the environment of big data [3].The
main focus in this paper will be the security criteria with the
two hop transmission of big data in wireless networks. Fig. 1
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represents the characteristics of big data which is volume,
variety, velocity and veracity and their respective functions.
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Fig. 1 Characteristics of Big Data

Cryptographically enforced security is the traditional
approach for providing security in many different applications
where it uses encryption and decryption algorithms. However,
everlasting security cannot be determined by this approach
due to increased attacks by capturing the secret key [4].
Physical layer security is the alternate method for retaining
security at higher layers and to provide everlasting security in
big data [5]. In this paper, physical layer security is used to
prevent the eavesdroppers and the malicious nodes from
capturing the data.

The remainder of this paper is organized as follows. Section
II discusses about the cooperative network techniques. Section
III highlights the cooperative jamming scenario. Section IV
describes the network model that we have considered for
transmission of big data and in Section V the novel secure
transmission algorithm description with flow diagram is
discussed. We conclude our paper by theoretical analysis of
our proposed algorithm.

II. COOPERATIVE NETWORK SCHEMES

Cooperative communication helps in exploiting spatial
diversity to enhance the quality of wireless links. The
difference between single route networks and cooperative
networks is shown in Fig. 2. Security can be improved by
cooperative networks by having the information content
minimum to the eavesdropper nodes of the expected
destination and having maximum to the relay nodes of the
expected destination [6]. There are three schemes to improve
security by cooperative networks.
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Fig. 2 Difference of Single routing networks (a) and Cooperative
Networks (b)

A. Distributed Beam Forming

It is a scheme of two-stage [7]. In the first stage, the
message which is broadcast by the source node is received by
the relays, the eavesdroppers and the destination node. In the
next stage, with the physical layer security function, the
received message from source will be multiplex by the relays
and forwards it with the beam weights. It results in high
overhead for the more coordination it requires between the
source and relay nodes for handling the eavesdroppers.

B. Cooperative Relay Selection

The second method in cooperative networks is cooperative
relay selection [8]. It is used in conventional wireless
networks with less secrecy constraints (i.e., presence of no or
single eavesdropper) and is preferred for nodes cooperation
with amplify-and-forward and decode-and-forward schemes.

C.Cooperative Jamming

The last method is the cooperative jamming [9]. It is one of
the recently proposed techniques in the presence of
eavesdroppers to improve the physical layer security. In
wireless communication, occurrence of interference is
considered as unwanted and redundant. This fetches the work
of cooperative jamming for flexible and efficient wireless
network technique, to confuse the eavesdroppers and making
the source message uncertain by generating friendly
interference. In this, if the data has to be transmitted from
source S to destination D, jamming signal will be emitted by
the relay nodes to have the secure communication and to
prevent the eavesdroppers in capturing the data as shown in
Fig. 3.

Among these three cooperative networks technique for
communication, we are going to enumerate the last method
cooperative jamming because in physical layer security
everlasting security is guaranteed by selecting the acceptable
channel for transmitting the data over the attacker channel. To
create better acceptable channel many ideas have been
proposed in the recent past [9], [10], but due to high cost for
multiple antenna deployment and efficient noise designing,
these techniques are not flexible for handling wireless
networks of large scale of single antenna. This fetches the
interest on cooperative jamming, an efficient communication
technique for secure two-hop transmission of big data [10].

III. COOPERATIVE JAMMING SCHEMES

Cooperative jamming technique has three schemes. They
are attacker location known, attacker location unknown,
attacker and relay co-located. In the attacker location known
scheme [11], the presence of the eavesdroppers will be
detected by the network, whereas in attacker and relay co-
located scheme [12], direct jamming will be created by
destination node while the source node sends the data to the
co-located node, in this reliability is not ensured while amount
of data is very large. In attacker location unknown scheme as
shown in Fig. 3, the eavesdroppers E will be jammed by the
jamming signal emitted by the source S, destination D and
relay nodes R in the jamming subspace. Though
eavesdroppers aware of this jamming signal, it cannot be
removed. Here, we use attacker location unknown scheme for
secure transmission of big data.

In this article, we focus on secure transmission of big data
via cooperative relays from source to the destination node
from protecting the data from eavesdroppers. The
consumption of energy should be equally distributed among
all relays is ensured by our novel secure transmission
algorithm. From early papers of attacker location unknown in
[7] optimal relay selection based transmission technique is
proposed, in [13] a secure transmission scheme is proposed for
both one dimensional and two dimensional networks, in [14]
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Fig. 3 Cooperative Jamming with Attacker Location Unknown
Scheme

Two transmission technique is proposed by using the relays
which are opportunistic, in [15] a technique in which for the
given transmitter signal is protected by the other transmitter by
using aggregate interference. Our work is different from the
above papers, as we focus on the secure transmission as well
as the energy balance performance.

IV. NETWORK MODEL

The network model for the two-hop secure transmission of
big data in wireless network technique is determined by
having the source node S wishes to transmit the data securely
to the destination node D without knowing about the locations
and channels. Also in between the source and destination node
there will be multiple half duplex i relay nodes from R;,
R,,....Rjand j eavesdropper nodes from E;, E; ....E; is placed.

1462



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:9, No:6, 2015

O ® o

RS E2 E3

O ] o O @)

ES Rl R2 D
C e O e
R3 E1 R4 E4

Fig. 4 Network Model with Number of Relays i=5 and Number of
Eavesdropper j=5
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By assumption, eavesdroppers will hide itself without
transmitting the data and also based on their observation they
attempts to decode the message. We are going to determine
the time slotted system in which the eavesdroppers and relay
nodes will stay statically for the whole slot after selecting the
place for them in the network both independently and
uniformly. The network model is shown in Fig. 4. Our aim is
to build the secure transmission architecture for reliable and
flexible transmitting of big data and to have the energy control
mechanism for balanced use of energy by all nodes in the
network.

V.NOVEL SECURE TRANSMISSION ALGORITHM

A.Flow of Novel Secure Transmission Algorithm

The goal in our constructed flow diagram is to tolerate the
number of eavesdropper j and assisting the transmission in the
environment with number of relay nodes as i. The algorithm
has to guarantee the secure transmission still the presence of
eavesdropper is more in the network. The structure of the
secure transmission flow diagram is two-hop transmission
(source-relay-destination). As mentioned above, cooperative
jamming technique is adopted in two hop transmission at
physical layer security of wireless networks to have
transmission of big data more reliable and flexible. The flow
of the secure transmission as shown in Fig. 5, it includes
selection of data transmitting region, segmenting the selected
transmission region of equal size, determining the probability
ratio for each node i.e., capture node, non-capture node and
eavesdropper nodes, evaluation of the probability ratio. If the
probability ratio for capture node equals 1 then we say the data
can able to transmit securely by two hop transmission.
Otherwise, we have to prevent the eavesdroppers by deploying
cooperative jamming method for pursuing the secure
transmission of big data by two hop wireless networks.

B. Novel Secure Transmission Algorithm

1) Description Scenario

As mentioned in above flow diagram we establish the
scenario of two-hop secure transmission and to provide energy
balance control. To elaborate and calculate our algorithm, the
network has to be mapped as shown in Fig. 6 is an entity
square with correlative system [-0.5,0.5]*[-0.5,0.5]. Here, in (-
0.5,0) source is placed and in (0,0.5) destination is placed. The
working of algorithm is as follows,

2) Selection of Data Transmitting Region

Select the origin point between the source and destination
with square of side length 1 from the location area provided.

Selection of Data
Transmitting Region

Segmenting the Selected
Region of Equal Size

l

Determining the Probability
Ratio(P) for Each Node (Capture,
Non-Capture, Eve Nodes)

If

Secure Data (p=1)for Transmitting
Transmission Capture From Source to
nede Relay Node
l Co-operative
itti Jammin,
Transmitting From E——— 4
Source to Relay Node From Relay Node
l Unsecure Data 10 Destination
- Transmission
Transmitting From Relay

Node to Destination

Fig. 5 Flow Diagram for Novel Secure Transmission Algorithm

3) Segmentation of Selected Region

Segment the selected region square of side length 1 into four
equal segments of length 1/2 each. The possibilities of relay
nodes in each segment will be classified into four naming
nodes. They are capture node (the node which is ready to get
the data for transmission), non-capture node (the node which
is present in the network but will not transmit the data),
eavesdropper node (it is the attacker node that illegally
captures the data and causes malicious activities), and ideal
node (the node which is physically present and does not do
any action).

Therefore, the total number of nodes in each segment will
be, Total Nodes (T) = Capture Nodes (C) + Non-capture
Nodes (NC) + Eavesdropper Nodes (E) + Ideal Nodes (I).

4) Probability Ratio Evaluation for Each Node

The probability ratio is calculated as, each node present in a
segment is divided by the total number of nodes in a segment.
a) Probability ratio for the capture node is calculated as, the

number of capture nodes in a segment divided by the total

number of nodes in a segment i.e., P(C) = ;

b) Probability ratio for the non-capture node is calculated as,
the number of non-capture nodes in a segment divided by

the total number of nodes in a segment i.e., P(NC) = NTC

c) Probability ratio for the eavesdropper node is calculated
as, the number of eavesdropper nodes in a segment
divided by the total number of nodes in a segment i.e.,

P(E)==
d) For ideal nodes, the probability ratio is unnecessary.
Therefore, the total probability evaluation for single time
slot in one complete end-to-end transmission is calculated as,
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P(T)=P(C)+P(NC)+P(E). If the probability ratio of any two
naming node (capture and non-capture node) is known, it is
easy to find the probability of eavesdropper node since
attacker location is unknown in a segment.

5) Selection of a Relay Node for Transmission

As mentioned in the above step, in each segment the
probability ratio will be evaluated. The segment which has
maximum probability for a capture node, that segment will be
selected for secure transmission of big data. If the probability
value is maximum for two or more capture nodes in the
selected segment, then a capture node will be selected
randomly for transmission in that segment.

TABLEI
BINARY EVALUATION TO VERIFY THE TRANSMISSION

C NC E Transmission
0 0 0 No Action

0 0 1 Unsecure

0 1 0 Unsecure

0 1 1 Unsecure

1 0 0 Secure

1 0 1 Secure/Unsecure
1 1 0 Secure/Unsecure
1 1 1 Secure/Unsecure

For checking the probability ratio and the secure
transmission of big data, we are going for binary based
evaluation as shown in Table I. The capture, non-capture and
eavesdropper nodes probability value lies between 0 and 1.
Based on the above tabulation we will be able to predict the
transmission of data, whether it is secure or unsecure. As per
the transmission results the following actions has to be done,

{-0.5,0.5) (0.5,0.5)

§0.5,-0.5]
= Transmission Cratage

— SECUEE TRARETESEION

(@

{-0.5,-0u5)

a) Secure- If the transmission assures secure with probability
of capture node as 1 in a segment, then select the segment
and particular capture node to transmit the data.

b) Secure/Unsecure- If the transmission cannot be
predictable, having the probability ratio for the non-
capture and eavesdropper node, then emit jamming signal
by the capture nodes which has significantly high
probability ratio to prevent the eavesdroppers from
capturing the data.

c¢) Unsecure- If the transmission assures unsecure, either
omit the transmission or adopt the step (b).

(-0.5,0.5) (0.5,0.5)

| =1°d%3) "ep

d _
®O [ =/

(-0.5,-0.5) (0.5,-0.5)

Fig. 6 Proposed Scenario

6) Transmission from Source to Selected Relay Node

After selecting the relay node for transmitting the data,
transmission will be done from source to relay node. In the
meanwhile, based on the transmission results as mentioned in
Table I, actions will be performed.

[-0.5,0.5) {0.5,0.5)

[0u5,-0.5]
_}S-:cun::.' Clutage

{-0.5,-0.5)

g Secure Tranemistion

(b)

Fig. 7 (a) Transmission Outage probability (b) Secrecy Outage Probability
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7) Transmission from Selected Relay Node to the
Destination

After transmitting in one-hop, data is transmitted from the
relay node to the destination node. In the meanwhile, based on
the transmission results as mentioned in Table I, actions will
be performed. We assume that only one end-to-end
transmission can be conducted in one time slot. It is notable
that in our protocol the energy balance can be flexibly
controlled by a proper setting of relay selection region side-
length 1. Here parameter r indicates that the jammers must be
at least distance r away from the intended receivers and thus
the interferences at the intended receivers are controlled.

VI. THEORETICAL ANALYSIS

To analysis our algorithm theoretically we use two metrics
secrecy outage probability and transmission outage probability
as shown in Fig. 7. Outage probability is used to estimate the
correctness of our novel algorithm scenario. The packet is
determined as lost, if outage occurs.

A. Transmission Outage Probability

From the source S to destination D transmission of data
packets, probability of transmission outage occurs if, the
packet cannot be received at destination D. The probability of
transmission outage while transmitting the data from S to D
under the algorithm scenario is

Phe=P (0%, )+P (0P Y-pP (0, )+ P (o Y

From the above equation, transmission outage probability is
verified for the transmission of data from source S to the

selected relay R,. and from selected relay R,. to D, and is

oM oM

srms and Og . prespectively.

defined as

B. Secrecy Outage Probability

From the source S to destination D transmission of data
packets, probability of secrecy outage occurs if, during the
process of this two-hop transmission at least one eavesdropper
can recover the transmitted packets. The probability of secrecy
outage while transmitting the data from S to D under the
algorithm scenario is

Pue =P (0:%%,,.) + P (05),) = P (055, )+ P (05,),) @)

From the above equation, secrecy outage probability is
verified for the transmission of data from source S to the
selected relay R,. and from selected relay R,. to D, and is
defined as OS(i)Rm* and Oég*wrespectively.

VII. CONCLUSION

The paper describes the secure and energy efficient
transmission of big data in wireless network using novel
secure transmission algorithm. The algorithm can provide
flexible control of security and reliability through proper
settings of parameters (I, r) and the energy balance can be
controlled by proper setting of the side-length of region of
relay selection. Theoretical analysis verifies the correctness of

the data transmission based on our novel algorithm. The
proposed algorithm will be discussed and verified thorough
Markovian process and finite state automaton process in
future.
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