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Abstract—Cloud computing can reduce the start-up expenses of
implementing EHR (Electronic Health Records). However, many of
the healthcare institutions are yet to implement cloud computing due
to the associated privacy and security issues. In this paper, we
analyze the challenges and opportunities of implementing cloud
computing in healthcare. We also analyze data of over 5000 US
hospitals that use Telemedicine applications. This analysis helps to
understand the importance of smart phones over the desktop systems
in different departments of the healthcare institutions. The wide usage
of smartphones and cloud computing allows ubiquitous and
affordable access to the health data by authorized persons, including
patients and doctors. Cloud computing will prove to be beneficial to a
majority of the departments in healthcare. Through this analysis, we
attempt to understand the different healthcare departments that may
benefit significantly from the implementation of cloud computing.
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I. INTRODUCTION

EALTHCARE at a distance (Telemedicine) relies on the

use of telecommunication and information and
communication technology (ICT). In the developing countries,
the technological evolution is yet to take place in healthcare.
There is an increase in the number of old age patients in India;
hence, it becomes essential for healthcare institutions to invest
more into Telemedicine. Telemedicine helps in saving lives
during critical situations through technology. Moreover, the
worldwide healthcare services in rural areas still remain as a
major challenge [1]. Applications of wireless telemedicine
systems include tele-cardiology, tele-radiology, and tele-
psychology [2].

Healthcare as compared to any other service operations
requires continuous and systematic innovation in order to
remain cost effective, efficient and to provide high-quality
services. Cloud computing could improve healthcare services
and research [3]-[6], [8], [9]. Cloud computing refers to an on-
demand, self-service Internet infrastructure that enables the
user to access computing resources anytime ubiquitously [10].
It is a model to deliver computing resources as per the
requirement and the need of different users. Cloud computing
can reduce the EHR startup expense such as hardware,
software, networking, personnel, and licensing fees, and
hence, encourage the adoption.
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The three cloud service models are infrastructure as a
service (IaaS), platform as a service (PaaS), and software as a
service (SaaS). laaS deals with the delivery of computing
resources such as storage, network, and capacity of processing
[11]. PaaS abstracts the infrastructures and supports a set of
application program interface to cloud applications [11]. SaaS
replaces the applications running on PC onto the cloud-
computing environment [11].

Despite the benefits that are offered by cloud computing
applications for healthcare, there are several managements,
technology, security, and legal issues to be addressed before
the implementation of cloud computing in healthcare [12].
Moreover, for increasing the addressability of patient care
issues at any point in time, it becomes increasingly essential
that the different stakeholders are able to ubiquitously access
data over different wireless networks. Kuo reviews the
literature and evaluates the opportunities and challenges from
the viewpoint of management, technology, security, and
legality [12]. In this paper, we critically analyze Kuo’s
viewpoints.

A. Management Aspect

Cloud computing approach speeds the deployment while
maintaining vital flexibility (i.e. rapid elasticity and ubiquitous
access to healthcare resources) [12]. This capability suggests
that as demand changes, hospitals, and other healthcare
providers do not need to adjust their infrastructures to
accommodate changes. It is essential to estimate the
importance of wireless entities within the hospitals to ensure
endurance and ubiquitous access to the data. In addition, it
becomes easier for the hospital management to store data as
per the requirements of the doctors and moreover, their access
to data from the cloud could be managed by the cloud-
computing providers.

The major challenges in this context could be lack of trust
in data security and privacy by users, organizational inertia,
loss of governance, and uncertain provider’s compliance [12].
Cultural resistance (or organizational inertia) to share data or
change traditional ways of working would be a common
management challenge in adopting cloud computing [12].
However, in practice, cloud environment offers more security
to customer data than the traditional on premise server based
data storage. The European laws set high compliance
obligations for companies requiring them to protect the
privacy and security of consumers’ sensitive data including
sensitive data that is stored in a public cloud. The level of data
protection mandated for sensitive data under the four statutes
in the US is roughly analogous to the data protection for
sensitive personal data provided for consumers in the EU [13].
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B. Technology Aspect

Smaller hospitals do not have the internal IT staff to
maintain and service in-house infrastructure for applications
such as EHRs [12]. Eliminating the new infrastructure cost
and the IT maintenance burdens could remove many obstacles
to EHR adoption [5], [7]. Cloud computing can increase the
scalability, flexibility, and cost effectiveness of infrastructure.
Some technical challenges related to the use of cloud
computing in healthcare include resource exhaustion,
unpredictability of performance, data lock-in, data transfer
bottlenecks, and bugs in large-scale distributed cloud systems
[12]. However, the lock in issues is less with laaS platforms
like Amazon. The infrastructure obsolescence issues are
almost nil with SaaS clouds like Salesforce.

C.Security Aspect

The main barrier to the adoption of cloud computing in
healthcare relates to data security [14]. The data security risks
in the use of IT are hacker attacks, network breaks, natural
disasters, public management interface, poor encryption key
management, and privilege abuse [12]. However, the current
cloud providers are better equipped to provide much better
security than the on-premises security [13].

D.Legal Aspect

If the providers adopt better and clearer policies and
practices, users would be better able to assess the related risks
they face [12]. The use of cloud computing presents many
legal issues such as contract law, intellectual property rights,
data jurisdiction, and privacy [15]-[19]. Many countries now
insist for their financial and health data to be in the servers
within the country even if it is on the cloud, as a mandatory
requirement. This increases the cost of cloud service.

In this paper, we attempt to understand how the
Management aspect of the privacy and data sharing could be
addressed. This aspect is one of the most critical among the
different aspects. The storage and sharing of medical data in a
cloud environment could raise concerns. The concerns are
primarily due to the computing storage being managed by a
third party service provider [20]. These concerns are due to the
lack of trust in the service provider responsible for handling
the data. The most critical tenet for utilization of health
information across multiple organizations is to enable the flow
of medical information so that the privacy of data is not
compromised.

There were many security and privacy issues that were
reported during the implementation of Health Insurance
Portability and Accountability Act (HIPAA) in many
organizations [15]. The most common issue encountered
during the sharing of data was because of transmission and
storage of the data. Three spheres are involved in the privacy
protection of the stored data such as user sphere, joint sphere,
and recipient sphere [18]. The hospital owns the data and
outsources the storage of shared medical records to a third
party cloud service provider. The datasets obtained may be
published to a medical research center. The hospital serves as
the data owner, the medical research center as the data

recipient and the cloud service provider’s hardware and
software resources to supply the shared services encompass
the joint sphere [20]. This model is suggested that combines
the privacy by cryptography and privacy by statistics for
strong guarantee against privacy protection. Privacy by
cryptography is to ensure that encrypting of the data that can
help to ensure that the unauthorized personnel cannot
understand the data. A set of analytical and statistical
techniques could be applied to understand the mechanisms to
disclose the information.

In order to implement the privacy, the medical data can be
vertically partitioned into three parts [20]. In this method of
partitioning, it is suggested that the patient identification could
be stored as a cipher text and the other parts required for the
medical analysis could be stored as a plain text. The data can
be retrieved back by merging the different components,
checking for the integrity, and verifying the correctness of the
data. The information could store in two different tables Ta
and Te, and Ta comprising of sensitive patient specific
information whereas Te consisting of information that can be
used publicly by the scientific institutions for data analysis
[20].

In this paper, we analyze the usage of Telemedicine
applications that are being used by more than 5000 hospitals
in the US. Through this analysis, we aim to understand the
departments that are more likely to adopt the usage of
Smartphones over Workstation on wheels (WOW). From the
analysis, it is understood that currently there are lots of
requirements for Wireless entities to access patient-centric
data. If cloud computing could be implemented in the
hospitals, then there could be a possibility of all the
departments which make use of Telemedicine also benefiting
from the implementation of cloud computing. We could
understand from this analysis the departments that could
benefit significantly from cloud computing. We assume that
the different stakeholders accessing Telemedicine applications
across hospitals would benefit in a major way upon shifting
the data onto the cloud.

The research methodology used was secondary data
analysis. The secondary data of the hospitals was gathered for
over 5000 acute care US hospitals from The Dorenfest
Institute for H.I.T. Research and Education Analytics database
[21]. The data were analyzed using logistic regression in
STATA/SE version 11.1 statistical software (STATA Corp,
College Station, Texas).

II. DATA ANALYSIS

The o value considered for the study was 0.05. We have
considered a p-value of 0.05 or less to indicate statistical
significance with 95 percent confidence intervals for
evaluating the results. The dependent variables considered for
the study were growth of acute care hospitals in different
departments such as HR (human resource), Ancillary,
Cardiology, ICU (intensive care unit), Emergency, Trauma
Care, Surgery, Pathology, Primary Care, Radiology, Urology,
Orthopedic, Oncology, Obstetrics, Endocrinology, and ENT
(Ear, Nose, and Throat). The dependent and the independent
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variables were categorical. The independent variables
considered for the study were planning of smart phones, usage
of smart phones, usage of wireless local area network
(WLAN), usage of WOW, WOW planned usage of tablet
personal computer (PC), tablet PC planned, usage of personal
digital assistant (PDA), and PDA planned.

TABLE I
LOGISTIC REGRESSION PERFORMED OVER VARIABLES

0,
Departments/ Wireless Entities ~ Odds ratio  p value 95% confidence

TABLEI
LOGISTIC REGRESSION PERFORMED OVER VARIABLES
Departments/ Wireless Odds 95% confidence
Entities ratio p value interval
HR
Smart Phones Planned 2.0 <0.01 1.3-3.1
Ancillary
Smart Phones Planned 2.0 <0.01 1.3-3.1
WLAN 1.0 0.93 0.7-1.5
Cardiology
Smart Phones Planned 0.1 <0.01 0-0.4
ICU
Smart Phones Planned 0.2 <0.01 0-0.5
Smart Phone 0.6 0.04 0.3-1.0
Emergency
Smart Phones Planned 22 <0.01 14-33
Trauma Care
WOW planned 1.4 0.09 0.9-2.2
Smart Phones Planned 0.1 <0.01 0-0.5
Surgery
Smart Phones Planned 2.0 <0.01 1.3-3
Pathology
Smart Phones Planned 2.5 <0.01 1.7-3.7

interval
Primary Care
WOW Planned 0.1 <0.01 0-0.3
Tablet PC 0.5 0.01 0.3-0.8
Tablet PC Planned 0.4 <0.01 0.3-0.8
Smart Phones 0.1 <0.01 0-0.3
PDA 0.6 0.04 0.4-1.0
Intrusion detection 1.5 0.02 1.1-2.0
Radiology
WOW Planned 1.5 0.03 1.0-2.3
Smart Phones Planned 2.3 <0.01 1.6-3.5
Urology
WOW planned 0.1 <0.01 0-0.3
Smart Phones Planned 0.1 <0.01 0-0.5
Orthopedic
WOW planned 0.4 0.01 0.2-0.8
PDA 0.4 <0.01 0.2-0.7
Oncology
WOW planned 0.1 <0.01 0-0.3

TABLE IIT
LOGISTIC REGRESSION PERFORMED OVER VARIABLES

0,
Departments/ Wireless Entities ~ Odds ratio  p value 95% confidence

Table I shows the results of logistic regression computed
over different wireless entities. The odds ratio for planning the
smart phones for the HR departments is 2.0 with confidence
interval of [1.3-3.1]. This suggests that HR department is two
times likely to plan the usage of smart phones than use WOW.
The ancillary departments are two times more likely to plan
the use of smart phones than use WOW. ICU departments are
six times more likely to adopt WOW than plan the usage of
smart phones. Emergency departments are two times more
likely to adopt smart phones over WOW. Trauma care
departments are two times more likely to plan more usage of
WOW than the current WOW usage in the hospitals. The
surgery department is more likely to plan the usage of smart
phones over the current usage of WOW. Pathology
departments are two times more likely to plan the usage of
smart phones over the current usage of WOW.

Table II shows that WOW is more than or equal to two
times more likely to be used in Primary Care departments over
other entities such as planning the usage of WOW, usage of
tablet PC, planning tablet PC, usage of smart phones, usage of
PDA. Moreover, primary care departments are two times more
likely to adopt intrusion detection over the usage of WOW.
Radiology departments are two times more likely to plan
WOW and plan the usage of smart phones over the current
usage of WOW.

Table III lists the logistic regression coefficients for the
usage of WOW in different departments with reference
variable being the usage of WOW.

interval
Obstetrics
Smart Phones Planned 0.2 <0.01 0-0.5
PDA Planned 0.4 0.01 0.2-0.8
Endocrinology
WOW planned 0.1 <0.01 0-0.4
Smart Phones 0.1 <0.01 0-0.3
ENT
WOW Planned 0.2 0.03 0.1-0.8
VoIP 0.2 0.01 0.1-0.6
Tablet PC 0.2 0.01 0.1-0.6
Tablet PC Planned 0.2 0.01 0.1-0.6
Smart Phones 0.2 0.01 0.1-0.7
PDA Planned 0.2 0.02 0.1-0.8
PDA 0.2 0.01 0.1-0.6

III. CONCLUSIONS

In this paper, we conduct a literature review to understand
the benefits and challenges of implementing cloud computing
in healthcare. We also analyzed the data of usage of
Telemedicine applications for over 5000 hospitals to study the
importance of different wireless entities for different
departments, which may access the cloud facility. We could
understand that implementation of cloud computing could
benefit the healthcare institutions significantly. The
departments that would benefit from the implementation of
cloud computing include HR, Ancillary, Emergency, Surgery,
Pathology, and Radiology. Moreover, cloud can address the
implementation of security in Primary Care offices, which is
now a major challenge.

IV. DISCUSSIONS

The ancillary departments are more likely to plan for smart
phones than WOW. The reason that could be attributed to
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planning smart phones may be due to increasing number of
patients trying to get access to the medical reports (X-Ray,
ECG) over the phone. Many of the current and emerging
healthcare application requirements need wireless and mobile
infrastructure. These requirements range from high-speed
access to wireless networks to location tracking and
monitoring abilities [22]. These infrastructures need not be
managed by the hospitals with the implementation of cloud
computing, as the resources will be managed on-demand by
the cloud service provider. Many of the medical errors occur
because of the lack of correct and complete information during
the diagnosis [23]. The three main factors that improve the
design of the Telemedicine systems are reliability, usability,
and security [24]. The cloud providers can make the systems
more reliable, usable and secure than by the conventional
hospitals’ IT administrators. Implementation of cloud
computing thus can help the Telemedicine systems to address
the privacy and security concerns.

The ICU departments are more likely to adopt WOW over
Smart phones. This may be due to the fact that there are large
numbers of critical cases in the departments that need
immediate access to the EHRs of the patients. The ICU
departments may need continuous monitoring of the patients
and they may need to update the EHRs of patients
continuously. WOWs may be more suitable for this setup. The
WOWs are also more likely to provide immediate access to
the medical records than the Smart phones. The Emergency
departments are more likely to adopt smart phones over
WOW. The reasons for their adoption may be due to the fact
that there may be a large number of non-distanced
communications between the nurses and the patients in cases
of emergency. In addition, it may be likely that the doctor-on-
duty may need to co-ordinate with the senior doctors over the
smart phones. The implementation of cloud computing may
ensure hassle free data access over the cloud and moreover,
ensure that the privacy of the patient data is not compromised,
as the authentication requirements are very reliable than in a
conventional hospital setup. The Trauma care unit is likely to
continue with the WOW usage rather than moving to the smart
phones. The surgical departments are more likely to be
planning for the smart phones than the WOW because of the
need for follow-ups. The doctors can handle the follow-ups
more efficiently in a cloud-supported environment. The
pathology departments are more likely to plan for smart
phones than WOW. This could be due to the fact that these
departments require higher co-ordination with other
departments in cases of emergency or in cases where the
patient needs to undergo a surgery. The primary care
departments are more subjected to intrusions as they handle a
lot of sensitive data of the patients. The secure data encryption
mechanisms in the cloud infrastructure make the intrusions
useless. The radiology departments are more likely to plan for
both WOW and Smart phones. This could be due to the
increase in the number of patients in the hospitals requiring
immediate attention in surgical departments.
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