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Abstract—Vehicular Ad-Hoc Networks (VANET) can provide There is a possibility that the message about diadéng is
communications between vehicles or infrastructuieprovides the false information or the contents can be manipdlatiethen,

convenience of driving and the secure driving thuce accidents. In
VANET, the security is more important because dlésely related to
accidents. Additionally, VANET raises a privacyussbecause it can
track the location of vehicles and users’ identithen a security
mechanism is provided. In this paper, we analyeepitoblem of an
existing solution for security requirements reqdiie VANET, and
resolve the problem of the existing method where hanagement
mechanism is provided for the security operation VMANET.
Therefore, we show suitability of the Long Term Exmn (LTE) in
VANET for the solution of this problem.
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I. INTRODUCTION

that can cause accidents.

Because of that, it is hard to introduce servicesif\VANET
without a proper security mechanism. Therefore, tiessage
authentication should be provided. However, if rages are
exchanged by an existing digital signature, thdlt eeiuse the
privacy threats. In terms of VANET, the studies sti# being
carried out to satisfy these privacy issues and sieurity
mechanism at the same time. In addition, the hagt and the
shortage of the RSU at the early stage of intradodtecome an
obstacle for vitalizing vehicular communication. ush we
chose LTE network as a solution to the privacy aadurity
problem while reducing the initial building costr faehicular
communication system. And this paper analyzes L&&usty

EHICULAR ad-hoc networks (VANET) is a combinedservice to find if LTE is suitable to provide vehiar

technology of Mobile Ad-hoc Network which estabésh
networks between devices, Mobile IPv6 and Proxy il4dBv6
which provide devices a mobility, and network mitjl
depending on vehicle’s characteristics. Recentlnyrstudies
on communications between vehicles, and vehicles
infrastructures are being done, because of thelo@vent and
extension of wireless communications. Also, Ingatit
Transportation System (ITS) can provide fastersafdr traffic
systems, so the interest in the studies and thenewaializing

VANET is growing. In VANET, the studies are being

conducted mainly in network and security aspecfNKET can
be divided into two ways, a Vehicle-to-Infrastruetu(V2I)

communication, and a Vehicle-to-Vehicle (V2V) commiua-

tion by communication method. The V2I communicatisra
communication between a vehicle and Road Side (R8U),

which is connected with an existing infrastructared mainly
provides convenience to users such as multimedie VRV is a
communication between nearby vehicles, and is used
exchanging urgent messages mainly about preveaticigents.
There are two services provided by vehicular conioations,

which are safety message and non-safety messadety Sa

message is mostly transferred by V2V communicathow, it is
life-critical. To provide the safe service, it skayrovide
authentication and security service.
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communication service
This paper is organized in the following. In Sextid, we
describe  VANET communication based on Long Term
Evolution (LTE) through performance evaluation. Arid
ction 1ll, we explain the security requiremenViNET and
problem of the existing solution for security regument, and
show the key management mechanisms and problerheof t
existing method for key managementin VANET. IntgectlV,
we describe LTE suitability in VANET, and in Secti®¥/, we
conclude this paper.

Il. RELATED WORK

A. The possibility of utilizing through the LTE in VANET

In the previous study, we conducted a field tegirtwve that
LTE is usable in VANET environment. Table | shows
performance evaluation result the delay in thirdegation (3G)
and the fourth-generation (4G) by speed.

TABLE |
THE DELAY IN 3GAND 4G
Speed 4G (LTE) 3G (HSUPA)
0Km/h 36.7ms 80ms
40~50Km/h 37.7ms 82.6ms
80~90Km/h 45ms 92.2ms
100~110Km/h 64.1ms 94ms

According to the performance evaluation result IANET,

both 3G and 4G met the non-safety message's delay
requirement, which is under 100ms. However, thi i® not
considered the operation time because the testrfermed by

the ping. If the delay added the operation timecfgptography

of 20ms about the upper layer, 3G not satisfie@r&tore, it is
proved that LTE is proper for providing non-safapplication
service.
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TABLE Il
THE SECURITY REQUIREMENTS INVANET

Security

Requirements Problem

Definition

Existing Solution Problem of eisting solution

- Identification : Should be able to

identity a valid user Privacy _threats

Identification &

- When an accident occurs, there is a

Anonymous problem of verifying the identification

by Authentication [4]

Authentication - Authentication : The process of Fracklng_ identification Silent Period [5]  No suitable in VANET Wh.ICh.
o L - information . exchanges messages periodically
verifying a user’s identity + Mix-zone [6] . Old & new ID traceable
Integri - The message should not be _ + SHA-256 hash _
grity manipulated Function
- The message should not be - Eliptic Curve Integrated - Defined in IEEE 1609.2 Standard [7]

Confidentiality
party

disclosed to an unauthorized third- Computation efficiency

- The key exchange protocol has not

Encryption System (ECIES) oo defined in IEEE 1609.2 Standard

- Computation efficiency

repﬁggﬂon - A sender should not be able to, When using the Digital
(Signature) deny the transmission of data privacy threats by ID’s
exposure
Privac Prevent an unauthorized A necessity of
‘acy third-party from identifying the o Y«

(Conditional) . - ) conditional privacy
information of users and user's ID
- System availability : Can be The malfunction of

I guaranteed by performance of an
Availability encryption algorithm and TPD Sensors
(Data trust) P 9 + The measured value

- Sensing data availability : Should
be guaranteed reliability about the )

. ; - surroundings
sensor information of vehicle

Signature, it takes place - Group Signature [3]

can be manipulated by

- Hard to define group members
- Computationally expensive

- Hard to define group members

 Group Signature [3] - Computationally expensive

- Navigation Message

Authentication (NMA) [11] * Out of scope

lll.  SECURITY INVANET

A. The Security Requirement in VANET

Basic security requirements in network security dikeded
into six parts, Identification, Authentication, dgfrity,
Confidentiality, Non-repudiation, and Availabilif9]. Because
there is a threat to track vehicles’' location in N&T, we
decided Privacy to be added into security requirgmdor

2) Integrity

Integrity means that messages cannot be manipuldted
should be possible to be checked by receiverseifréiteived
messages have been manipulated during transmi3gierhash
function for an integrity check is generally useec@e Hash
Algorithm (SHA). The VANET provide the data integyriby
comparing the hash values. In VANET, SHA-256 is
recommended as a default because of the cryptagraph

VANET. This section describes existing solutionsd anrequirement of a 128-bit long-term security levgl [12]. It is

considerable problems to meet the security req@rgsnfor
VANET's characteristics. Table 1l shows the segupitoblems
in VANET.

1) Identification and Authentication
Identification means identifying valid users,
Authentication means a process to identify thesisgentity. In

described by the IEEE 1609.2 Standard [7].

3) Confidentiality
Confidentiality means that when sending messadesy t
should not be exposed to an unauthorized thirdypdrt

andvANET, Safety messages and Non-safety messages are

transmitted. The safety message is not requirefidzontiality

VANET environment, there are concerns about privacy lsecalas emergency message to notify an accident. Owttiee hand,

tracking identifiable information is possible. Thexisting
solutions for this problem are Anonymous authetitica
Silent-period, and Mix-zone. When changing ID pdidally, it
is possible to notice the changes by tracking old mew IDs.
Therefore, the mix-zone concept was proposed teestilis
problem. The Mix-zone concept is changing IDs dfthe
vehicles at the same time in certain regions. Hewnethe
changed IDs can also be tracked, so the silenbgenethod of
Wireless Sensor Network (WSN) is proposed, whichhat
each node stops sending messages for a certaial perandom
before the changes of IDs. However, it is not $&litafor
VANET environment because it exchanges
periodically. If the message is not delivered dgrihe certain
period, then that may cause an accident.

when sending a Non-safety message which providésmedia
or a web service, confidentiality is required. Timyde the
confidentiality by preventing the manipulation okssage by
the eavesdropping, the message needs the encrygtien
encryption is provided by using a symmetric keyd @nuses an
asymmetric key to share a secret key in VANET. Have
there can be a performance problem in computafibus, it
should be encrypted as Elliptic Curve Cryptosys{&@C) of
which speed is faster than other algorithms indaton, and it
is easy to implement both S/W and H/W. It is ddsaxliin the
IEEE 1609.2 standard. However, the protocol for keg

messagegchange is not defined yet.
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TABLE IlI
THE KEY MANAGEMENT IN VANET

Key Management Definition

Proposed method Consideréions

Key Establishment . :
cryptographic operation
The process to share generated keys betwee

Key Distribution the sender and the receiver

Using the key to provide message generation
distribution, verification, and revocation
securely

Key Usage

Key Revocation
(CRL)

When the key is expired or an untrusted
vehicle is detected, the public key is revoked

The process of generating keys for the Selecting random key by RSU
- Generating the master key by OBU [10]

BcoH key exchange protocol [7]

~Encryption: ECIES (Asymmetric)
+ Encryption: AES (Symmetric)
- Hash : SHA-256 hash function [7], [12]

- Delta CRL [1]
Partitioned CRL [7]
Compressed CRL [1]

+ The environment in which RSU is not
installed enough
- A vehicle revocation mechanism

+ Privacy problem

- Signature: ECDSA

- Computation efficiency

- ID should be frequently changed for
privacy protection— The key update
is frequent— Increase the CRL size

A problem of the CRL distributic

4) Non-repudiation (Signature)

Non-repudiation means that the sender should nabbeto
deny the transmission of messages. The safety gedsaot
required the confidentiality, however, to prevesgponsibility
avoidance in case of an accident, a digital sigedatuneeded to
make the receiver not deny the received messagehdn
beginning, VANET studied the using of a RSA signatto
satisfy non-repudiation. However,
computationally expensive as well as the size dffamte and
of signature is very large. Because the operaiioe Of the
RSA signature is slow in calculation, currently, MET uses
the ECC to solve this problem. This is standardizgdEEE
1609.2 as explained in the integrity section. Hosvewhen
signing, the privacy problem can occur becausb®gkposure
of IDs. Therefore, Group Signature is proposed ¢oegate
signatures by issuing the secret key from the kstridution
center. The Group Signature is verified as the ipukdy of
group, which is provided without the exposure oé tiD.
However, there is still a problem which the grougnmber is not
clearly defined yet.

5) Privacy (Conditional)

RSA signaturese akkey management is required. The key management

B. The Key Management in VANET

When a cryptographic operation is performed in Zelar
Communication, it needs the key which is OBU irethlin
vehicles. In addition, vehicles should be able ¢b the keys
safely for secure communication each other [1].ocAl#
malicious vehicles are detected, then the systemldlprovide
services for key update and key revocation. Inphixess, the

accomplished through the key establishment, kelyildiigion,
key usage, and key revocation phase. Table Il shtwe
considerations about the key management in VANEfe T
followings are main mechanisms provided by the key
management.

1) Key establishment

The Key establishment is operation process to gémer
public key and private key by using cryptographe@tion for
secure communication. There are two ways of geingrieys
in VANET. In general, there is the method by RoédkSJnit
(RSU) and by On-Board Unit (OBU). The method getestdy
RSU should provide sufficient RSUs. Thus, Zhangakt
proposed a method to generate the key in vehic. [1
According to this proposed method, a master keyaof

Privacy means preventing that users ID and privaigentity-based Public Key Generator (PKG) is stoired PD

information from exposing to unauthorized third tgarTo
prevent the exposure of ID, VANET provides Grougrfiture,
but it still has a problem that group member is olearly
defined. When an inquiry of identity is needed Bitaation like
an accident, then the information can be provided tusted
Group Manager (TGM). In this manner, if the groigmature is
used the anonymity can be assured because the $sgae
unbeknown, and it provides the conditional anonynily
informing the identification in the specific sitigat.

6) Availability (Data trust)

In VANET, availability is divided, system availaibyl and
sensing data availability. However, this is relateith the
hardware security. Therefore it is not considerethis paper.

and each vehicle generates anonymous public keg paing
the master key. However, this method has a prothetrit does
not provide revocation mechanism required in VANET.

2) Key distribution

The key distribution means distributing the keysséxure
data transmission. In IEEE 1609.2 Standard, Edigurve
Diffie-Hellman (ECDH) key exchange protocol is siiied [7].
However, ID of the user would be exposed when der gigns
to key exchange in VANET. Therefore, VANET is catesied
as privacy threats by threats of tracking.

3) Key Usage

The key usage means using the key to provide messag
generation, distribution, verification, and revacatsecurely.
The security requirements are satisfied by usirg kéy in
signature techniques, encryption mechanisms, angh ha

424



International Journal of Electrical, Electronic and Communication Sciences
ISSN: 2517-9438
Vol:6, No:4, 2012

function. The signature scheme used in VANET to provide
authentication is based on the Elliptic Curve Digital Signature
Algorithm (ECDSA). It isprovided the key with alength of 256
in general and the key with a length of 224 in safety message
based on the V2V communication. Among the encryption
schemesfor confidentiality, an asymmetric method uses Elliptic
Curve Integrated Encryption System (ECIES) and a symmetric
method uses Advanced Encryption Standard (AES). Also, the
SHA-256 agorithm is used for an integrity check as hash
function. It isdescribed in |EEE 1609.2 Standard.

4) Key Revocation

The key revocation means that it revokes the key and the
certificate when a malicious node or the device malfunction is
detected. In VANET, the ID should be periodically changed for
privacy protection. Therefore, the certificate also periodically
should beissued. An expired certificate should be updated and a
detected attack is revoked by the public key. In addition, the
information is known to all vehicles. Therefore, the CRL is
distributed and the size of the canceled public key list becomes
very large because the ID should be frequently changed. When
driving, the time in which CRL can be distributed through the
RSU is very short. Additionaly, receiving the whole CRL
within range of the RSU communication is greatly difficult
because the CRL sizeisvery large. Accordingly, the studies for
the solutions of the CRL distribution problem have been
conducted. The solution for the problem is to use Delta CRL,
Partitioned CRL, and Compressed CRL [2]. Firstly, the Delta
CRL only lists those certificates that are added from the last
update to reduce the sending cost of Base CRL that is
distributed to the whole lists of CRL. The Partitioned CRL is
hierarchically divided into groups for rapid search and
distribution of CRL. The Compressed CRL compresses the
CRL through the Bloom filter. It checks the result value of
certificates through the Bloom filter.

IV. THE POSSIBILITY TO RESOLVE OF THE SECURITY
PrROBLEMSIN VANET THROUGH THELTE

In this section, we present the methods to solve the
considerations of security whenthe LTE isusedin VANET. To
provide VANET communication, the cost and time for
constructing theinfrastructure will be needed. Thus, the using of
LTE in VANET is anticipated that the commercialization of
VANET is activated more quickly. The Table IV shows the
solution in LTE for the unresolved issues of the security in

VANET.
TABLE IV
THE SOLUTIONS TO RESOLVE THE SECURITY CONSIDERATIONS OF VANET
THROUGH THELTE

Consideration of the

VANET Security Solution inthe LTE

No

When the RSU isnot
sufficiently installed
Problem of privacy
2)  protection by the
exposure of ID

The HSS sends the IMS| and LTE key to
MME when the device is connected in LTE

Alternates the IMSI by generating the GUTI
that the temporary ID

1) According to existing studies about VANET, the key can
be generated by RSU. However, the key generation cannot be
provided by RSU because the density of RSU placement has not
yet been determined. Therefore, if the LTE isused, this problem
will be solved through the Authentication and Key Agreement
(AKA) protocol. The authentication protocol performs an
authentication of device through the key information sent from
Home Subscriber Server (HSS). The HSS has the International
Mobile Subscriber Identity (IMSI) and the master key of the
EPS called LTE key. It sends the key information to Mobility
Management Entity (MME) for authentication of the users
device. Even though the RSU isnot installed, the key generation
is able to make use through an alowed key exchange
mechanism that the AKA. Therefore, the LTE isanticipated that
it is a suitable for VANET by generating the key through the
AKA authentication protocol.

2) In LTE, the identifier is used to GUTI (Globally Unique
Temporary ldentifier) instead of the IMS| for solving the
problem of privacy protection. When the device initialy
connects, it requests the registration as IMSI. And the GUTI is
alocated from the MME. After this, if the device re-connectsin
other networks it can be solved the problem of privacy
protection by using the GUTI.

V. CONCLUSION

In this paper, we shown the existing proposed methods for
satisfying the security requirement in VANET and described the
unresolved problems in VANET. In addition, the key
management necessarily needs for this security requirement.
Thus, the considerations about the problems among the existing
solutions in the key management are also examined. To solve
the problems, we looked for the possibility to apply the LTE in
the VANET by studying the security of LTE. Through it, even
though the RSU is not installed yet, it is anticipated that the
vehicular network will be provided the services through the
LTE.
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