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Abstract—The survey and classification of the different security 

attacks in structured peer-to-peer (P2P) overlay networks can be 
useful to computer system designers, programmers, administrators, 
and users. In this paper, we attempt to provide a taxonomy of 
structured P2P overlay networks security attacks. We have specially 
focused on the way these attacks can arise at each level of the 
network. Moreover, we observed that most of the existing systems 
such as Content Addressable Network (CAN), Chord, Pastry, 
Tapestry, Kademlia, and Viceroy suffer from threats and vulnerability 
which lead to disrupt and corrupt their functioning. We hope that our 
survey constitutes a good help for who’s working on this area of 
research. 
 

Keywords—P2P, Structured P2P Overlay Networks, DHT, 
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I. INTRODUCTION 

2P networks systems have generated substantial interest in 
the last few years because the emergent of global scale 

phenomena. As more and more users own powerful 
processors, large storage spaces and fast network connections, 
P2P networks represent an attractive way to mobilize these 
resources. They were designed to provide many services such 
as creating large scale data sharing, distributed computing, 
instant messages communication, collaborative applications, 
multi players games, and ad-hoc network. These popular 
services make P2P networks an attractive target for attackers. 

Knowing how systems have failed can help us build systems 
that resist failure [1]. This paper collects and organizes a 
number of current security attacks that have caused failure in 
structured P2P overlay networks, so computer system 
designer, programmers, administrators, and users may do their 
work with a precise knowledge of what has gone before. 

Based on the overlay topology and the organization of the 
network connection different types of P2P networks have been 
defined as hierarchical P2P network, and flat P2P network. In 
this paper, we will focus on hierarchical P2P network, more 
precisely on structured P2P overlay networks. 

Security attacks of structured P2P overlay network are any 
condition or circumstance that can threaten the best 
functioning of the system. 

To evaluate these attacks, an analyst must do a deeply 
research, understand the system fluently, and recognize that 
attacks may exist anywhere in the system.  
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Thus, the security attacks of such systems are considered as 

a serious topic that should be considered carefully. The 
reminder of the paper is organized as follow. Section 2 
presents an overview of P2P networks including definitions, 
benefits, their characteristics, and types. Section 3 focuses on 
structured P2P overlay network and summarizes the taxonomy 
of security attacks at each level of the network. Section 4 
analyzes and makes a clarification of the different links 
between attacks. Finally, section 5 provides conclusions. 

II. P2P OVERLAY NETWORKS 

Peer-to-Peer overlay networks are distributed systems 
consisting of interconnected nodes able to be self-organized 
into network topologies with purpose of sharing resources such 
as content, CPU cycles, storage and bandwidth, and 
accommodating transient populations of nodes while 
maintaining acceptable connectivity and performance, without 
requiring the intermediation or support of a global centralized 
server or authority [2]. 

P2P networks are virtual overlay networks built on an 
underlay network. That means each entity in the underlay 
network has a corresponding identity in the overlay networks. 
Different types have been defined as hierarchical P2P network 
and flat P2P network. The main difference between them is 
based on how many levels the network topology is utilizing. In 
this paper, we will just focus on the first type. Hierarchical 
P2P network utilizes multiple levels of hierarchy to distribute 
the overlay node and it can also be classified into three 
categories: unstructured, structured and hybrid networks as 
shown in Fig. 1. 

 

 
Fig. 1 Hierarchical P2P networks 

A. Unstructured P2P networks 

In this category, the P2P overlay network organizes peers in 
a random graph which means that the links between nodes are 
established arbitrary so there is no correlation between a peer 
and the content managed by it.  

Unstructured P2P network uses flooding, random walks or 
expanding Time-to-Live (TTL) search on the graph to query 
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content stored by overlay peers [3]. If a peer wants to find 
desired pieces of data from the network, the query has to be 
flooded through the network to find as many peers as possible 
that share the data. In such systems the network can be easily 
constructed. If a new peer wants to join the network, it could 
just copy existing links of another node and then form its own 
links over time. Moreover, these systems suffer from a lot of 
weaknesses such as: 

• Queries for content that are not widely replicated must be 
sent to a large fraction of peers; 

• There is no coupling between topology and data items 
location so there is no guarantee that flooding will find a peer 
that has the desired data; 

• Flooding also causes a high amount of signaling traffic in 
the network. 

B. Structured P2P overlay networks 

In contrast to the unstructured P2P networks, structured P2P 
overlay networks provide a topology that is tightly controlled, 
which mean that content in such systems is not placed at 
random peers but rather at specified location. The overlay 
network assigns a key to data items and organizes it peers into 
a graph that map each data key to a peer. This enables efficient 
discovery of data items using the key of a data element [4]. 

These systems are usually based on distributed hash table 
(DHT), which are decentralized and distributed systems 
providing a lookup service similar to a hash table. By using the 
DHT algorithm, the peers can map the keys to node easily and 
can guarantee that any data object can be located in small 
overlay hops. Structured P2P overlay networks provide a 
cooperative, stable, and robust mechanism for storing and 
retrieving content. But, these good proprieties are maintained 
only when their algorithms are executed correctly. Such 
system provides a powerful platform for the construction of a 
variety of services such as network storage, content 
distribution, web caching, searching and indexing. But, the 
major problem with such systems, they do not support 
complex queries and it is necessary to store a copy or a pointer 
to each data object at the peer responsible for the data object’s 
key. Also, most of them deploy a security mechanism which is 
minimalist or pervasive; this makes the network an attractive 
target of attackers. 

C. Hybrid P2P networks 

Hybrid P2P systems combine unstructured and structured 
overlay topology in its hierarchy and they can utilize 
structured overlay topology at its upper level while utilizing 
unstructured overlay topology at its lower level, or vice versa. 
Such system defines several super peers. Each super peer acts 
as a server to a small portion of the network. Moreover, each 
super peer stores a list of index files information that is 
available to the peers that it manages. They use the similar 
query mechanism as centralized P2P network [5].These 
systems reduce the signaling traffic, save the bandwidth and 
they provide a robust and scalable system since there is no 
single point of failure. However, they are very difficult to 

adapt to physical network due to the hierarchical structure and 
also available content might not be found. 

III.  SECURITY ATTACKS IN STRUCTURED P2P OVERLAY 

NETWORKS 

Structured P2P overlay network was based on providing 
efficient search of data items, robust wide area routing 
architecture, redundant storage, scalability, and fault tolerance. 
These characteristics can be used to build more complex 
system. Several structured P2P overlay networks were 
emerged such as Content Addressable Network (CAN) [6], 
Chord [7], Pastry [8], Tapestry [9], Kademlia [10], and 
Viceroy [11]. Moreover, these systems use the Distributed 
Hash Table (DHT) as a substrate, in which data object location 
information is placed at the peers with identifiers 
corresponding to the data object unique key [3]. Early work in 
structured P2P overlay networks security attacks was based on 
providing an overview of individual attack; researchers 
searched for security attacks and attempted to remove them. 
Unfortunately, that task was in most cases unending, more 
attacks always seemed to appear. In this section, we describe 
and provide reasonably detailed actual attacks found in two 
main groups: general network and specific structured P2P 
network as shown in Fig. 2. Our goals are more ambitious than 
previous works [12]–[13]–[14]–[15], we seek to provide an 
understandable organization of security attacks that have 
occurred and help who have attention to build a safer 
structured P2P overlay networks. Security attacks in this report 
are classified into two categories: General network attacks and 
Specific structured P2P overlay network attacks. In the first 
categories, we try to provide the most damaged attacks 
threatening the network in general since structured P2P 
network are virtual overlay networks built on an underlay 
network. Therefore, in the second categories, we present the 
specified structured P2P networks attacks through three levels: 
network level, application level, and user level. 

A. General Network Attacks 

1) DoS and DDoS 
With time and as the internet gets more and more used as a 

communication channel, Denial of Service (DoS) and 
Distributed Denial of Service (DDos) become more popular 
than ever. A DoS attack and DDoS attack are characterized by 
an explicit attempt by attackers to prevent legitimate users of a 
service from using that service, in other words, this is an attack 
which causes a service to stop functioning or an attack that 
causes the loss of service. In DoS attack, attacker utilizes 
reasonable service requests to drain the resources of a target 
host. However, in DDoS attack attacker exploits considerable 
amount of distributed hosts to launch the attack to the target. 

P2P networks are composed by large number and 
anonymous concurrently running hosts. Thus, one or more 
malicious nodes in the network can easily perform DoS or 
DDoS attacks [14]. 
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Fig. 2 P2P networks security attacks 

 
The first problem with defending against such attacks is 

detecting them. There are several approaches in counteracting 
these attacks [15]–[16]. But, the most widely used technique to 
hinder DoS attack is pricing. The host will submit puzzles to 
his clients before continuing the requested computation, thus 
ensuring that the client go through an equally expensive 
computation. 

 
2) Worm propagation 
Worms pose one of the biggest threats to the internet. 

Currently, worms such as Code Red or Nimda are capable of 
infecting hundreds of thousands of hosts within hours and no 
doubt that better engineered worms would be able to infect to 
reach the same result in a matter of seconds. 

As P2P networks facilitate transfer and sharing file, 
malicious code can exploit this channel to propagate to other 
peers. Worm can be a large piece of complex software which 
is capable of much more complicated attacks such as 
collection of all sorts of information (credit cards, passwords, 
etc), corrupt or modify files, denial of service, and massive 
distributed denial of service attacks. 

Worms are spread by exploiting vulnerabilities in operating 
systems. To decrease the efficiency of these attacks, we must 
always supply regular security updates and if these updates are 
installed to a machine then the majority of warms are unable to 
spread to it. Furthermore, one suggestion that was given was to 
write P2P clients in strongly typed language such as java and c 
sharp (C#), which could avoid many security flaws [17]. 

 
3) Man in the middle 
The man in the middle attack is a form of active 

eavesdropping [18] in which an attacker inserts himself 
between two other nodes in the network, makes independent 
connections, and relays messages between them. The attacker 
makes the two nodes believes that they are talking directly to 
each other when in fact all communication passes through him. 
He can achieve this by inserting, dropping, or retransmitting 

previous messages in the data stream. In this case, the attacker 
can modify messages, insert fake information, and in the worst 
case assume the identity of either node or both to launch a 
denial of service. 

All P2P systems which have no control over node placement 
are extremely vulnerable to this attack. Without a central 
trusted authority, it is not possible to detect a man in the 
middle attack. The main defense against this attack is the use 
of digital signatures based on public key cryptography. 

 
4) Botnets 
One of the most significant threats to the internet today is 

the threat of botnets, which are networks of compromised 
machines under the control of an attacker [19]. A botnet 
produces very significant threats to structured P2P networks. 
Compared to other internet malware, botnets are different from 
traditional discrete infections in that they act as a coordinated 
attacking group. Machines participating in botnet frequently 
have numerous heterogeneous infections such as viruses, 
worms, and trojans. The cloud of victims can be used to create 
redundant, highly resilient networks form attacks.  

Today, a number of ad hoc methods exist to detect and stop 
botnets, and these methods continue to mature such as splitting 
high-degree nodes to avoid targeted responses, and designing 
sets of turing tests like puzzles that users must solve to access 
overtaxed resources. As techniques for botnet detection and 
mitigation advance, the robustness and resiliency of botnets 
will also advance [20]. 

 
5) Eavesdropping attack 
Eavesdropping is another type of attack on networks. 

Attackers can gain access to data within a network and 
eavesdrop the traffic. One of the biggest security problems 
faced by users is the ability of attackers (eavesdroppers) to 
monitor networks, that is leads to several problems such as 
sniff passwords and keys, get MAC address, get IP address, 
and capture data to eventually cause the network to crash or 
even become corrupted.  

The first step in preventing eavesdropping attack is to use a 
strong physical security, and the next step is to use strong 
encryption services that are based on cryptography. 

 
6) Masquerade attack 
Masquerade attack is a type of attack in which one system 

entity illegitimately poses as another entity to gain access to 
confidential systems. This means to hide one’s true identity on 
the network to create a spoofed identity. Masquerade attacks 
are extremely serious; they can occur in several different ways, 
they may get access to a legitimate user’s account either by 
stealing a victim’s password, or through IP address. 

A common method to limit this type of attack is to filter 
incoming packets that appear to come from an internal IP 
address and filter outgoing packets that appear to originate 
from an invalid local IP address. 



International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:6, No:4, 2012

491

 

 

B. Specific Structured P2P network attacks 

1) Network level attacks 
At the network level an adversary may try to break the 

routing system, or block access to information by impeding the 
routing process, or obtain some particular identifiers. We try to 
split attacks in this level into two sub-categories: assigning 
node Ids attacks and routing attacks. 

a) Assigning node IDs attack 

Before joining the network, every peer must usually 
generate a user identifier. These user identifiers uniquely 
identify node in a P2P networks. However, the assignment of 
IDs is usually not controlled enough. This allows malicious 
users to perform different types of attacks such as Sybil attack 
and Id mapping attack. 

-Sybil attack 

Due to the open nature of the Structured P2P network a 
single malicious user can create multiple fake identities and 
pretend to be multiple, distinct physical node in the system. 
Such attack is known as Sybil attack [21]. In this case, 
malicious node can compromise the network by generating and 
controlling large numbers of fake identities. It can attack 
several protocols such as distributed storage to defeat 
replication and fragmentation mechanisms, and routing 
protocol to defeat routing algorithms. 

To defend the Sybil attack the system must ensure that 
distinct identities refer to distinct entities and limit the ability 
of an entity to determine identity. Unfortunately, these two 
conditions are currently solved only by relying on centralized 
authority. But, this is impossible to ensure since P2P networks 
are scalable and decentralized. Several other approaches have 
been developed to prevent this attack and overcome the lack of 
decentralization. We categorize these approaches based on the 
cost involved in the creation of identities. This cost may be 
computational, when a node wishes to join a network it is 
challenged by the other nodes of the network with a 
cryptographic puzzle [22], also material, identities are linked 
to smartcards [23], charging a fee [13], use static IP address 
[24], finally the cost may be social, when a node joins a 
network it obtains identity through social relationships [25]–
[26]. 

-ID mapping Attack 

In structured P2P overlay networks; there is a uniform 
random distribution of node identities (Ids). This random 
distribution allows an attacker to obtain some particular 
identifier and gain a strategic position on the overlay network 
to eventually gain control over certain resources. This attack is 
closely related to the Sybil attack. But, the main difference is 
that the Sybil attack is used to generate a large number of 
random identifiers, while Identity mapping attack is used to 
obtain some particular ones. 

Previous approaches to node Id assignment have assumed 
that node Ids are chosen randomly by the new node [27]. 

However, this is not enough to prevent a user from choosing 
its identifiers. The best solution to avoid Id mapping attack is 
to use centralized authority which distributes the identifiers but 
this is impractical since P2P networks are scalable and 
decentralized. The Id mapping attack can be protected only if 
the identifier depends on some piece of information outside of 
the control of a node [28]. For example force a node to 
derivate its identifier from IP address and port number and 
hashing the outcome. 

b) Routing attack 

According to the function of DHT algorithm each node in 
the overlay maintains a routing table which guarantee the look 
up and mapping of the keys. Routing attacks are performed by 
exploiting the weaknesses in the routing mechanisms. In this 
section, we describe the most important routing level attacks 
faced in structured P2P networks. 

-Incorrect routing update 

The major issue of the DHT based networks such as Chord, 
Pastery, and Tapestry was the creation of the routing table. 
Each node creates their routing table by consulting other 
nodes. A malicious user could corrupt the routing tables of 
others nodes by sending them invalid updates to cause 
misdirect queries to inappropriate nodes, or to non-existent 
nodes.  

Different solutions are developed for this kind of problem 
such as impose certain requirements. For example CAN [6], it 
takes into account the round-trip-time in order to favor lower 
latency paths in routing updates, however, in Pastry [8] each 
entry in the tables must be preceded by a correct prefix, which 
cannot be reproduced by malicious nodes. 

-Incorrect lookup routing 

Lookups for keys in Structured P2P overlay networks are 
performed by routing queries through a series of nodes. Each 
of these nodes uses a local routing table to forward the query 
toward the node responsible for the key. This mechanism is 
used to store, retrieve, replicate, and authenticate the data. 
Since the malicious node could corrupt this mechanism 
through routing updates system; it could forward messages to 
an incorrect or non-existent node. 

The routing portion of a lookup protocol involves 
maintaining routing tables and then dispatching requests to the 
nodes in the same protocol. It is critical that routing is correct 
in a distributed hash table [4]. This can be fixed with two 
steps. First, the requester should ensure that the destination 
itself agrees that it is a correct termination point for the query. 
Second, the system should assign keys to nodes in a verifiable 
way. 

-Eclipse attack 

Due to the fact that each node in the network maintains 
overlay links to a set of neighbor nodes and each node uses 
these links to perform a lookup from its neighbors, an attacker 
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can control a significant part of overlay network by controlling 
a large part of the neighbors of correct nodes. This attack is 
known as Eclipse attack. It is closely related to the Sybil attack 
described above. If an attacker is able to generate a large 
number of fake identities and place those identities in the 
overlay network, he could mediate most overlay traffic and 
eclipse correct nodes from each other (i.e. separate the 
network into two or more partitions). 

We can perceive that eclipse attack basically represent a 
large scale man in the middle attack so the key to defending an 
eclipse attack is the same as defending a man in the middle 
attack, digital signatures and public key cryptography. Some 
other countermeasures for this problem have been developed 
such as an optimized routing table and verified routing table 
[27], and induced churn method [30]. 

-Identity theft attack 

In P2P overlay networks, each node of the structured P2P 
overlay network knows only a small fraction of other nodes. A 
node wanting to deliver a message to the root node of some 
key just had to trust that the other nodes will route the message 
to the correct root node [31]. However, malicious user can 
exploit this trust to launch identity theft attack. When a 
malicious node in the path of a message claims that it is the 
desired destination node, so, it can hijack route and lookup 
requests to forge and destroy data to corrupt applications. 

To defend this attack Puttaswamy et al have proposed in 
[31] a method in which they use proofs, blacklists and malice-
aware routing and it was shown to effectively detect, mark and 
redirect traffic away from malicious user. 

-Churn attack 

Structured P2P overlay networks are widely used to deploy 
services. This characteristic makes such system attractive to 
thousands or millions of users and at the same time vulnerable 
to the phenomena of churn. The independent arrival and 
departure of thousands or millions of peers creates a collective 
effect called churn. An attacker could exploit this attack by 
generation peer joining and leaving the network fast enough to 
corrupt the best function of the network. 

To cope with churn, Stutzbach and Rejaie pointed out that 
P2P networks should be designed to be able to efficiently 
handle the large number of peers joining the system for just a 
few minutes [32]. 

 
2) Application level attacks 
At the application level an adversary can attempt to corrupt 

or delete data stored in the system. We try to present and 
describe the most common attacks in this level such as rational 
attack, storage and retrieval attack, index poisoning attack, 
pollution attack, and query flooding attack. 

a) Rational attack 

A significant challenge in structured P2P overlay networks 
is the problem of cooperation. These systems can only scale if 

nodes are willing to cooperate. Unfortunately, the human 
nature is always contradictory with this; a self-interested node 
will attempt to maximize their consumption of system 
resources while minimizing the use of their ones. This is 
known as rational attack. A rational node aims to achieve 
maximal utility; it will attempt to generate either content 
restriction or resource restriction or both of them and this goal 
is achieved over their current knowledge of the P2P system. 

Rational attack remains poorly study, but few of P2P system 
attempt to solve it. For example, Napster tried to solve this 
problem by giving people a title for the level at which they 
shared. Bit Torrent implements a system for bartering for 
chunks of data, the more a node shares with others, the more it 
will get back. So, more a node is willing to upload to others, 
the faster download it gets. Samsara ensures that a node may 
only use as much space on another node as it is giving up to 
the network [17]. 

b) Storage and retrieval attack 

Storage and retrieval attack is closely related to rational 
attack since malicious users refuse to provide services to the 
other nodes or deny the existence of data which was 
responsible for. This attack can be dangerous in a system that 
does not assign nodes verifiable identifiers. In such a system a 
node can choose to become responsible for data that it wishes 
to hide. 

In order to prevent this attack, the system must ensure 
replication. Replication must be handled in a way so that no 
single node is responsible for replication or facilitating access 
to the replicas [4]. 

c) Index poisoning attack 

P2P systems store the index of files, which users search to 
find locations of desired data. Index poisoning means the 
insertion of massive number of bogus information into the 
index. As a result, when a user attempts to download a file 
with a randomly generated identifier, the file sharing system 
fails to locate associated file.  

The countermeasure of the index poisoning attack is 
difficult to find. So, to estimate poisoning the straightforward 
approach is to query the file sharing system, sample copy 
advertisements, attempt to download versions from those 
advertisements, and then attempt to determine if the download 
versions are clean or poisoned [33]. 

d) Pollution attack 

The best way to corrupt P2P file sharing is to deposit into 
the file sharing system some junk pieces of data known as 
polluted files. In this way, attacker corrupts the content of 
shared file, rendering it unusable, and forwards the corrupted 
file to other peers. As a result, polluted files spread through the 
network and users become unable to distinguish polluted files 
from unpolluted file. 

To fight against polluted files, Dhungel et al [34] propose 
four possible defenses: blacklisting, traffic encryption, hash 
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verification, and chunk signing. Other mechanisms presented 
by Liang et al [35]: Detection without downloading, after 
receiving search results the mechanism attempt to determine 
whether the files in the results are polluted. Detection with 
downloading, for this class, the mechanism detects whether a 
file is polluted by first downloading portion of the file. 

e) Query flooding attack 

A structured P2P network consists of a large number of 
nodes each connected not to all other nodes. If a node wants to 
find a resource on the network, it could simply broadcast its 
search query to its immediate neighbors. If neighbors do not 
have the resource, it then asks its neighbors to forward the 
query to their neighbors. Malicious users can exploit this 
mechanism to generate a query flooding attack. This attack is 
handled when a malicious node generate as much queries as 
possible to flood the network. As a result, the downloading 
session cannot be established and the whole P2P network does 
not work. 

Gnutella was the first system to tackle this problem because 
each node in Gnutella knows a maximum number of queries of 
a maximum node. Therefore, a node can accept at most the 
maximum queries from a request peer. After getting the 
maximum number of queries from a request node, it just drops 
the rest requests from that incoming link [36]. 

 
3) User level attacks 
Users themselves can be the subject of attacks if an 

adversary goes after anonymity and privacy protection. 

a) Anonymity 

In the context of Structured P2P overlay networks, each 
peer has a routing table containing a set of peers responsible 
for certain keys, and each step in the lookup process brings the 
query closer to the destination peer. This ability to reach the 
peer responsible for a key by combining information from 
routing tables of various peers is in contrast to the goal of 
anonymity, which demands that it should not be possible to 
identify a peer responsible for any query item. An attacker can 
monitor all information passing through him to gain a good 
knowledge of other peers surrounding him. In this case, the 
attacker can know most of files that legitimate node is 
detaining and manage them to break anonymity. The problem 
of anonymity reduces to protecting the identities of the peer 
issuing the query and the peer responsible for that particular 
key. 

b) Privacy 

Nowadays, the P2P networks have become increasingly 
popular in a short time, they are designed to share resources 
and provide services. These characteristics make it attractive 
to several users and in the same time vulnerable. Thus, the 
privacy of users is a serious problem that should be 
considered. Users can accidentally or unknowingly allow their 
private or personal files to be shared. In this situation they risk 

disclosing their private information to other users on the 
network. So, privacy within P2P networks requires attention 
from the user. The user has to know how to use software and 
what kind of information is being shared. It is quite possible to 
share the entire hard drive, including sensitive information 
such as mailbox and private documents [36]. Malicious users 
with intermediate hacking skills can exploit this misuse of such 
environment and launch several attacks. 

IV.  ATTACK CONNECTION 

These attacks describes above as we can see are not just 
theoretical, but some of them can be used to significantly 
amplify the effects of other attacks to perform in real life 
Structured P2P network. Thus, in this section we try to give an 
overview of the different links between attacks. 

A. Identity assignment attacks to routing attacks 

Malicious users can create multiple fake identities (Sybil 
attack) and they can obtain some particular identifiers (ID 
mapping attack), hence they can launch several other attacks 
such as eclipse attack, in which an attacker can control a large 
part of the neighbors of a good node, identity theft attack, in 
which an attacker exploit the fact that that each node see a 
small fraction of other nodes to claim to be the root node, 
intercept application request, and turn data of its own 
choosing, and churn attack, in which an attacker generate peers 
joining and leaving the network fast enough to destabilize the 
overlay. 

A malicious user mounts a Sybil attack by obtaining a large 
numbers of identities. These identities horn in the routing 
paths and thus permitting it to confuse the process of routing 
update and lookup routing. Moreover, when an entity can run a 
large numbers of nodes and obtain a large numbers of nodes 
identifiers, the whole network can be dominated by this entity. 
This dominance can be used to undermine replication 
mechanisms, which results in subvert content storage and 
retrieval. 

B. Identity assignment attacks to application level attacks 

If an adversary is able to obtain some particular identifiers, 
it can allocate itself a collection of identifiers closer to some 
object’s key than any existing node in the system [25]. This 
would allow the malicious user to exploit this to censor or 
corrupt the object by poisoning the index or polluting the 
whole object. 

C. Specific structured P2P attack to Denial of Service (DoS) 
and Distributed Denial of Service (DDoS) 

At network level current assignment schemes and routing 
mechanisms allow an adversary to carefully select user IDs (ID 
mapping attack), simultaneously obtain many pseudo identities 
(Sybil attack), control sufficient fraction of the neighbors of a 
good node (Eclipse attack), and generate peers joining and 
leaving fast enough to destabilize the overlay (Churn attack). 
These attacks lead to distort or disconnect a part of the 
network from the rest. At application level, these attacks 
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generate a lot of flaws such as index poisoning, pollution data, 
storage and retrieval bugs, and query flooding attack to 
attempt to control and distort the anonymity and privacy of 
users. In the worst case, an adversary might eventually be able 
to gain full control over the whole network and launch a denial 
of service attack or a distributed denial of service. 

V. CONCLUSION 

The idea of this survey was conceived when we were 
considering how to secure structured P2P overlay networks 
from security attacks without a central coordination. We are 
convinced that knowing how systems have failed can help us 
to build systems that resist to failure.  

This paper provides an overview of different categories of 
hierarchical P2P systems and took a major security attacks 
threatening the function of structured P2P overlay networks. 
We classified these attacks into two main groups: general 
network attacks and specific structured P2P network attacks.  

Finally, we close this survey with a discussion of the 
different links between attacks and we confirm that ensuring 
that a structured P2P overlay network will be sufficient and 
suitable involves the balancing of many factors such as trust, 
privacy and security. 

In light of this study, we can affirm that existing structured 
P2P overlay networks are still a way from a safe utilization. 
Thus, the development of appropriate security measures seems 
to be a mandatory.  
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