
International Journal of Electrical, Electronic and Communication Sciences

ISSN: 2517-9438

Vol:6, No:11, 2012

1239

co
fro
or
di
pa
Th
th
co
m
“R

Vo

fo
is 
co
ch
In
U
in
pa
re

ch
m
lim
ou
bi
of
ge
ne
ot

Un
Jap

1-
(e-

wi
Hi
(e-

R

 

  
Abstract—In

onsisting of Imp
om the actual 
rder to achieve 
gital communi

arameter match
herefore, in ord
at complicate 

oefficient. In th
ethod from 

Randomness”, “
 
Keywords—C

olterra filter, Se

ECENTLY
internet ha

or secret comm
a very eff

ommunication
haracteristics 
nitial Conditi

Unpredictability
nformation be
arameters are
eceiver.  

We have stu
haotic neuron 

modem system
mited bit-leng
ur study [3] [4
it length opera
f the chaos i
enerated sign
ecessary to im
ther approache

 
H. Watanabe is 

niversity, 1-1-1 H
pan  (e-mail:ce11
H. Kamata is w
1-1 Higashi-mita
-mail:kamata@is
T. Kondo and D.

ith Graduate Sch
igashi-mita, Ta
-mail:ce11101@m

S
Sys

R 

n this paper, w
proved Volterra
voice by using
a practical sys

ication line, su
hing between 

der to withstand 
the internal 

his paper, we 
three perspe

“Coefficient sen

Chaos cipher, 
eacret commun

I. IN

Y, digital com
as evolved sign
munication is i
fective mean
n [1]. The r
of the chaos: 
ions, (2) Or
y. By these p

ecomes possib
e fully comp

udied and pr
and linear/non

m using the p
gth arithmetic 
4] [5]. Howeve
ation will bec
s lowered. It

nal becomes 
mprove sensiti
es. 

with Graduate S
Higashi-mita, Tam
1101@meiji.ac.jp

with School of Sc
a, Tama-ku, Kawa
sc.meiji.ac.jp). 
 Yoshida and A. N

hool of Science 
ama-ku, Kawas
meiji.ac.jp). 

Study o
stem U

Hir

we propose a 
a Filters and the 
g Radial Basis 
stem, the syste
uch as the Int
the transmitte
the attack from
state and im
validate the ro

ectives of “
nsitivity”. 

16-bit-length 
ications, RBF N

NTRODUCTION 
mmunication n
nificantly. As
increasing. An
ns in the re
reason for i
(1) the Sensi

rbital Instabil
properties, th
ble only if a
patible betwe

roposed the c
nlinear digital
proposed cip
with fixed dec

er, the signal g
ome pseudo-c
t is impossibl

pseudo cha
ive to the par

School of Scienc
ma-ku, Kawasaki-
p). 
cience and Techn
asaki-shi, Kanaga

Nakayama and T.
and Technology
aki-shi, Kanag

on the
Using t

t
rotaka Watan

Taichi

chaotic cipher
mapping that is
Function Netw

em supposes to
ernet, to main

er and receive
m outside, it is n
mprove the se
obustness of p
“Chaotic prop

fixed-point ari
Network. 

network such
 a result, the d
nd, the chaotic
ealization of 
it is based 
itive Depende
lity, (3) Lon
e correct tran
an initial val
een the send

chaotic ciphe
l filters [2]. W
pher is realiz
cimal point is

generated by th
chaos, charact
le to avoid t
os; therefore

rameter mism

ce and Technolog
-shi, Kanagawa, 2

nology, Meiji U
awa, 214-8571 Ja

. Sato and S. Kuri
y, Meiji Universi
awa, 214-8571

e Evalu
the Im
the RB
nabe, Takaak
i Sato, Shuhe

 

r system 
s created 
work. In 
 use the 

ntain the 
er sides. 
ecessary 

ensitivity 
proposed 
perties”,  

ithmetic, 

h as the 
demand 
c cipher 

f secret 
on the 

ence on 
ng-term 
nsfer of 
lue and 
der and 

r using 
When the 
zed, the 

used in 
he finite 
teristics 
that the 
e, it is 
atch by 

gy, Meiji 
214-8571 

niversity, 
apan 

iyama are 
ity, 1-1-1 
 Japan. 

cal
by
for
we
an
me

16
Sig
fix
ass
res

ad
car
bit
by
By
(Q
fol
Q 1

Q 1

Q 1

uation
mprove
BFN M
ki Kondo, Da
ei Kuriyama

In this paper, 
lled Volterra F

y using the Ra
r pattern class
e aim to synthe
d create a rob
ethods is prop

II. PRO

Fig. 1 Flo
 
In this study, 

6 bit-length fi
gnal Processo
xed-point arit
sumed to the 
search, we cal
When the Q10
dition and su
rried out, bec
t-length data o

y the process t
y the features o

Q10unit), minimu
llows. 

2 10
10 ≅= −

unit

2 116
min10 −= −

= −−1016
max10 2

 
 

n of th
ed Vo

Mappi
aiki Yoshida
, and Hiroyu

we examine t
Filter into the 
adial Basis Fu
sification and f
esize fluctuati
bust mapping 
posed and the r

OPERTY OF THE

ow of the 16 bit

the chaotic cip
ixed-point ari
or. Fig. 1 sho
thmetic. In th

tenth bit by 
ll this format”
0 Format is use
ubtraction. M
cause a calcu
once, both the 
that converts 
on such calcul
um value (Q10m

000977.0≅

00.32110 −≅−

−−1  Q 10 =unit

he Cha
olterra 
ing 

a, Ariyoshi N
uki Kamata 

to incorporate
chaotic ciphe

unction Netw
function appro
ions of vocal c
[6]. Then, the
robustness is e

E FIXED-POINT

t-length Fixed-P

pher system is
ithmetic that 
ws the flow 
he figure, th

the least sig
”Q10 Format”. 
ed, the overflo

Moreover, whe
ulation result 
round-off and
the result into
lations, the un
min), maximum

     

00000    

999023.31

aotic C
Filter

Nakayama,  

e the nonlinear
er system. Mor
ork (RBF Ne
oximation pro
cords from rea
e system using
evaluated. 

T ARITHMETIC

Point Arithmeti

s assuming the
used in the D
of the 16 bit 

he decimal po
gnificant bit. 
 

ow may occur 
en multiplica
is expressed

d the overflow
o 16 bit-lengt
nits of the Q10
m value (Q10ma

     

     

      

Cipher
rs and 

r filters 
reover, 

etwork) 
oblems, 
al voice 
g these 

 

 
ic 

e use of 
Digital 
length 

oint is 
In this 

during 
tion is 

d in 32 
w occur 
th data. 
format 

ax) is as 

     (1) 

     (2) 

     (3) 

r 



International Journal of Electrical, Electronic and Communication Sciences

ISSN: 2517-9438

Vol:6, No:11, 2012

1240

op
un
th
In
bo

ha
ha
ch
in
 

by
fu
fu

th
in

f

co
fu
an

ϕ

in

in
an
fu

Th
m
th

 

In other wor
perated in this
nstable linear 
he boundednes
n this study, th
oundness prop

A. Fluctuatio
At first glanc

ave a periodic
as been a slig
hanged subtly
n width of the 

F
 

B. RBF Netw
RBF Networ

y overlaying t
unction, it has 
unction as inte

The formula
hat obtains on
nputs is shown

∑
=

=
M

i
ixf

0
)( ω

Here, )(riϕ
oefficient of 
unction  (riϕ
nd Fig. 3. 

exp)(ϕi r =

In addition, w
nternal state v

nput vector, an
nd it is determ
unction. And, t

he weights ω
method. Result 
hese center vec

 

rds, the varia
s limited rang
and nonlinear
ss by the over

he feature of th
perty that is re

III. MAPPIN

on of Vocal Co
ce, Speech wa
c structure. Ho
ght change in
 in width of p
period is calle

Fig. 2 The Fluct

work  
rk is a kind of 
the localized 
been conside

ended.  
a that represen
e dimensiona

n in (4). 

ii r)(ϕ     

) is the basi

it, M  is the
)  is using the

2
||( 2σ

μikx −
−

we have given
variables in c

nd σ  is varian
mined depend
the interior of

iω can be obt
of RBF Netw

ctors and M

ables using th
e. This featur
r digital filters
rflow that occu
he Q10 Format 
equired for cha

NG OF RBF NE

ords 
aveform of the
owever, the sh
n every cycle
period accordi
ed “fluctuation

tuation of Voca

deformed thre
basis function
red as the way

nts the structu
l output (xf

     

is function, ω
e amount of 
e Gaussian fun

)||
     

n 3 dimension
chaotic cipher

nce. iμ  is cen
ing on the nu
f “|| ||” shows

tained by usin
work is vary gr
. 

he Q10 format 
re is effective,
s can be realiz
urs during op
has been used
aos can be rea

ETWORK 

e real voice se
hape of the wa
e, and that ha
ingly. The dif
n of vocal cor

al Cords 

ee-layer netwo
ns called radia
y to complem

ure of RBF N
)x  to k  dime

    

iω  is the co

it. Then, th
nction as follo

        

nal that is num
r to k . Here

nter vector of t
umber of radia
s the Euclidean

ng the least 
reatly by the v

 

can be 
, so any 
zed with 
eration. 

d for the 
alized. 

eems to 
aveform 
as been 
fference 
rds”. 

 

ork, and 
al basis 

ment any 

Network 
ensional 

      (4) 

oupling 

he basis 
ows (5) 

        (5) 

mber of 
e, kx  is 

the i -th, 
al basis 
n norm. 

squares 
value of 

stu

pro

1x

2x

+

3x

neu
((7

(r

2x

+

3x

of 
cip

The structure 
udy, we call th

F

Expressions 
oposed in our 
 

1 )()( −= nsn

∑+= 22 )(
i

n θ

∑∑
= =

⋅+
3

1

3

1i j
ij xh

()( 23 = nxn
The convent
uron type non

7)). 
)()( 1 += nxn

∑+= 22 )(
i

n θ

3

1

3

1
∑∑

= =

⋅
i j

ij xh

()( 23 = nxn
The function 
the discontinu

pher. The func
 

of the RBF N
his mapping “R

Fig. 3 Gaussi

Fig. 4 The Stru

IV. CHAOTIC

of the conv
study are sho

1 1(( −− nxG

∑
=

−⋅
3

1
(

i
ii nxh

⋅− ()1( ji xnx

)1− .   
tional system
nlinearity ((6))

1(( 1 −+ nxG

∑
=

−⋅
3

1

(
i

ii nxh

()1( ⋅− ji xnx

)1− .   

)(xG  is a dis
uous function
ction )(xG  is

Network is sho
RBFN Mappi

ian Function of

ucture of RBF N

C CIPHER SYS

entional meth
own below:  

31 ()) ⋅+ nxg

∏
=

⋅+−
3

123)1
i

h

− )1n ,     

     
m is construct

) and the 2nd 

())1 31 ⋅− nxg

∏
=

⋅+−
3

123)1
i

h

,)1−n    

     

scontinuous fu
n becomes a p
s set to below

own in Fig. 4.
ing”. 

f RBF 

Network 

TEM 
hod that had

1)1 θ+−n ,

∏
=

−
3

1

)1(i nx  

                   

    
ted by the c
order Volterra

,)1 1θ−−n

∏
=

−
3

1

)1(i nx  

          

       

unction: the pr
parameter key 
: 

In this 

 

 

d been 

      (6) 

      (7) 

      (8) 
chaotic 
a Filter 

      (9) 

     (10) 

    (11) 

roperty 
on the 



International Journal of Electrical, Electronic and Communication Sciences

ISSN: 2517-9438

Vol:6, No:11, 2012

1241

 

 

.

:
)()(

:
)()(

:)()(

:)()(

)(

3
3

2
3

32
32

32

21
21

21

1
1

1

⎪
⎪
⎪
⎪
⎪

⎩

⎪
⎪
⎪
⎪
⎪

⎨

⎧

≤≤
−

−⋅+⋅−

≤≤
−

⋅−⋅+⋅−

≤≤
−

⋅−⋅+⋅−

≤≤
−

⋅−+⋅−

=

Maxxa
Maxa

MaxMinaxMinMax

axa
aa

MinaMaxaxMaxMin

axa
aa

MaxaMinaxMinMax

axMin
aMin

MinaMaxxMaxMin

xG

    (12) 

 
If all parameters 1θ , 2θ , 1g , ih , ijh , 123h  and the initial 

value of internal state variables )0(),0(),0( 321 xxx  on the 
transmitter and the receiver sides accord perfectly, the volterra 
filters of both transmitter and receiver synchronizes, as the 
results, the information signal )(ns  is completely 

demodulated as )(nr . Besides, (6) ∼  (12) are originally 
designed so that it is carried out by the fixed-point arithmetic 
because the system does not have boundness. Namely, the 
boundness that is required as a chaotic map is given by the 
fixed-point arithmetic. 

Expressions of the transmitter side in the proposed system 
that are proposed in this study are shown below: 
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 Expressions of the receiver side in the proposed system that 
are proposed in this study are shown below: 
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The proposed system is constructed by the RBFN Mapping 
((13)) and the two Volterra Filters ((14), (15)). But, the two 
Volterra Filters are has been modified as follows: some 
parameters ( 1θ , 11h , 22h , 33h , 123h ) in the third formula have 
been transposed to the first formula, some parameter that don’t 
have a significant impact at the sophisticate of encryption have 
been erased. The reason for this modification is as follows: 
Improvement of properties that are sensitive to parameter 
mismatch, the optimization of encryption processing. In this 
study, we call this filter”Improved Volterra Filters”.  

In addition, as with the conventional method, if all 
parameters 1θ , 2θ , ig , ijg , 123g , ih , ijh , 123h  and the 

initial value of internal state variables )0(1x , )0(2x , )0(3x  
on the transmitter and the receiver sides accord perfectly, as the 
results, the information signal )(ns  is completely 
demodulated as )(nr . 

V.  EVALUATION OF THE EACH SYSTEMS 
 In this chapter, we evaluate property of the conventional and 

proposed systems. The each system is evaluated by three types 
items: in the chaotic property, randomness, the sensitivity 
coefficient. In each evaluation, the initial value of internal state 
variables are 0.0, and the value of the unchanging parameters is 
as follows:  

.0.16,0.0,0.16
,0,00000

,1.0,0.1
,0.1

321

21

123123

==−=
==

===

======

aaa
XFFFFMaxXMin

hhhggg ijiiji

θθα
 

 
The parameters of RBF Network are as follows: 

.10,0.48 == Mσ  
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A. Chaotic Property 
In this subsection, we try to evaluate the chaotic property of 

the proposed cipher based on the Lyapunov exponents [7]. The 
Lyapnov exponent is one of the quantitative indexes of chaos. 

If the maximum Lyapnov exponent is a positive number, the 
system can be categorized into chaotic.  

When the Lyapunov exponent is calculated, the Jacobian of 
the chaotic dynamics is required. The Jacobian of conventional 
system in this study is shown below: 

⎥
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The Jacobian of proposed system in this study are shown 

below: 
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In the proposed system, each term ijJ  includes many 

coefficients and the generated internal state variables )(1 nx , 

)(2 nx  and )(3 nx , respectively, compared to the conventional 

method. Therefore, the Jacobian has the time variant more 
advanced characteristic, and estimate the private keys by the 
Lyapunov spectrum analysis based on the time series signal 
becomes extremely difficult. 

 
Fig. 5 Estimation of the Lyapunov Spectrum (The Conventional 

System) based on the Time Series Signal. Horizontal Axis Shows the 
Parameter h1/1024(Q10Format) of the Cipher 

 
Fig. 6 Estimation of the Lyapunov Spectrum (The Proposed System) 

based on the Time Series Signal. Horizontal Axis Shows the Parameter 
h1/1024(Q10Format) of the Cipher 

 
The number of sample that is used to estimate the Lyapunov 

exponent is 10,000. When parameter 123h  is varied in each 
method, the results from the evaluation of the Lyapunov 
exponent shown in Fig. 5, 6. In this evaluation, the parameter is 
changed in increments of 0.1 in the range from Q10min to Q10max. 
As the Fig. 6 shows, the value of the second and third Lyapunov 
exponent is larger than the result shown in Fig. 5. Furthermore, 
the decrease of the value has been reduced in the vicinity of the 
zero point in the first Lyapunov exponent, compared to the 
conventional method. 
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B. Randomness 

 
Fig. 7 The result of Diehard Test in each method 

 
In this subsection, we evaluate the randomness of the 

cryptographic system using random test called “Diehard Test”. 
Diehard Test is randomness test developed by Dr. George 
Marsaglia. Diehard Test consists of 18 different statistical tests, 
and certifies that signal that has a high likelihood of 
randomness when it passes all the tests. We compare the 
randomness of the proposed method with the conventional 
method by Diehard Test and check the validity of the proposed 
method.  

The results of Diehard Test in each method are shown in Fig. 
7. In this evaluation, the parameter is changed in increments of 
0.1 in the range from Q10min to Q10max. 

The results show that the proposed method is better than the 
conventional method in the randomness. 

C. Sensitivity Coefficient 
Because the chaotic cipher system can take a variegated 

structure, it is first necessary to specify the structure for the 
demodulation. In this subsection, assuming that the structure of 
the chaotic modulator was clarified, the robustness of the 
system to mismatch of the parameters is validated. Namely, this 
evaluation is assumed the Brute Force Attack that tries to set the 
all combination of parameters.  

By the Sensitive Dependence on Initial Conditions of chaos, 
if the parameters are different, the orbit of the chaotic cipher 
system can be expected to shift quickly to another different 
orbit. Therefore, when the values of all other parameters are 
correct, we examine the value that is demodulated by changing 
the value of a parameter. If the input signal is demodulated only 
at the parameter set the correct value, that parameter can be 
used as an encryption key.  

Table I shows the bit length that can be used as an encryption 
key in the each method. In this evaluation, the parameter is 
changed in increments of Q10unit in the range from Q10min to 
Q10max. 

 
 
 

VI. CONCLUSION 
In this study, we aim to achieve chaos cryptography and 

secure communication, and tried to propose the robust system 
than ever before. Therefore, for protecting information signals 
from attacks of third parties, we have incorporated the 
improved Volterra Filters into the proposed system and 
complicated the change of the internal state. In addition, we 
focused on the chaotic property in fluctuation of the vocal cords. 
Then, we have created the mapping that is difficult to predict 
changes in value by the RBF Network from real voice data, and 
incorporated into the system. And, we have evaluated by 
comparing with conventional chaos cipher system about 
robustness of the proposed system.  

As a result, it has verified that the proposed method is 
superior to the conventional method in each of evaluation of 
three types: “chaotic property”, “randomness”, “sensitivity 
coefficient”. However, the Improved Volterra Filters and the 
RBFN Mapping in the proposed system change dramatically 
the structure by giving the parameters. Therefore, it is 
necessary that we repeated verification and continue to seek a 
more effective combination of parameters. 
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TABLE I 
THE BIT LENGTH THAT CAN BE USED AS AN ENCRYPTION KEY 

 Conventional Proposed 

The length of the 
encryption key (bits) 

 
224 

 
288 

One of the encryption key is 16bits. 


