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Abstract—In this study, we propose the chaotic cipher combined 

with Mersenne Twister that is an extremely good pseudo-random 
number generator for the secure communications. We investigate the 
Lyapunov exponent of the proposed system, and evaluate the 
randomness performance by comparing RC4 and the chaotic cipher.  

In these results, our proposed system gets high chaotic property and 
more randomness than the conventional ciphers. 

 
Keywords—Chaos, chaotic property, cipher, Mersenne Twister, 

Randomness.   

I. INTRODUCTION 
N  recently year, informational communication technology 
has evolved. At the same time, the demand of the information 

security has also risen. The stream cipher with chaos is the 
effective method that has low computational cost. And the 
encryption method using the initial value sensitive dependence 
of chaos has been proposed [1,2]. These chaotic properties are 
the Sensitive Orbital Instability and Long-term 
Unpredictability and so on. By these properties, the transfer of 
correct information becomes possible only when the 
parameters and the initial values are perfectly corresponding 
between the modulator and the demodulator. In conventional 
system, the chaotic cipher has been comprised of the nonlinear 
map and another nonlinear filter for synchronization between 
the modulator and the demodulator [3]. The conventional 
chaotic cipher has been added to Volterra filter [8] that is a kind 
of nonlinear digital filter. This filter increases the number of 
parameters for the encryption key, and the chaotic 
characteristics. However the conventional system has the 
problem to improve randomness. 

In this study, we propose the chaotic cipher combined with 
Mersenne Twister [5] that is an extremely good pseudo-random 
number generator to improve randomness. In our proposed 
system, we change the nonlinear map to Mersenne Twiseter. 

In this study, we reassemble a cipher system at first, and 
evaluate the performance as secret code of that system 
randomness, based on Lyapunov experiments, and the 
coefficient sensitivity against the parameter mismatching.  
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II.  CALCULATION METHOD 
This Chaotic modulator is assuming the use of 16bit 

fixed-point arithmetic [1]. Thereby necessary bounded ness for 
chaos can be generated. In 16bit fixed-point arithmetic, the 
addition, subtraction and multiplication can be executed with 
32-bit accumulator. We move the decimal point 10 places to the 
left. We call it Q10 Format. Therefore, the white areas mean 
integer zones. The light grey areas mean decimal zones. And 
the dark grey area, the most significant bit is used for signed bit. 

 
Fig. 1 Q10 Format 

 
Q10unit represents the smallest unit, Q10min represents the 

minimum, Q10max represents the maximum. 
 
Minimum unit of Q10 Format 

000977.0210 10 ≅= −
unitQ                                         (1) 

Minimum value of Q10 Format 
0.32210 11016

min =−= −−Q                                            (2) 
Maximum value of Q10 Format 

999023.3110210 min
11016

max ≅−= −− QQ                                  (3) 

III. CHAOTIC MODULATOR 
In this section, we explain the conventional system and the 

proposed system. 
 
A. Conventional System  
The chaotic modulator is comprised of the nonlinear map 

and another nonlinear filter for synchronization.  (4)～(6) are 
encrypted part,  (7) is Transfer part,  (8)～(10) are Decryption 
part. 
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( ) )1(23 −= nxnx                                                                         (6) 
 
Transfer part 

)()( 14 nxnx =                                                                          (7) 
 
Decryption part  
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( ) )1(56 −= nxnx                                                             (10) 
 
where, the s(n) shows the information signal that should be 
encrypted, the r(n) shows the signal that should be 
decrypted,x1(n), x2(n), x3(n),・・・are the internal state variables 
of the system, and parameter hi, hij,・・・ are coefficients that are 
the keys of the cipher. gn{x} is a nonlinear function. 

 
Nonlinear function 
We have been examining the chaotic modulator by using the 

next expression for the function. 
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We have been using the next expression for the function. 
The form of the (11) is shown in Fig. 2. 
The form shows that the value varies sharply around 0. 
 

 
Fig. 2 Nonlinear map 

 
 

Fig. 3 The block diagram of the conventional chaotic cipher 
 
The Fig. 3 shows the block diagram of the conventional 

chaotic cipher. 
 

Jacobian 
The Jacobian matrix Jold of the conventional system’s 

dynamics is shown as: 
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B. Proposed System 
This is our proposed system.(17)～(19) are encrypted part, 

(20) is Transfer part, (21)～ (23) are decryption part. The 
proposed system is adopted Mersenne Twister in (17) and (21).  

The Mersenne Twister is a very fast random number 
generator of period 219937 −1 introduced by Makoto 
Matsumoto and Takuji Nishimura [5]. Despite the fact that the 
Mersenne Twister is an extremely good pseudo-random 
number generator, it is not cryptographically secure by itself for 
a very simple reason. Because, it is possible to determine all 
future states of the generator from the state the generator has at 
any given time. Therefore, we combine Random number 
generated by the Mersenne Twister and Random number 
generated by the Chaotic Neuron Type Nonlinearity. 

In this system, MT represents the Mersenne Twister. 
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Transfer part 

)()( 14 nxnx =                                                                        (20) 
Decryption part  
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( ) )1(56 −= nxnx                                                       (23) 
The Fig. 4 shows the block diagram of the proposed chaotic 

cipher. 

 
Fig. 4 The block diagram of the proposed chaotic cipher 

 
The Jacobian matrix Jnew of the proposed system’s dynamics 

is shown as: 
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IV.  LYAPUNOV EXPONENT OF THE CHAOTIC MODULATOR 
In this section, we investigate the Lyapunov exponent of the 

chaotic cipher. The Lyapunov exponent is the most basic 
indicator of deterministic chaos. When the maximum 
Lyapunov exponent is bigger than 0, it can be called chaos. 

Each Lyapunov exponent is calculated by the Jacobian 
matrix in (16), (24).When the chaotic cipher takes Lyapunov 
experiment, each parameter h2, h3 of the chaotic cipher moves 
from -32.0 to 31.0 in units of 1.0. Normally, these systems 
should move all parameters. However, it is quite time 
consuming. So we test in this way. 
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Fig. 5 Maximum Lyapunov Exponents 

 
As the Fig. 5 shows, the conventional system is approximately 

from 6.0 point to 9.0 point; the proposed system is 
approximately from 9.5 point to 11.5 point. The proposed 
system is approximately 3.5 point higher than conventional 
system.  
In this result, the presumption of the parameters based on the 

calculation result of the Lyapunov spectrum becomes more 
difficult. 

V. RANDOMNESS TEST  
We use Diehard Tests to randomness test. Diehard Tests are 

the tests which check the randomness of the sequence signal. 
Diehard Tests consist of 18 kinds of test. The signal which 
passed all tests has a high possibility which is a random signal. 

In this validation, an initial value of parameters of the chaotic 
cipher that play a key part is 1.0. When the chaotic cipher takes 
randomness tests two parameters of the chaotic cipher moves 
from -32.0 to 31.99 in units of 1.0. Also, we compare chaotic 
cipher and RC4 cipher. RC4 is recognized as the most 
commonly utilized stream cipher in the world of cryptography. 

We verify the validity of chaotic cipher by compare existing 
cipher and chaotic cipher. When the RC4 cipher takes 
randomness tests, two parameters move to minimum size from 
maximum size in units of 1.0. Normally, these systems should 
move all parameters. However, it is quite time consuming. So 
we test in this way. 

 
Fig. 6 Each test’s result of Diehard Tests 

 
Fig. 7 All pass’s result of Diehard Tests 

 
As the Fig. 7 shows, the conventional system is 64.40[%], 

the proposed system is 69.35[%], the RC4 is 68.15[%]. The 
proposed system gets more randomness than conventional 
system. Furthermore, the proposed system is shown high value 
by RC4. 

VI. SENSITIVITY AGAINST THE PARAMETER MISMATCHING  
In this research, we evaluate the sensitivity against the 

parameter mismatching of these Modulation and demodulation. 
If these parameters of the proposed system’s modulation and 

demodulation are match, the given signal must be decoded. In 
reverse, if these parameters of the proposed system’s 
modulation and demodulation are not match, the given signal 
must not be decoded. 

This test investigates the effect of the decoded signal, when 
there is error in the parameter. On the demodulated given 
values of all possible parameters, we calculate the errors of the 
original signal and the demodulated signal. 
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