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Abstract—In this paper, we present a technique of secure
watermarking of grayscale and color images. This technique consists
in applying the Singular Value Decomposition (SVD) in LWT
(Lifting Wavelet Transform) domain in order to insert the watermark
image (grayscale) in the host image (grayscale or color image). It also
uses signature in the embedding and extraction steps. The technique
is applied on a number of grayscale and color images. The
performance of this technique is proved by the PSNR (Pick Signal to
Noise Ratio), the MSE (Mean Square Error) and the SSIM (structural
similarity) computations.
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I. INTRODUCTION

He ways that permit to access to information have been

improved thanks to the fast development of digital
technologies. They permit to store, transfer and process digital
data with less time, better efficiency and lower complexities.
The role of internet is very important in circulation of
unauthorized and illegal digital information. This causes the
increase of risk of hampering authenticity of a digital data and
violating owner right. One protection way of digital content
against illegal distribution and reproduction consists in
embedding some extra content (named watermark) into it [1].
The information has to be inserted in both robust and secure
manner such that it remains resistive to malicious attempts of
destruction [1], [2]. The watermark is usually the information
about the digital data it intends to protect [1].

Watermarks have to be inserted in such a way that they
remain detectable as long as the perceptual quality of the
digital content stays at an acceptable quality [3].

Generally, in any watermarking system there are four
following parts [1]: Watermark, Carrier, Encoder and
Decoder.

Fig. 1 [1], [4] explains the conceptual model of the
watermarking system. The host image depicts the carrier
which necessitates protection. The watermark encoder inserts
the watermark into the host image. The watermark can be a
binary sequence or a pseudo-random number. The optional
key is employed in order to improve the security of the
watermarking system. Decoder permits to estimate the
watermark from the received of the watermarked image with
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the key help and the host image if required. On
communication channel, the watermarked image is the subject
of diverse forms of manipulations.

In this work, a robust, blind and secure watermarking
technique is presented which is based on LWT and SVD. The
rest of this paper is organized as: In Section II, we will present
some recent image watermarking techniques applied in
spectral domain including our proposed one based on data
compression and DCT (Discrete Cosine Transform). Section
III describes Digital Watermarking using DWT-SVD. Section
IV deals with LWT and describes the proposed image
watermarking technique. In Section V is given a detailed
description of the proposed watermarking scheme. In Section
VI are presented results and discussion and finally conclusions
are drawn in Section VII.

II. IMAGE WATERMARKING IN SPECTRAL DOMAIN

There are different transforms that bring the image into
frequency domain. Among most famous of those, we mention
the FFT (Fast Fourier Transform) and the DCT. In frequency
domain, coefficients are slightly modified [5]. This makes
some unnoticeable modifications in the whole image which
becomes more robust against attacks compared to spatial
techniques [5]. Among the most popular techniques in this
category, we can mention the watermarking scheme proposed
by Cox et al. [6]. In this technique [6], the DCT is applied on
the host image (original image) and we obtain a matrix having
the same size, but with values of ‘‘double’” class [6]. As
illustrated in Fig. 2, the absolute values of the coefficients
which correspond to the low frequencies, are higher and
located in the up-left corner of the presented square in Fig. 2,
though the high frequency coefficients appear in the down-
right with lower absolute values (Fig. 2).

To have a better concept of values, it is worth mentioning
that the largest value corresponds to the DC value of the image
positioned in (0,0) of the square [5]. The message is also
coded into a spread spectrum sequence [5]. This step makes
the watermarking message robust to some attacks like JPEG
compression which aims to omit the unnoticeable details in
high frequencies. Concerning the embedding process of the
watermark in the cover image, it can be summarized by the
flowchart presented at Fig. 3.

For modifying the DCT coefficients, Cox et al. [6] have
used 1000 largest coefficients to insert a watermark sequence
having 1000 as length. The only exception is the DC term,
positioned in (0,0) of the DCT matrix, that should not be
modified due to its perceptible change in the whole picture
brightness. On the other hand, high frequencies are simply
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modified under common attacks such as JPEG compression.
However, authors in [6] suggest not modifying some
coefficients near to DC term due to their perceptible change.
The suggested zone is approximately depicted in Fig. 2.
Coefficients are changed according to the bits stream of the
message employing (1) [6]:

where C4 is the original coefficient, C4y is watermarked, W;
corresponds to the bit of the message data and a is the
watermarking strength. The formula is simply suggesting that
if a coefficient is larger, it should be modified to a greater
extent. The process of extraction consists in subtracting the
original DCT coefficients from the watermarked image ones
(Fig. 4) [6].
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Fig. 1 Typical watermarking system
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Fig. 3 Watermark embedding in spectral domain [5], [6]

In our past work, we proposed an image watermarking
technique using data compression. This technique consists at
first step in getting the first color in case of RGB image which

is a two dimensional matrix. Secondly, the DCT is applied to
that matrix and after that, the Watermark signal is inserted into
the DCT coefficients [7]. This watermark signal is obtained
after compression of the original signal which is a speech
waveform signal. This compression is performed in the
wavelet domain [7].
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Fig. 4 Watermark extraction [5], [6]

885



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:11, No:7, 2017

III. DIGITAL WATERMARKING USING DWT-SVD

In [1] was proposed a blind image watermarking technique
based on DWT (Discrete Wavelet Transform) and SVD.
Singular values (SVs) of high frequency sub-image, HH, are
used for optimization of perceptual transparency and
robustness constraints. Though, most of the SVD-based
schemes prove their robustness, little attention has been paid
to their security aspect. Consequently, to improve security, in
[11 was introduced a signature-based authentication
mechanism at the decoder. Resulting blind watermarking
scheme is secure and robust.

IV. THE PROPOSED TECHNIQUE OF IMAGE WATERMARKING

The technique consists at first step in applying the LWT to
the cover image, | in order to obtain four sub-images or sub-
bands which are LL, HL, LH and HH. These sub-bands are
illustrated in Fig. 5.

LL LH
HL HH

Fig. 5 LWT2 Decomposition

The LWT application to an image permits to divide it into
four sub-bands which are (LL), (LH), (HL) and (HH). (LL)
designates a lower resolution approximation component. (HL),
(LH) and (HH) are respectively horizontal, vertical and
diagonal detail components. The LL sub-band is obtained after
applying the low-pass filtering to the rows and columns. It
contains a rough description of the image.

The HH sub-band is high-pass filtered in both directions
and contains the high-frequency components along the
diagonals. After the image processing by the wavelet
transform, most of the information contained in the cover
image is concentrated into the LL sub-band. The LH image
contains mostly the vertical details information corresponding
to horizontal edges.

The second step of the technique consists in applying the
SVD to both the HH image and the watermark image in order
to obtain three matrixes Uh, Sh and Vh for HH and Uw, Sw
and Vw for the watermark image. Then SVs of the HH sub-
band are replaced with those of the watermark image. After
that, the signature is generated [8], [9]. Then, the signature is
embedded into the sub-band LL. After that the SVD is applied
in order to obtain the modified HH band which now holds the
SV's of watermark image. Then the LWT inverse is applied to
the modified LL, LL,, the modified HH, HH,, the LH and HL
in order to have the watermarked image. Here the HH band
should be the one modified with SV's.

The watermarking technique can be summarized by the
following steps:

Watermark Embedding
1. Apply Haar wavelet and decompose cover image into four
sub-bands: LL, HL, LH, and HH,
2. Use the Haar mother wavelet for the 4th level
decomposition of the sub-band LL,

3. Apply SVD to sub-band HH,

Apply the SVD to the Watermark logo,

5. Replace SVs of the sub-band HH with those of the
watermark,

6. Generate signature,

Embed the signature into host image.

8. Apply SVD in order to obtain the modified sub-band,
HHy;. The latter holds now the SV's of the watermark
logo,

9. Apply the inverse of LWT with the modified sub-bands,
LLy, and HH,; in order to obtain the watermarked image.

>

=

Watermark Extraction

1. By Using Haar mother wavelet, the noisy watermarked
image is decomposed into 4 subbands: LL, HL, LH, and
HH,

2. Then, LL is decomposed up to the 4th level,

3. Apply the SVD to the watermark logo,

4. Then, the signature is generated using Uw and Vw
matrices,

5. Extract signature from the sub-bands LLw 4 & HHw 4
using all coefficients which are in number of 512,

6. Compare the embedded and the extracted signatures,

7. Proceed to extract the watermark when the authentication
is successful,

8. Apply the SVD to the modified sub-band HH,,,

. Extract the SVs from HH,,,

10. Reconstruct the watermark using the SVs and orthogonal

matrices, Uw and Vw.

V.EVALUATION CRITERIA

Different criteria are used to qualify the watermarking
algorithm. Among them, we can mention:

»> Imperceptibility: The watermark imperceptibility is tested
through the comparison between the original and the
watermarked images. Different tests are frequently
employed in this regard.

» MSE: It is performed to test the similarity between two
images. It is expressed as:

1 *
MSE = - ¥ (X; — X{)? e

» PSNR: It takes into count the signal strength (not only the
error). It is expressed as:

®)

2
PSNR =10 - logy, (”A"’)

MSE

» SSIM: The main problem about the previous two criteria
is that they are not similar to what similarity means to
human visual system (HVS). SSIM is a function
expressed in (6) and introduced by Wang et al. [10] for
overcoming this problem to a great extent.

SSIM = (2px py +€1)(2oxytc2) (6)

(2+p2+c1) (0% +05+c2)
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p, o and oy, are respectively the mean, variance, and (grayscale images in Figs. 6, 7 and color images in Figs. 9,
covariance of the images, andc;, c, are the stabilizing 10). In Fig. 8 is illustrated an example of medical image
constants watermarking with a grayscale image (Woman). All these
» Robustness: The watermark technique robustness can be  results show clearly the performance of the technique. In fact,
evaluated by performing attacks on the watermarked according to the obtained values of PSNR, MSE and SSIM
image and evaluating the similarity between the extracted ~ and also the perceptual quality; the technique permits to have
message and the original one. [5] good qualities of both the watermarked and watermark
images.
VI. RESULTS AND DISCUSSION

Cover image Watermarked image signed with secret key

Watermark logo Extracted watermark

Ty oy

Fig. 6 Example 1 of image watermarking: The cover image (Lena)
and the watermark image (tooth), psnr (cover_image,
watermarked image) = 39.6832, ssim (cover_image,

watermarked image) = 0.9596, psnr (watermark_logo,
watermark logo extracted) = 30.5452, ssim (watermark logo,
watermark logo extracted) = 0.6721

Cover image Watermarked image signed with secret key

TigE TLRE

Watermark logo Extracted watermark

Fig. 7 Example 1 of image watermarking: The cover image (tooth)
and the watermark image (copyright), psnr (cover image,
watermarked image) = 95.95, ssim (cover_image, (b)
watermarked image) = 0.9887,
psnr(watermark logo,watermark logo_extracted) = 66.732.
ssim(watermark logo,watermark logo extracted)=0.985

In this section are given some image watermarking
examples obtained from the application of the proposed
technique on a number of grayscale and color images
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(d) Extracted watermark logo

Fig. 8 Example 4 of image watermarking: (a) the cover image: Dicom
image anon.dcm and the (b) watermark image: woman, (c)
Watermark_logo, (d) extracted watermark logo. psnr (cover image,
watermarked image) = 25.8128, ssim = 0.7809, psnr
(watermark logo, watermark logo_extracted) = 95.6669

Original Image Watermarked Image

PSNR=105.6316

Extracted watermark

Watermark logo

—

—

MSE= 6.5491e-30 and PSNR=291.8382

Fig. 9 Example of Color Image (peppers) watermarking using the
proposed technique

Original Image Watermarked Image

MSE=3.3986e-04 PSNR=35.7624

Fig. 10 Example of Image (Lena) watermarking using the proposed
technique

Examples 4 and 5 (Color Image Watermarking) show the
performance of the technique because both the watermarked
image and the extracted watermark logo are with good
perceptual quality.

Figs. 9 and 10 show the performance of the technique
because both the watermarked image and the extracted
watermark logo are with good perceptual quality.

To test the robustness of the technique, we apply the JPEG
compression attack on the watermarked image. In Fig. 11 is
illustrated an example of image watermarking using the
technique with JPEG compression attack.

(a) (®)

Fig. 11 Example of image watermarking and watermark extraction
after JPEG compression attack of the watermarked image (a) Original
Image: Lena, (b) Watermarked image obtained after JPEG
Compression attack (c) Watermark, (d) extracted watermark after
JPEG Compression attack

Example 6 shows a certain robustness of the technique
against JPEG Compression attack which is applied to the
watermarked image.

VII. CONCLUSION

In this paper, we have presented grayscale and color images
watermarking technique. This technique consists in applying
the SVD in LWT domain in order to insert the watermark
image in the cover image. It also uses signature in the
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embedding and extraction procedure. The obtained results
from the application of the technique on a number of images
clearly show its performance. These results are obtained from
PSNR, SSIM and MSE computation and they show the good
perceptual quality of the watermarked image and the extracted
watermark. Moreover, this technique shows its robustness
against JPEG Compression attack.
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