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Abstract—Video watermarking is usually considered as 

watermarking of a set of still images. In frame-by-frame 
watermarking approach, each video frame is seen as a single 
watermarked image, so collusion attack is more critical in video 
watermarking. If the same or redundant watermark is used for 
embedding in every frame of video, the watermark can be estimated 
and then removed by watermark estimate remodolulation (WER) 
attack. Also if uncorrelated watermarks are used for every frame, 
these watermarks can be washed out with frame temporal filtering 
(FTF).  Switching watermark system or   so-called SS-N system has 
better performance against WER and FTF attacks. In this system, for 
each frame, the watermark is randomly picked up from a finite pool 
of watermark patterns. At first SS-N system will be surveyed and 
then a new collusion attack for SS-N system will be proposed using a 
new algorithm for separating video frame based on watermark 
pattern.  So N sets will be built in which every set contains frames 
carrying the same watermark. After that, using WER attack in every 
set, N different watermark patterns will be estimated and removed 
later. 

 
Keywords—Watermark estimation remodulation (WER), Frame 

Temporal Averaging (FTF), switching watermark system. 

I. INTRODUCTION 

OWADAYS security issue in digital media has taken 
more attention among researchers. Every day a large 

numbers of Digital media contents same as VCD and DVD's 
are distributed by copyright owners. Digital content can be 
copied rapidly, at large scale, without any limitation by 
malicious customers. Because of economic reasons, content 
owners still don’t have any desire to distribute their 
productions.   Due to this fact, paying more attention to 
increasing security in digital media is essential. So Digital 
media, like audio, video, images, and other multimedia 
documents, should be protected against illegitimate copy and 
manipulation.  Although completely secure media   is 
impossible to be produced, increasing level of security can 
decrease possible detriment to the acceptable amount. For this 
purpose, digital watermarking is used for embedding 
information into digital material in such a way that it is 
imperceptible to a human observer. One of the challenging 
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issues in video watermarking is collusion attack in video data. 
In this kind of attack, colluders can gather some information 
about watermarking system and use them to defeat 
watermarking system. One kind of collusion attacks in video 
is inter-frame collusion attack. The basic idea behind the inter-
frame collusion attack in order to estimate the redundant 
component is the exploitation of the redundancy, either in the 
host video frames or in the embedded watermark [1]. 

Most of the video watermarking algorithms proposed so far 
considered the video as a sequence of still images [2] and 
applied existing still image watermarking techniques to each 
frame. Considering this fact, frame-by-frame embedding 
strategies have been proposed. Two main embedding 
strategies based on frame-by-frame approach    exist. In the 
first strategy, different and uncorrelated watermarks are 
inserted in each video frames. In this watermarking system, 
since such uncorrelated watermarks are in the temporal high 
frequency band, watermarks can be removed by temporal low-
pass filtering of the watermarked frames. This attack is 
generally known as frame temporal filtering attack (FTF) [3] 
in which the attack is more relevant in static scene. 

In second system, the same watermark is inserted in every 
frame [4].  In this system if attacker can collect visually 
dissimilar frames from video, a rough estimate of the 
watermark can be obtained using the difference between a 
watermarked frame and its spatial low-pass filtered version. A 
better estimate of the watermark can be obtained by averaging 
the individual estimates obtained from different frames. This 
attack is known as the watermark estimation remodulations 
(WER) attack [5] in which the attack is more relevant in 
dynamic scenes.  Doe¨rr et.al explored Watermark modulation 
for each video frame. In this approach the watermark is picked 
out from a finite pool of reference watermark patterns. 
Superiority of this strategy in terms of securities demonstrated 
both theoretically and experimentally by them.[6] 

In this paper, we propose a new inter-frame collusion attack 
that can defeat such system.  At first, this kind of system in 
which watermark is picked up from N reference watermark 
patterns is explained and then a new algorithm for collusion 
would be proposed. 

II. SWITCHING WATERMARK SYSTEM  
This watermarking system was first proposed by Doe¨rr 

et.al.[6]. They introduced it    as SS-N system. In this 
watermarking system, watermark is picked out from a finite 
pool of orthogonal watermarks for embedding in each frame. 
On other word, embedder should randomly switch between 
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finite numbers of watermark patterns for each frame of video.  
In SS-N system, for each video frame, watermark should be 
chosen randomly from a collection of N reference watermarks.  
In this system, embedding process can be written as: 

 

ittt PitPWFF ==+= ))(()( φα φ

)

           (1) 
 

Where tF   is the luminance of  tht  video frame, tF̂  the 

luminance of tht watermarked frame and α  is embedding 
strength. A correlation score is computed in detector side as 
follow: 

 

∑∑
= =

⋅=
T

t

N

i
it WF

T
C

1 1

ˆ1

                        (2) 
 
 T is the number of considered video frames. The 

correlation score is consequently compared to a threshold that 

is considered 
2
α

 in order to recognize presence or absence of 

watermark.  From a security point of view, Doe¨rr  and 
Duglay[6] showed that the SS- system effectively robust 
against both TFA and WER attacks  but still expert attackers  
can adjust their approach  according to this system. For 
example a brute force attack can be designed for defeating 
such system [7], however because of computational 
complexity; this attack is not suitable in practice. Also an 
attacker can remove the embedded watermark with an attack 
using vector quantization [6]. In the SS-N system, the security 
relies on the assumption that attackers can't build sets of 
frames carrying the same watermark. In this paper we propose 
a new algorithm for separating frames. Using this algorithm 
the attacker can build N sets of frames carrying the same 
watermark. So in next step, a simple watermark estimation 
remodulation (WER) attack can be used in each set for 
estimating the watermark pattern. At last, using these N sets, 
all N different watermark patterns can be estimated.   

III. PROPOSED ALGORITHM 
Using a new algorithm, all video frames are first divided 

into several sets so that frames of each set carry the same 
watermarks. Then in each group of frames, watermark is 
estimated.  For this purpose, attacker chooses P   neighboring 
frames. This P frames should be selected from static part of 
video. It means attacker should find static scene in video and 
takes P neighboring frames from that part of the video.  Also 
P should be selected so large that these P frames contain all N 
existed watermark patterns. It should be considered that 
according to Kerckhoff's principle[8], watermarking system is 
publicly known and the attacker know that N different 
watermarks are randomly embedded in video. 

  
 
 
 
 

Fig. 1 P successive frames 
 
In each frame, one of the N watermark patterns is inserted 

randomly as follow: 

⎪
⎪
⎪
⎪
⎪
⎪

⎩

⎪⎪
⎪
⎪
⎪
⎪

⎨

⎧

+=

+=

+=

+=

ippP

ikKK

i

i

WFF

WFF

WFF

WFF

α

α

α

α

ˆ
.
.

ˆ
.
.

ˆ

ˆ

222

111

                                                        (3) 
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then, these P frames should be averaged as: 
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In the above expression, in shows number of frames that 

are inserted by the same watermark iW . Then iFΔ  is defined 

as deference between   iF̂  and avF . For instance, if kW  and 

hW were respectively embedded in thk  and thh  frame of 
these selected frames as randomly selected watermark signals, 

kFΔ  and hFΔ  are computed as fellow: 
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If selected frames are static enough which means: 
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Also for hFΔ  we have: 
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As it is clear, ikW and ihW  were selected from a set of  N 

watermarks included NWWW ,.....,, 21  . 

In this step, linear correlation between kFΔ  and hFΔ is 

computed. So if the same watermark kW   is embedded in thk  

and thh frame of P selected frames, correlation between 

kFΔ and hFΔ  is computed as follow: 
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Also if two different watermarks kW  and hW  are 

embedded in thk  and thh  frames respectively, linear 
correlation between kFΔ and hFΔ  is computed as follow: 
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Now, we use the method that is mentioned in previous part 

for an algorithm to separate frames with different watermarks. 
In this algorithm the attacker should first compute 11. FF ΔΔ  , 

21. FF ΔΔ …... PFF ΔΔ .1  as fellow: 

If 1st and thj  frames have the same watermark pattern:  

11. KFF j =ΔΔ
 

If 1st and thj  frames have different watermark patterns: 

jj KFF 111. β−=ΔΔ
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In the above expression, 1n is number of frames that carry 

the same watermark as the first frame while jn  is number of 

frames that contain the same watermark as  thj  frame. It is 

clear that 111. KFF =ΔΔ , so as it has been shown, if 

1111 .. KFFFF j =ΔΔ≈ΔΔ  )2( Pj ≤≤ , it  

can be concluded that st1  and thj  frames  
have the same watermark patterns. Also if 

jjFFFF 1111 .. β=ΔΔ−ΔΔ , thj  and st1  frames have  

different watermark patterns. So the frames that contain the 
same watermarks as first frame and also the number of these 
frames ( 1n ) are easily obtained. In the next step, the attacker 

put away these 1n  frames obtained in previous step and 

repeats proposed algorithm for 1nP −  remaining frames. It is 

enough to select first frame from these 1nP −  frames and 
find frames that have same watermark patterns as this frame. 
After localizing these frames and obtaining the number of 
them )( 2n , these )( 2n  frames should be put away again. If 

N  is number of watermark patterns that are used, this 
algorithm should be done for 1−N  times. After doing this 
algorithm for 1−N  times, the attacker has N sets of frames 
which each set contains jn  frames     ( )1 Nj ≤≤ that carry 

same watermark 
After obtaining 1n , 2n , ….., Nn , the attacker can estimate 

embedding strength as follow: 
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Now, the attacker can compute correlation between every 

frame of video and a frame from each group to find out which 
watermark pattern embedded in that frame. If correlation 
value between that frame and a frame from  thj  set 

containing jW   as watermark is largest, that frame contains 
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jW  as watermark too. So the attacker can collect frames 

carrying same watermark pattern and use watermark 
estimation remodulation attack (WER) in every set to estimate 
watermark pattern and subtracted the estimated watermark 
from each video frame of that set.  

IV. EXPERIMENTAL RESULT 
The performance of the proposed algorithm for collusion 

attack was verified on a video sequences. A video sequence 
containing 150 frames is considered. Here, we use 'Suzie' 
video for test.    SS-N watermarking system is used for 
embedding N watermarks randomly in each frame of video. 
We use N=3 different watermark patterns with global 

embedding strength  3=α   for embedding watermarks. For 
start of attack, at first P successive frame should be selected 
from static part of video, P=12 successive frames are chosen 
from static scene of video. For this purpose, 12 frames   from 
first part of video that is static enough are selected. 
 

 
Fig. 2 A scene of "Suzie" video that is used 

 
Now,   FΔ is obtained for each frame and jFF ΔΔ .1  , 

)121( ≤≤ j  are calculated as it is shown in Table I: 
 

TABLE I 
OBTAINING VALUE FOR 12 SELECTED FRAMES 

i=1 i=2 i=3 i=4 
4.642 --

3.044 
4.598 -3.624 

i=5 i=6 i=7 i=8 
-3.702 -3.683 4.569 -3.121 
i=9 i=10 i=11 i=12 

 
 

iFF ΔΔ .1

 

-3.176 4.553 4.541 -3.136 
 
 
So, as it has been seen in above table, for  11,10,7,3,1=i , 

jFF ΔΔ .1 s are almost equal and clearly larger than others. So, 

these frames contain the same watermark patterns, and 
51 =n  is number of these frames. After putting away these 

frames, jFF ΔΔ .1  should be obtained for remaining frames.  

 
TABLE II 

OBTAINING VALUE FOR 7 REMAINED FRAMES 
i=2 i=4 i=5 i=6 
7.591 -4.429 -4.391 7.476 
i=8 i=9 i=12 

 
iFF ΔΔ .1

 
-4.342 7.423 -4.179 

 
So, looking at the above table, it is clear that for 9,6,2=i , 

jFF ΔΔ .2  are almost equal and larger than others. It can be 

concluded that 2nd ,6th and 9th frame have same watermark 
pattern and 32 =n  is the number of frames that contain this 

watermark pattern. At last, 42 =n  remained frames contain 
the same frame. So, all these 12 frames are separated based on 
the watermark patterns embedding in them as follow: 

 
TABLE III 

N=3 SETS OF FAME BASED ON WATERMARK PATTERNS 
watermark W1 W2 W3 
frames 1,3,7,10,1

1 
2,6,9 4,5,8,12 

number n1=5 n2=3 n3=4 
 
Then attacker can estimate modulation strength α  using 

expression (12 ) as follow: 
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Correlation between each frame of video and a frame from 

each set can be computed and if correlation between that 
frame and a frame from set i  is larger than correlation 
between that frame and frame from other sets, that frame 
contains same watermark pattern as frames in set i  . 
Therefore we can separate all video frames. Now a simple 
WER attack can be used for each set to estimate watermark in 
each set and subtract the estimated watermark from each 
frame in that set.  

For evaluating the attack in our selected video sequence, the 
correlation score in detector side is obtained before and after 
the attack as follow: 

 
TABLE IV 

CORRELATION SCORE BEFORE AND AFTER ATTACK IN DETECTOR SIDE 
 Before attack After attack 
Correlation score 3.12 0.34 

 
As it is clear the correlation score after the attack is smaller 
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than
2
α

, so the detector can't detect the watermark and the 

attack is successful.  

V. CONCLUSION  
Inter-frame Collusion attack in frame-by-frame video 

watermarking is very critical; using the same or redundant 
watermark in every frame can lead to weakness against WER 
attack. Also uncorrelated watermarks   for video frames can 
be removed by FTF attack. Switching watermark system or 
SS-N system is more secure against WER and FTF attacks. In 
this system, for each frame a watermark is randomly selected 
from N existed watermark patterns.  The security of SS-N 
system relies on the assumption that attackers can't build sets 
of frames containing the same watermark pattern. . A new 
algorithm for separating frames and building sets of frame 
carrying the same watermark was proposed and it has been 
shown that the attacker can use this algorithm to build sets of 
frames carrying the same watermark. Then using WER in 
each set, one can estimate the watermark and subtract the 
watermark from each frame of that set.  
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