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Abstract—As we know, number of Internet users are increasing
drastically. Now, people are using different online services provided
by banks, colleges/schools, hospitals, online utility, bill payment and
online shopping sites. To access online services, text-based
authentication system is in use. The text-based authentication scheme
faces some drawbacks with usability and security issues that bring
troubles to users. The core element of computational trust is identity.
The aim of the paper is to make the system more compliable for the
imposters and more reliable for the users, by using the graphical
authentication approach. In this paper, we are using the more
powerful tool of encoding the options in graphical QR format and
also there will be the acknowledgment which will send to the user’s
mobile for final verification. The main methodology depends upon
the encryption option and final verification by confirming a set of
pass phrase on the legal users, the outcome of the result is very
powerful as it only gives the result at once when the process is
successfully done. All processes are cross linked serially as the
output of the 1st process, is the input of the 2nd and so on. The
system is a combination of recognition and pure recall based
technique. Presented scheme is useful for devices like PDAs, iPod,
phone etc. which are more handy and convenient to use than
traditional desktop computer systems.

Keywords—Graphical Password, OTP, QR Codes, Recognition
based graphical user authentication, usability and security.

1. INTRODUCTION

NE of the major functions of any security system is the

control of people in or out of protected areas, such as
physical buildings, information systems, and our national
borders. Psychology studies have revealed that the human
brain is better at recognizing and recalling graphical images
than text. Computer security systems must also consider the
human factors such as ease of use and accessibility [15].
Current secure systems suffer because these mostly ignore the
importance of human factors in security [1]. An ideal security
system considers security, reliability, usability, and human
factors. All current security systems have flaws which make
them specific for well trained and skilled users only.

A password is a secret that is shared by the verifier and the
customer. “Passwords are simply secrets that are provided by
the user upon request by a recipient”. They are often stored on
a server in an encrypted form so that penetration of the file
system does not reveal password lists [2]. Passwords are the
most common means of authentication because these do not
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require any special hardware. Typically, passwords are strings
of letters and digits, i.e. these are alphanumeric. Such
passwords have the disadvantage of being hard to remember.
Weak passwords are vulnerable to dictionary attacks and brute
force attacks, whereas strong passwords are harder to
remember.

A. Methods of Authentication

Due to recent events of thefts and terrorism, authentication
has become more important for an organization to provide an
accurate and reliable means of authentication [4]. Currently,
the authentication methods can be broadly divided into three
main areas Fig. 1
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Fig. 1 Classification of Authentication Methods

B. Classification of Current Authentication Methods

Token based techniques [8] such as keycards, bank cards
and smart cards are widely used for security purposes. For
example, ATM cards are generally used together with a PIN
number.

Biometric based authentication techniques [9] such as
fingerprints, iris scan, or facial recognition, are not yet widely
adopted. Such systems can be expensive, and the identification
process can be slow and often unreliable. However, this type
of technique provides the highest level of security.
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Knowledge based techniques [8], [9] are the most widely
used authentication techniques which include both text and
picture based passwords. The picture-based techniques can be
further divided into two categories recognition-based and
recall based graphical technique [14].

II. RELATED WORK

Graphical passwords were originally described by Blonder
[7]. In his description, an image will appear on the screen, and
the user would click on a few chosen regions of it. If the
correct regions were clicked, the user would be authenticated.
Graphical password is an authentication system that works
when the user selects from images, in a specific order,
presented in a graphical user interface (GUI). Graphical user
authentication (GUA) is the term used for graphical password
that contains authentication method via graphical interface.
Many techniques have been designed in the field of graphical
password since 1996 [7].

Today, authentication technology is the main measure to
guarantee information security [9], and the most common and
convenient authentication method is alphanumeric password.
GUA is a promising alternative to replace the traditional
alphanumeric password way of authentication. The main
motivation lies with the fact that the human brain is capable of
remembering graphical or pictorial objects better than texts.
Even psychological studies support such assumptions [16].
Also with the advancement of technology, we are now moving
forward to use touch based devices such as mobile phones,
tablets, and even touch screen monitors. So with this, the
alphanumeric method is much more inconvenient in such
devices. So, the graphical method would allow the user to just
touch the various regions in screen and get authenticated. It is
slightly too much difficult to crack graphical password [6].
Jansen [8] proposed a graphical password mechanism for
mobile devices. During the enrolment stage, a user selects a
theme (e.g. sea, cat, etc.) which consists of thumbnail photos
and then registers a sequence of images as a password. During
the authentication, the user must enter the registered images in
the correct sequence. One drawback of this technique is that
since the number of thumbnail images is limited to 30, the
password space is small. Each thumbnail image is assigned a
numerical value, and the sequence of selection will generate a
numeral [12].

Pass face [10] techniques supported by the fact that human
brain can quickly recognize familiar faces. During registration
user has to select 4 faces. The registration is completed if the
user correctly identifies 4 pass faces two times consecutively.
During login, user is presented with a login screen consisting
of grid of faces. User has to select 4 faces: one face from each
of 4 grids of 9 faces. Pass faces can be predictable as they are
affected by race, gender and attractiveness.

Syukri et al. [11] propose a system where authentication is
conducted by having the user drawing their signature using a
mouse. There are techniques included two stages, registration
and verification. During the registration stage: The user will
first be asked to draw their signature with a mouse, and then
the system will extract the signature area and either enlarge or

scale-down the signature, and rotate if needed (also known as
normalizing). The information will be saved later into the
database. The verification stage first takes the user input, and
does the normalization again, and then extracts the parameters
of the signature. After that the system conducts verification
using geometric average means and a dynamic update of the
database. According to the paper, the rate of successful
verification was satisfying. The biggest advantage of this
approach is that there is no need to memorize ones’ signature
and signatures are hard to fake.

Dhamija and Perrig [12] proposed a graphical
authentication scheme based on the Hash Visualization
technique. In their authentication system, user selects a certain
number of images from a set of program generated random
pictures. For a user to be authenticated, he or she would have
to identify the preselected images. One weakness of their
system is that the server needs to store the seeds of the
selected images of each user in plain text. Also, it is a bit time
consuming and tedious for the users to select images from the
database.

III. PROPOSED WORK

The graphical password [3] is not widely deployed in real
systems due to the problem of shoulder surfing. The other
vulnerabilities of graphical passwords are still not fully
understood. In this paper, we define a way of protecting the
information from shoulder surfing attack that is combining QR
based graphical authentication scheme with One Time
Password scheme which is implemented in the authentication
[13] system to avoid shoulder surfing.

Steps for proposed authentication system:

(a) First the user has to register with the website application
or service etc. Then user will go through a first time user
registration process.

(b) At the time of registration process, the user will be asked
to select the QR code which will be easy to remember.
The code will read by QR scanner or any other
application in devices, which are used to read QR codes.

(c) Any time authentication is required; the user will enter
his’/her User ID/Login ID (a unique identity to be
allocated). Then he clicks validate user button. For a valid
user a Secure One-Time Password (numeric) will be sent
to his/her registered Mobile/E-mail.

(d) The user is also presented with a randomly generated grid
of QR images as shown in Fig. 3. The pictures that appear
are different every time, but the user will always look for
their same categories. Each picture is randomly paired
with a different alphanumeric character. In this way the
system generates a unique, one-time password every time.
Yet the user only needs to remember their few categories.

(e) The user authenticates by identifying which QR on the
grid fit their secret authentication categories. They can
simply click on the appropriate QR images, or type the
alphanumeric characters that appear on the correct QR to
form a one-time password (Graphical).
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(f) Also the user will have to give the One Time Password
(numeric) sent to his/her mobile/E-mail as shown in Fig.

2.
Validate

Secure Login:

—
—
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Fig. 4 Different types of system

IV. SECURITY AND USABILITY
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Fig. 5 Comparisons of our system

The comparative study [5] of various systems is shown in
Fig. 5. The possibilities of passwords generated in this system
are very complex and depend on the random generated right
QR code with other codes and finally a onetime password is to
be sent on the users’ mobile.

V.CONCLUSION

In order to protect the information from all the attacks, our
aim is to provide a complex strength which overcome the
attacks. We have presented a new hybrid technology in the
graphical password scheme integrated with encode passphrase
QR codes with OTP to enhance the stability of the system.
This system is helpful when logging after a long while. By
using this system, we have a challenging core for future. In
upcoming days’ other patterns may be used for recalling
purpose like barcodes etc. Traditional text-based password can
be encrypted into a string while transferring, but if pictures are
encrypted into a string as well, it then reveals no advantage
against text based passwords. So the question remains to be
how to encode the graphical password in reality. The field is
new and open for future works.
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