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G. Computer Literacy 
 Computer literacy plays an important role in e-government 
security. People with low knowledge of using computer will 
not be able to use e-government services safely. 

III. EXISTING SECURITY MODELS AND THEORIES 
This paper divided the models and theories that are using on 

e-government security to technical and non-technical groups. 
There is no model covers both of technical and non-technical 
issues in the same time [1].  

A. Technical Models 
This paper will analyse the most important security models. 

1. Bell-LaPadula (BLP) Model 
This model is the first security model and it is focusing on 

confidentiality. It is one of popular security models. The 
shortage of this model is that this model does not solve other 
security issues such as integrity and availability sine it is 
focusing on confidentiality only. However, this model is still 
used as a multilevel security model even that it cannot meet 
the current security requirements these days [12]. 

2. BibaModel 
Biba is the first security model that is focusing on integrity. 

This model also does not meet the security requirements these 
days. However, the main feature of this model that it can be 
integrated with BLP model easily. This model is based on 
Low Water Mark Principle [12]. Biba model is working 
opposite of BLP. It is known as “BLP upside down” [13]. 

3. Clark-Wilson Model 
This model is also focusing on integrity as well. It widely 

use in bank system as integrity in bank system is more 
important than confidentiality. However, this model is 
complex and does not solve other security issues [12]. 

4. The Chinese Wall 
The main goal of this model is to protect the system from 

any conflict between each node in the system. In addition, it 
provides privacy and integrity as well. 

5. LambrinoudakisSecurity Framework 
This framework is developed to protect the system from 

DoS and being effected by malicious. It contains five steps 
(setting up the supporting system, authentication, setting up 
the service, offering the service, and after service task). 

6. InfosecModel 
This model is one of the earliest models in information 

security. It covers confidentiality, integrity and availability. 
This model can reduce the vulnerabilities and probability of 
completed attacks and selecting the best action to protect the 
system from electronic eavesdropping [13]. 

B. Non-Technical Models and Theories 
Most of non-technical issues came from human behaviour. 

Thus, many of researches are applied by using acceptance 
theories. 

1. Theory of Reasoned Action (TRA) 
This is the first theory that is trying to understand the 

human behaviour by Ajzen and Fishbein. It is mainly focus on 
behavioural intention against new technology. The theory is 
based on four parts, behaviour, behavioural intention, attitude 
toward behaviour and subjects norm [14]. 

2. Theory of Planned Behaviour (TPB) 
This theory is developed byAjzen and Fishbeinto fill the 

gaps in TRA theory. It is an extended theory of TRA since it 
contains the same four parts of TRA with perceived 
behavioural control (PBC) as an additional part [14]. 

3. Technology Acceptance Model (TAM) 
TAM is another information system model that is focusing 

on the users’ acceptance of new technology and the factors 
that influence their decision of using this new technology. 
This model was developed by Davis and Bagozzi. It contains 
two factors: Perceived usefulness (PU) and Perceived ease-of-
use (PEOU) [15]. 

4. Diffusion of Innovation (DOI) 
DOI is a theory by Rogersandit rates the acceptance of new 

technology though cultures and explaining the reasons of its 
spread and how this has been done. Rogers sets five elements 
for his theory. Four of them have a positive effect 
(Trialability, observability, relative advantage and 
compatibility) and the one has a negative effect which is 
complexity [14]. 

5. Motivational Model (MM) 
MM can explain behaviours in different environments and 

situations which is the main advantage of this model. MM is 
based on two parts: Frist, intrinsic motivation. Second, 
extrinsic. This model has been tested by Davis who found that 
both of these parts are the main factors in intention to perform 
the behaviour in the context of using the technology [15]. 

6. Social Cognitive Theory (SCT) 
SCT is a learning theory and it explains that people usually 

follow other people and they do the same thing. There are four 
factors in this theory, drives, cues, responses and rewards [13]. 

7. Model of PC Utilization (MPCU) 
MPCU has two factors that have not been covered in 

previous models which are job fit and facilitating conditions 
[16]. 

8. Unified Theory of Acceptance and Use of Technology 
(UTAUT) 

UTAUT is a theoretical framework by Davis [17] which 
combined all models and theories above (TRA, TPB, TAM, 
DOI, MM, SCT, MPCU) and a combined TPB-TAM model. 
UTAUT is the latest model in the acceptance of new 
technologies. Fig. 2 shows the eight factors of UTAUT which 
are (performances expectancy, effort expectancy, social 
influence, facilitating conditions, gender, age, experience and 
voluntariness). 
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