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Abstract—The security of cloud services is the concern of cloud 

service providers. In this paper, we will mention different 
classifications of cloud attacks referred by specialized organizations. 
Each agency has its classification of well-defined properties. The 
purpose is to present a high-level classification of current research in 
cloud computing security. This classification is organized around 
attack strategies and corresponding defenses. 
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I. INTRODUCTION 

EING new computing paradigm where the performance is 
through the Internet using a standard browser. Cloud 

computing builds on established trends that lower the cost of 
delivery of services meanwhile increases the speed and 
flexibility for better performance and deployment. [1] 

Cloud computing incorporates virtualization, internet 
delivery of services, on-demand deployment, and open source 
software. The benefits of cloud computing are many. Such as 
pay for use service, the portability so the user can deploy it 
anywhere and anytime. In addition, free-up IT technicians 
who are responsible for updates, installing patches, etc. [2], 
[3]. 

II. CLOUD COMPUTING 

Cloud computing is a general term for the delivery of 
hosted services over the Internet. Consuming compute 
resources as a utility - just like electricity - rather than having 
to build and maintain computing infrastructures in-house. 
Cloud services exhibit five essential characteristics that 
demonstrate their relation to, and differences from, traditional 
computing approaches: 
 On-demand self-service. A consumer can unilaterally 

provision computing capabilities as needed and 
automatically, without human interaction with a service 
provider. 

 Broad network access. Computing capabilities are 
available over the network and accessed through standard 
mechanisms that promote use by heterogeneous thin or 
thick client platforms (e.g. mobile phones, laptops, and 
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PDAs) as well as other traditional or cloud-based software 
services. 

 Resource pooling. A provider pools computing resources 
to serve several consumers using a multi-tenant model, 
which dynamically assigns and reassigns physical and 
virtual resources according to consumer demand. There is 
a degree of location-independence in that the customer 
generally has no control or knowledge over the exact 
location of the provided resources. 

 Rapid elasticity. Capabilities can be rapidly and 
elastically provisioned, in most cases automatically and 
rapidly released to scale out and scale in quickly. For a 
consumer, the capabilities appear to be unlimited and can 
be purchased in any quantity at any time. 

 Measured service. Cloud systems automatically control 
and optimize resource usage by leveraging a metering 
capability according to the type of service. Usage can be 
monitored, controlled, and reported, providing 
transparency for both the provider and the consumer 

III. CLOUD SERVICE MODELS 

In general, clouds offer services at three different levels: 
IaaS, PaaS, and SaaS (Fig. 1). However, some providers can 
expose services at multiple levels [4]-[12]. 
 Software as a Service (SaaS) delivers software that is 

remotely accessible by consumers through the Internet 
with a usage-based pricing model. E.g., Live Mesh from 
Microsoft allows files and folders to be shared and 
synchronized across multiple devices. 

 Platform as a Service (PaaS) offers a high-level integrated 
environment to build, test, and deploy custom applications 
as in Google’s App Engine. Inside this layer resides the 
middleware system, a portable component for both grid 
and cloud systems. Examples include WSO2 Stratos, 
Windows Azure, and our middleware HIMAN.  

 Infrastructure as a Service (IaaS) provisions hardware, 
software, and equipment to deliver software application 
environments with a resource usage-based pricing model. 
Infrastructure can scale up and down dynamically based 
on application resource needs. Typical examples are 
Amazon EC2 (Elastic Cloud Computing) Service, 
Eucalyptus, Microsoft Private Cloud.  

IV. DEPLOYMENT MODEL 

In terms of Cloud deployment, there are four major types of 
Cloud Computing implementation called Public Cloud, Private 
Cloud, Community Cloud and Hybrid Cloud (Fig. 2) [13]-
[21]. 

Classification of Attaks over Cloud Environment 
Karim Abouelmehdi, Loubna Dali, Elmoutaoukkil Abdelmajid, Hoda Elsayed Eladnani Fatiha,

Benihssane Abderahim 

B 



International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:9, No:6, 2015

1480

Fig. 1 Service Models of Cloud Computing 
 

 

Fig. 2 Service Models of Cloud Computing 
 
A. Private Cloud 

A private cloud environment is often the first step for a 
corporation prior to adopting a public cloud initiative. 
Companies have discovered the benefits of consolidating 
shared services on virtualized hardware deployed from a 
primary data center to serve local and remote users.  

B. Community Cloud 

A community cloud is formed when several organizations 
with similar requirements share common infrastructure. The 
costs are spread over fewer users than a public cloud but more 
than a single tenant. 

C. Public Cloud 

Public cloud (off-site and remote) describes cloud 
computing where resources are dynamically provisioned on an 
on-demand, self-service basis over the Internet, via web 
applications/web services, open API, from a third-party 
provider who bills on a utility computing basis. 

D. Hybrid Cloud 

A hybrid cloud environment consists of some portion of 
computing resources on-site (on premise) and off-site (public 
cloud). Using public cloud services, so the users can leverage 

cloud solutions for specific functions that are too costly to 
maintain on-premise like disaster recovery of virtual server, 
test/development environments, and backups.  

V. THE RISKS OF CLOUD COMPUTING 

First of all and before citing the existing classifications of 
attacks, we will start with the definition and classification of 
cloud risks. 

The Committee of Sponsoring Organizations (COSO) of the 
Tread way Commission defined risk [22] as: “Risk is the 
possibility that an event will occur and adversely affect the 
achievement of the objectives." So, the risk analysis is an 
essential process to assess the impact of any dangerous 
condition or potential source of an adverse event. To be able 
to evaluate critically a risk of “harmful event”, we should 
classify the risk as either qualitatively or quantitatively [23]. 

The Quantitative risk can be expressed as a mathematical 
function. In cloud computing, the quality and amount of risk 
associated with a system or subsystem cannot have the same 
value of severity, occurrence and detection. 

For example, in the SaaS environment, the entire system is 
managed by IT technicians and their interactions with machine 
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or systems, and if data integrity is compromised which might 
be caused by a software error Such as the man in the middle 
attack (external risk for both parties ) or a malicious user input 
data (risk in the client Side). 

The literature of the risk analysis showed that several 
techniques have been used and developed in different research 
area [23], [24] (engineering, chemistry, industry...) with 
different applications. Risk analysis and evaluation technique 
are classified into three main categories: 
 Qualitative technique: Based on the analytical estimation 

process and security. This type uses calculations and 
simple procedures to achieve an acceptable level of risk 
and increase general awareness [22]. 

 Quantitative Technique: It can be estimated by the 
mathematical formula using historical data records and / 
or the expertise of experts in the field. 

 Hybrid technique: A combination of both methods 

VI. RELATED WORK 

A. The Risk Classification According to the Model CIA 
(Confidentiality, Integrity, Availability) 

This classification model is established by several 
organizations such as GARNER [25], [26] (Table I). 

B. Classification of Risks According to OWASP 

According to [1], OWASP is a new type of organization that 
allows us to provide unbiased, practical and cost about the 
security of the application. OWASP is not affiliated with any 
technology company, although we support the informed use of 
commercial security technology. Like many projects open-
source software, OWASP produces many types of materials in 
an open and collaborative manner. The OWASP Foundation is 
a non-profit entity that ensures the long-term success of the 
project. 

The main goal of the project is to maintain a list of 10 
security risks occurred within Cloud Computing and SaaS 
models. The community, cloud security experts and SaaS 
providers will be involved to maintain this list of risk. 

Most risks are based on the assumption that the Cloud is a 
public or hybrid cloud. 

C. Attacks OWASP 

1. Accountability & Data Risk 

The organization that chooses to use a public cloud to host 
its Business Service loses control of its data. This exposes 
them to severe risk of security that the organization must 
carefully consider and mitigate. They have to make sure that 
they do have the data recovery warranty, once the data 
entrusted to a third operator. 

2. User Identity Federation 

It is very important for businesses to maintain control over 
the identity of users who deploy services and applications 
from various cloud providers. Rather than allow cloud 
providers to create multiple identities that become too 
complex to manage. Users must be uniquely identifiable with 

federated authentication (e. g. SAML) that runs across cloud 
providers. 

3. Regulatory Compliance 

Data that is perceived to be secure in one country may not 
be perceived secure in another, because of the regulatory laws 
that vary from country and region to another. For example. 
The European Union has very strict privacy laws that may not 
comply with the data stored in The US. 

4. Business Continuity and Resiliency 

Business Continuity is an activity of an IT organization that 
ensures whether the business can be conducted in a disaster 
situation or not. In the case of an organization that uses cloud-
based services, responsibility for business continuity is 
delegated to the cloud provider. This might create a risk to the 
organization not to have continuity of appropriate activities. 

5. User Privacy and Secondary Usage of Data 

Most of the social sites are vague on how they handle the 
personal data of users. In addition, most social sites work with 
default settings (least restrictive) to the user e.g. LinkedIn, 
Twitter, Facebook. It is easy to deduce the personal data of 
users, for this reason, the user has to make sure what data can/ 
cannot be used by their cloud providers. 

6. Service and Data Integration 

Organizations must ensure that their proprietary data is 
adequately protected when transferred between the end user 
and the cloud data center. The interception of data in transit 
should be a concern of each organization; the risk is much 
greater since data is transmitted over the Internet. 

7. Multi-Tenancy and Physical Security 

Multi- tenancy cloud means sharing resources and services 
across multiple clients (CPU, network, storage/database, 
Applications). It increases the dependency, the segregation 
and controls are needed to ensure that a tenant cannot 
deliberately interfere with the security (confidentiality, 
integrity, availability) of other tenants. 

8. Incidence Analysis and Forensic Support 

In the case of a security incident, applications and services 
hosted by a cloud provider are difficult to analyze, the logging 
can be distributed on multiple hosts and data centers that could 
be located in different countries and governed by different 
laws. Also, with the log files, the data belonging to multiple 
clients can be located on the same hardware and storage 
devices accordingly law enforcement agencies for legal 
recovery will be needed. 

9. Infrastructure Security 

The entire infrastructure must be securely configured, 
Applications, systems and networks must be built and 
configured with areas of prioritization, the security and the 
access have to be configured to allow only network protocols 
and the required applications. Also the administrative access 
should be granted. Regular risk assessments must be carried 
out, preferably by an independent third party. 



International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:9, No:6, 2015

1482

10. Non-Production Environment Exposure 

IT is an organization that develops in-house software 
applications using a set of non -production environments for 
the design, development and testing activities. If an 

organization uses a cloud provider for such a non - production 
environment. As a result, there is a high risk of unauthorized 
access, modification and stealing of data. 

  
TABLE I 

 CLASSIFICATION OF RISKS ACCORDING TO THE MODEL OF THE CIA [25]-[28] 
Threat Description 

Confidentiality 

Insider user threat: 
 Malicious cloud provider user 
 Malicious cloud customer user 

 Malicious third-party user (Supporting either the cloud 
provider or customer organizations) 

The threat of insiders accessing customer data held within the cloud is 
greater as each of the delivery models can introduce the need for 

multiple internal users: 
SaaS Cloud customer and provider administrators 

PaaS application developers and test environment managers 
IaaS- third party platform consultants 

External attacker threats: 
 Remote software attack of cloud infrastructure 
 Remote software attack of cloud applications 
 Remote hardware attack against the cloud 
 Remote software and hardware attack 

 Social engineering of cloud provider users, and cloud 
customer users 

The threat from external attackers may be perceived to apply more to 
public Internet facing clouds, however all types of cloud delivery 

models are affected by external attackers, particularly in private clouds 
where user endpoints can be targeted. Cloud providers with large data 
stores holding credit card details, personal information and sensitive 
government or intellectual property, will be subjected to attacks from 

groups, with significant resources, attempting to retrieve data. 
Data leakage: 

 Failure of security access rights across multiple domains 
 Failure of electronic and physical transport systems for cloud 

data and backups 

A threat from widespread data leakage amongst many, potentially 
competitor organizations, using the same cloud provider could be 

caused by human error or faulty hardware that will lead to information 
compromise 

Integrity 

Data segregation: 
 Incorrectly defined security perimeters 

 Incorrect configuration of virtual machines and hypervisors 

The integrity of data within complex cloud hosting environments such 
as SaaS configured to share computing resource amongst customers 
could provide a threat against data integrity if system resources are 

effectively segregated 

User access: 
 Poor identity and access management procedures 

Poor access control procedures create many threat opportunities, for 
example, ex-employees of cloud provider maintain remote access to 

administer customer cloud services. 

Data quality: 
 Introduction of faulty application or infrastructure components 

 

The threat of data quality is increased as cloud providers host many 
customers’ data. The introduction of a faulty or misconfigured 

component required by another cloud user could potentially impact the 
integrity of data for other cloud users sharing infrastructure 

Availability 
Change management: 

 Customer penetration testing impacting other cloud customers 
 Infrastructure changes upon cloud provider, customer and 

third party systems impacting cloud customers 

As the cloud provider has increasing responsibility for change 
management within all cloud delivery models, there is a threat that 
changes could introduce negative effects. These could be caused by 

software or hardware changes to existing cloud services 

Denial of service threat: 
 Network bandwidth distributed denial of service 

 Network DNS denial of service 
 Application and data denial of service 

The threat of denial of service against available cloud computing 
resource is generally an external threat against public cloud services. 

However, the threat can impact all cloud service models as external, and 
internal threat agents could introduce application or hardware 

components that cause a denial of service 

Physical disruption 
 Disruption of cloud provider IT services through physical 

access 
 Disruption of cloud customer IT services through physical 

access 
 Disruption of third-party WAN providers services 

The threat of disruption to cloud services caused by physical access is 
different between large cloud service providers and their customers. 
These providers should be experienced in securing large data center 

facilities and have considered resilience among other availability 
strategies. There is a threat that cloud user infrastructure can be 

physically disrupted more easily whether by insiders or externally where 
less secure office environments or remote working is standard practice. 

Exploiting weak recovery procedures: 
 Invocation of inadequate disaster recovery or business 

continuity processes 

The threat of inadequate recovery and incident management procedures 
being initiated is heightened when cloud users consider recovery of their 

own in-house systems in parallel with those managed by third-party 
cloud service providers. If these procedures are not tested, then the 

impact upon recovery time may be significant. 

 
VII. CONCLUSION 

 These classifications of Cloud based risks that give a 
comprehensive vision of security to deploy a clear and strong 
strategy to minimize these risks, however they are not really 

relevant since the details and mechanisms of the attack are not 
explained. Consequently, we will offer a more objective 
classification to fit all possible attacks in our future work. 
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