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Abstract—There are various overlay structures that provide
efficient and scalable solutions for point and range query in a peer-to-
peer network. Overlay structure based on m-Binary Search Tree
(BST) is one such popular technique. It deals with the division of the
tree into different key intervals and then assigning the key intervals to
a BST. The popularity of the BST makes this overlay structure
vulnerable to different kinds of attacks. Here we present four such
possible attacks namely index poisoning attack, eclipse attack,
pollution attack and syn flooding attack. The functionality of BST is
affected by these attacks. We also provide different security
techniques that can be applied against these attacks.

Keywords—BST, eclipse attack, index poisoning attack,
pollution attack, syn flooding attack.

|. INTRODUCTION

EER-TO-PEER can be defined as an autonomous, self-

organized, scalable distributed system with shared
resource pool without a single point of failure in which all
nodes have identical capabilities and responsibilities and all
communications are normally symmetric; and where main
characteristics of the participants are decentralized resource
usage and decentralized self-organization [1]. The notion of
P2P was first established in 1969, in the first Request for
Comments, RFC-1. The RFC implies a "host-to-host"
connection, indiscriminate of a client-server categorization,
which provides responses in the fashion of teletype (TTY)
terminals [2]. However, the first true implementation of a P2P
network was Usenet, developed in 1979. In Usenet, while end-
user clients still access resources through servers, servers
themselves peer with each other in the fashion of a P2P
network, sending messages to each other on demand without a
central authority. Since the late 1990s, there has been a surge
of popularity in P2P network applications, mainly in the form
of file sharing applications used to exchange multimedia files.
Some of the most popular and high-profile file sharing
protocols include Freenet [3], Napster [4], Gnutella [5] etc.
The P2P networks have gained immense popularity by
showing their strength in providing many services such as
sharing files without the need for central servers, streaming
multimedia with distributed load balancing, distributed backup
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systems etc as they are scalable, and resilient to node failure.
So there is a tremendous growth in all types of P2P systems.
In order to continue growing, P2P networks must be robust,
and fault tolerant. P2P system has millions of concurrently
active peers. With a huge user base and lack of any
authentication, P2P networks can be leveraged by an attacker
to launch a DDoS (Distributed Denial-of-Service) attack [6]
against a victim machine on the Internet. The victim need not
be a participant in the P2P network, and could be a web
server, a mail server or even a home user’s desktop.

P2P networks have indexes. An index in a P2P network is a
set of mappings from keys to values. For a P2P file sharing
network, the keys are file hashes and the values are locations
at which the file corresponding to the file hash is present.
Location is usually described by the tuple <NodelD, IP:Port>,
where NodelD uniquely identifies a peer in the P2P network.
Thus, an index record in a P2P file sharing network specifies
which file is present at which location. An attacker can exploit
a P2P file sharing network in two ways to launch DDoS
attacks - index poisoning and routing table poisoning. In an
index poisoning attack, the attacker plants false index records
in a large number of peers. These false index records indicate
that a popular file is present with the victim. When any peer
tries to search for that file, it receives this false index record
from the poisoned peer. Since the file is popular, there will be
large number of requests for that file. On receiving the false
index record, the searching peers try to connect to the victim,
trying to download the file, filling up the number of allowed
connections, preventing legitimate users from connecting to
the victim. In the routing table poisoning attack, the attacker
makes the victim, a neighbor of a large number of peers by
sending them false node announcement messages. Whenever a
peer receives a search query or a maintenance message, it may
select the victim from its routing table and forward the
message to the victim. If the attacker poisons the routing table
of a large number of peers, the victim may receive a flood of
search queries and maintenance messages, saturating the
victim’s link.

With the increasing popularity of the peer-to-peer network,
the demand for securing such a distributed network is also
increasing day by day. But there are few methods which
describe the implementations of security techniques in a peer-
to-peer network. As of today, several peer-to-peer models
have been developed. Some of them relate to structured peer-
to-peer systems and some relate to unstructured peer-to-peer
systems. But there are few peer-to-peer models that are
developed to find an efficient and scalable solution for range
query to discover the contents in the presence of transient
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node populations. Overlay structure based on m-Binary Search
Tree (BST) as proposed by B.K. Shrivastava et al. [7] is one
such model, which is based on m-BST for providing an
efficient and scalable solution for point as well as range query.
The complete key space is divided into several key interval
based on lexicographic order and each key interval is assigned
to a Binary Search Tree. The BST overlay is scalable, fault
tolerant and self-organizing in nature. In this paper, we present
the possible type of security attacks that can affect this P2P
model. We also present the countermeasures against each of
those attacks.

Il. RELATED WORK

P2P file-sharing system has become the most popular
Internet content delivery systems [8]. Sharing content files
containing audio, video, data or anything in digital format is
very common, and real time data, such as telephony traffic, is
also passed using P2P networks. P2P file-sharing networks are
built on a large number of peer hosts running the same
software. Anonymity of these peers is the key for the
popularity of the P2P network. The distinct features of P2P
networks present some unique security vulnerabilities. For
example, P2P client software usually caches IP addresses of
recently accessed peers. Once vulnerability is discovered in
the software and attacked by a malware, the attacking program
is much easier to propagate since most likely all the peers in
the cache have exactly the same vulnerability [9].

Naoumov et al. [10] discovered that with a large number of
poisoned file indexes, an attacker can launch DDoS attacks
against arbitrary host in the Internet, either inside or outside of
the P2P network. Essentially, index poisoning attack turns a
P2P file-sharing network into a DDoS attack platform without
even altering peer software. Index poisoning attack is
effective in all these networks despite their significant
differences in protocol design, network structure and user
population. In pseudo-distributed networks, the attacker would
spoof its address to that of the victim, and then send poisoned
index information to the tracker. In structured and
unstructured networks, poisoned index propagate via attacker
sending messages to peers/super nodes, and peers exchanging
index information.

L. Wang [11] presents some security attacks in peer-to-peer
environment. He shows several kinds of attacks like DoS and
DDoS attacks, TCP Syn Flooding attack, Query Flooding
attack, poisoning attacks etc. which affect a peer-to-peer
system in general. J. Liang et al. [6] discuss the index
poisoning attack in peer-to-peer file sharing systems. They
show that both structured and unstructured P2P file sharing
systems are highly vulnerable to index poisoning attack. They
develop a novel and efficient methodology for determining
index poisoning levels and pollution levels in file sharing
systems. D.S. Wallach [12] has outlined several structured
peer-to-peer overlays such as CAN [13], Chord [14], Pastry
[15] and Tapestry [16], which are providing a self organizing
substrate for large scale peer-to-peer applications. He has
shown how cryptographic techniques can be applied to
increase the security and trust for applications in the peer-to-

peer network. M. Parashar et al. [17] propose three peer-to-
peer application categories that have elements in common
with most popular peer-to-peer applications: distributed file
sharing, real-time communications and distributed computing.
The properties of several common security enabling
technologies such as public key cryptography, smart cards and
steganography are measured based on real-world applications,
simulation, and results of related research. Structured P2P
overlay networks are widely used to deploy services. This
characteristic makes such system attractive to thousands or
millions of users and at the same time vulnerable to the
phenomena of churn. The independent arrival and departure of
thousands or millions of peers creates a collective effect called
churn. An attacker could exploit this attack by generation peer
joining and leaving the network fast enough to corrupt the best
function of the network. To cope with churn, G. Khataniar et
al. [18] pointed out that P2P networks should be designed to
be able to efficiently handle the large number of peers joining
the system for just a few minutes.

I11. ATTACKS AND COUNTERMEASURES

Since P2P systems inherently rely on the dependence of
peers with each other, security implications arise from abusing
the trust between peers. In a traditional client-server model,
internal data need not be exposed to the client, but with P2P,
some internals must be exposed to fellow peers in the name of
distributing the workload. Attackers can leverage this in
compromising P2P networks.

In the overlay structure based on m-BST, the unreliable
nodes can frequently join and leave the system. Therefore the
implementation of the security issues in such an unstable
structure is quite challenging. In this section, we present
different malicious activities in such a model along with their
countermeasures.

A. Index Poisoning Attack

In index poisoning attack, the aim of the attacker is to make
several peers believe that some popular file is present with the
victim. To achieve this, the attacker A sends a location publish
message to every crawled peer. In these messages, the attacker
includes victim’s IP address and port number. The attacker
puts the file hash of a popular file, which is expected to
receive lots of search queries. When a peer B receives such a
publish message, it adds this file hash into its index along with
the location of the victim. B does not verify whether the victim
has the corresponding file or even that A or victim is a
participant in the P2P network. When some peer C searches
for that file, it may be told by some poisoned peer that victim
has the file. The peer C then creates a TCP connection to the
victim in order to download the file. The downloading peer
then sends a protocol specific message, specifying the file that
it wishes to download. Not understanding the message, the
victim may ignore it, reply with some error message or may
even terminate the connection. Unable to download the file,
the downloading peer may retry after some time. Since there
will be many peers searching for that popular file, victim will
receive a large number of incoming connections, filling up its
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TCP queue, and therefore making it deny connections to its
legitimate users. Moreover, index poisoning attack is also
dangerous because of its residue effects: the victim remains
under attack even hours after the attacker has stopped
poisoning the indexes. This is because the fake records persist
in the indexes for hours, even after peers fails to download
from the target host.

In index poisoning attack, the attacker sends massive
number of bogus records to the superpeer. All bogus records
point the target address of the popular files to one target victim
host. When other peers want to download those files, they get
bogus records from the superpeer. Then these peers make a
TCP connection to the victim node. The other peers cannot get
services from the victim node as the fooled peers have already
occupied the connections. BST can also suffer from index
poisoning attack. In m-BST overlay structure, each superpeer
maintains the Group Routing Table (GRT). The GRT
maintains the information about the key interval, load status
and the superpeer vector of each BST. Suppose a peer P wants
to join a BST network. The P knows an existing node X in the
network. The X will select a group G; for P and give P the id
of superpeer S;; of G;. The position of the peer P is chosen in
such a way that it makes the BST as complete as possible.
Then P can send bogus records such as invalid key interval,
invalid load status or wrong superpeer vector to the superpeer.
The superpeer can enter this bogus information to the GRT.
Since the same GRT is maintained by all the superpeers, so
the bogus information spread all over the P2P network. In
order to make the superpeer polluted, the attack peer must
create a TCP connection to the superpeer and publish false key
interval, false load status, false superpeer vector etc.

B. Eclipse Attack

In case of eclipse attack, the attacker controls a significant
part of the network. Here a good node is surrounded by
several malicious nodes and these malicious nodes work
together to fool the good node.

BST overlay structure can also be vulnerable to eclipse
attack. To have an eclipse attack in BST overlay structure,
there must be several polluted nodes in the tree. The non-
polluted nodes that are still exist in the tree are fooled by these
polluted nodes. Here the attacker controls the large part of the
BST and the unions of the polluted nodes try to fool the good
nodes.

To have an eclipse attack, the indegree of an attacker must
be higher than the average level of indegree of nodes in a
peer-to-peer network. Here indegree means number of direct
routes coming into a node and outdegree means number of
direct routes going out of a node.

To deal with the eclipse attack, we first apply the
countermeasures to the sybil attack [19]. This is because a
sybil attack can be considered as a specific eclipse attack, if
the attacker generates great amount of identifications to act as
neighbours of a good node. We can do so by establishing a
trusted certificate authority to make distinct entity has distinct
identities. Then we concentrate on how to deal with the
indegree and the outdegree of the attacker nodes.

C.Pollution Attack

The best way to corrupt P2P file sharing is to deposit into
the file sharing system some junk pieces of data known as
polluted files. In this way, attacker corrupts the content of
shared file, rendering it unusable, and forwards the corrupted
file to other peers. As a result, polluted files spread through
the network and users become unable to distinguish polluted
files from unpolluted file. To fight against polluted files,
Dhungel et al. [20] propose four possible defenses:
blacklisting, traffic encryption, hash verification, and chunk
signing. Other mechanisms presented by Liang et al. [21]:
detection without downloading, after receiving search results
the mechanism attempt to determine whether the files in the
results are polluted. Detection with downloading, for this
class, the mechanism detects whether a file is polluted by first
downloading portion of the file.

BST overlay structure can also suffer from pollution attack.
Here, a specific file is corrupted by using some technique so
that the corrupted file becomes unusable. Then the file is made
available for sharing in large volumes. In a peer-to-peer
network, there is no central server that can be used for storing
the files and providing download. This means that all nodes
can directly download the required files from the other peers.
If the peers don’t have any provision for distinguishing the
polluted files from the non-polluted ones, then the peers
download it into their own file sharing folders and other peers
may download it from this particular peer. In this way, the
corrupted file is being spread in the system.

D.Syn Flooding Attack

When a peer P wants to join the peer-to-peer network, it
should know about an existing peer X in the BST. Peer P
sends a request for joining the network to X. Suppose P wants
to make the peer-to-peer network unstable. Then it sends
several requests to the superpeer S; with different IP
addresses. Superpeer Sj; then responses with its id and try to
place the new peers in the tree such that the tree becomes
complete. Since most of the requests are false, so the replies
coming from the S; lost. During this time, if the number of
requests is very high, then S; runs out of the resources and
may crash.

One possible remedy to such an attack is that when a
superpeer gets a TCP syn packet, it hashes and encrypts some
security values such as client IP address and Port number to
get an initial sequence value. When S;; get another syn request,
it also replies with the syn+ack. When Sj; receives an ack, it
verifies the ack by hashing and then comparing with the initial
sequence value. If both the values are same then the superpeer
allocates data section to handle the data section.

IV.SECURITY MECHANISMS

It is very difficult to define a security mechanism that can
remove all the wvulnerabilities of existing peer-to-peer
overlays. In this section we discuss how cryptographic
solutions can be useful in developing a secure peer-to-peer
network.

Cryptography is an art and science of achieving security by
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encoding messages to make them non-readable. Among the
various cryptographic tools, encryption and authentication are
two most commonly used crypto primitives. Encryption is the
conversion of plain text or data into unintelligible form by
means of a reversible translation, based on a translation table
or algorithm. Symmetric key encryption algorithm and
asymmetric key encryption algorithms are the two types. The
first one uses the same key for both encryption and decryption
while the later uses two different keys for encryption and
decryption. Examples of symmetric key encryption algorithms
include Data Encryption Standard (DES) and Advance
Encryption Standard (AES), which are standardized by
National Institute of Standards. Example of asymmetric key
encryption algorithm is RSA algorithm, which involve the
finding of two large prime numbers.

Encryption is very much useful in BST overlay structure
security. If the confidential information is encrypted, then
even if the attacker peer able to get the message when it is
transmitting over an insecure BST network, he cannot decrypt
it without a proper decryption algorithm. Thus the security
risks will be subsequently reduced.

Authentication is another security tool in computer science.
It ensures that the origin of a electronic message or document
have been correctly identified. It guarantees that an object is in
fact who or what that object declares itself to be. It can also
play positive roles in BST overlay structure security. For
example, combining secure authentication of each peer with
message encryption, a BST system can prevent eavesdropping
attacks.

V.CONCLUSION

In this paper, we present the different types of security
measures in the overlay structure based on m-Binary Search
Tree (BST). We present four basic types of security attacks in
this model namely index poisoning, eclipse, pollution and syn
flooding attacks. The defending actions against these attacks
have also been clarified. Then we present how cryptographic
solutions such as encryption and authentication can be useful
in developing a secure overlay structure based on m-Binary
Search Tree.
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