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Abstract—Every organization is continually subject to new
damages and threats which can be resulted from their operations or
their goal accomplishment. Methods of providing the security of
space and applied tools have been widely changed with increasing
application and development of information technology (IT). From
this viewpoint, information security management systems were
evolved to construct and prevent reiterating the experienced methods.
In general, the correct response in information security management
systems requires correct decision making, which in turn requires the
comprehensive effort of managers and everyone involved in each
plan or decision making. Obviously, al aspects of work or decision
are not defined in all decision making conditions; therefore, the
possible or certain risks should be considered when making
decisions. Thisis the subject of risk management and it can influence
the decisions. Investigation of different approaches in the field of risk
management demonstrates their progress from quantitative to
qualitative methods with a process approach.
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|. INTRODUCTION

NFORMATION technology (IT) is of a vital role in many

modern informational organizations. Nowadays, the IT

infrastructure in organizations is situated within an
environment where the number of enemies and invaders who
do not like the continuous, safe and helpful existing of
computer systems, is increasingly grown. Unfortunately, many
organizations cannot react appropriately against new security
threats in appropriate time and before the computer systems
are abused.

Decreasing the time needed to react against the security
threats and increasing the efficiency are common needs of
organizations and users. In order to provide the appropriate
and organized reaction against security threats, the security
risk management has become an essential need in I T institutes.
At present, the digital information which is accessible, reliable
and protected against possible risks is widely used. This has
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confronted the individuals and organizations with a new
category of threats which influence the existent information.

In many organizations, the need for security risk
management is felt after a small security event like virus
infection of a computer or attacking the organization’s
website. The security issues and problems will rise with
increasing and intensification of attacks. The organizations are
disappointed in rational confronting with the security problems
and will resort to passive solutions for their security
problems.[1]

Unrestrained increase of successful network-based attacks
proves the necessity of implementation of a preventive
approach (rather than the passive approach) in security risk
management for many organizations.

IlI.  OBJECTIVE

The main goals of an organization may include preserving
the organization entity and preserving its phase in customers’,
staff’s, managers’ and investors’ minds. These will not be
achieved only through unreal classification of documents and
information and using the information security labels (secret
...), taking separate rooms and sites for information processing
equipment, entrance limitations in some places and setting
passwords for accessing the systems.[2]

To make safe the movable or immovable, human and
immaterial properties of the organization, some planning-
related activities are necessary. The planning for preserving
the organization resources can be claimed to be relatively
performed when the planning covers different aspects of
properties preservation, the necessary news and educations
have been offered to al staff in al levels, the necessary
controls for property preservation have been defined and
implemented, the safety-related responsibilities have been
defined and assigned, all activities are periodically revised and
optimized, and the organization’s survival conditions are
specified and provided.

The main method to achieve the above goal is establishing
an information security management system.[3]

I11.  IMPORTANCE OF INFORMATION SECURITY

Information, their supporting processes, systems and
networks are considered as important business capitals.
Information privacy, accuracy and accessibility are the bases
of immanency in area of competition, helpfulness, accurate
performance and economical impact. Organizations and their
networks and information systems are increasingly threaten
with different types of security risks. These risks include:
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Inhibition by means of computer, spying, internal obstructions,
targeted obstructions, water and fire

The damage resources such as computer viruses, computer
hacking and denial of service attacks have been increasingly
common, influent and complex.[4]

Depending upon the type of the tools, the information
systems and services of the organizations have become
extremely vulnerable against security threats. Connections
between public and private networks and sharing of the
available information resources have increased the problemsin
accessibility control. The tendency to distributed computer
environments has decreased the efficiency of concentrated and
specialized controls.

Most information systems are not designed secure.
Technical tools are limited in offering the security, and such
limitations should be encountered through appropriate
procedures and management. Specifying the required types of
controls necessitates the accurate design and considering the
components.

Information security management requires participation of
al staff, suppliers, customers, copartners and up and down
parts. Making use of counseling and the expert information out
of the organization is also necessary.

Information security controls will be much inexpensive and
efficient when they are paid attention in design and needs
assessment stages.[5]

IV. DIFFERENT MANAGEMENT APPROACHES TO THE
INFORMATION SECURITY PROBLEM

Executive and medium managers who directly work with
computers are thoroughly aware of security needs of their
systems. They know their systems and their weaknesses.
However, the upper or superior managers do not use
computers or do not have enough awareness of performance of
their organization’s information systems, due to being busy.
Defining long-term strategies to deal with the security problem
is dependent on decisions made by upper strategic managersin
each organization. It is the duty of executive and medium
managers to create in upper managers’ minds an appropriate
picture of the need to allocate enough power and budget to this
vital issue in the organization.[6]

V. HOW TO PROVIDE THE SECURITY NEEDS

Providing the organization with its security needs is the
most essential subject in this context, which is achieved as
followed:[7]

- The first way to get secure is identifying the risks the

organization is faced with. In this way, the threats to
properties are determined. The vulnerabilities and
their probability of occurrence are assessed and their
potential impacts are estimated.

- The second determinant factor is legal, pend,
supervisory and formal conditions determined for the
organization, its copartners, contract partners and
service suppliers.

- The third factor includes a defined set of concepts,
goals and information processing conditions specified
by the organization in order to support its
performance.

V. INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS)
When the first information security management standard
was published in 1995, systematic approach to making safe
and secure information exchange environments was formed. In
this approach, the security of information exchange
environments for the organizations cannot be abruptly
provided, and this should be performed gradualy in a cycle
including design, implementation, evaluation and modification
stages. For this purpose, each organization is required to
perform the following activities based on a specific
methodology:[8]
1. Preparing the security plans and projects needed by the
organization
2. Preparing the devices and tools needed for continuous
safety of the information exchange environment of
the organization
3. Implementation of security plans and projects of the
organization

VI. RISK MANAGEMENT METHODOLOGIES

In this stage, the main objective is to identify the relevant
threats, damages and risks. Due to being systematic and
comprehensive, this procedure ensures us that no risk is
inadvertently skipped over. In this stage, it is very important to
identify all risks, regardless of those which may previously
been identified or controlled by the organization.

The first step includes preparing a full list of sources of
threats, risks and events which may influence the achievement
of each of organization’s goals. These events may have
preventive, decreasing, delaying or facilitating effect on goal
achievement.

Generally, arisk can be identified from the following:[9]

a) Its source (for example, in an ingtitute it may include
nonconformist staff, untrained staff, competitors,
governments ...)

b) Specific activities and events (such as unallowable
information release ...)

c) Conseguences and effects (for example, service
inaccessibility, loss or profit in the market, increase
of the regulations, increase or decrease of
universality, crime ...)

d) A specific cause of events (for example, error in
system design, individual interference, prediction or
error in prediction of the competitor’s activities)

€) Preventive controls and mechanisms (for example,
access diagnosis and control systems, policies,
security training, market research and market
monitoring)
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f) Time and place of events

High-quality information and sufficient knowledge of the
organization and its internal and external environment plays an
important role in risk identification. Previous information on
the organization or other similar (competitive or non-
competitive) organizations can also be helpful in accurate
prediction of those events which the organization has not yet
been faced with.

The following techniques can be used in choosing the risk
identification methodology:[10]

- Brainstorming technique

- Structura techniques, such as flowchart, system design
browsing, analysis of the systems, studying the risks
and their probability, and operational models

Identification of strategic process risks, using other general
structures like “what-if” and analysis of the scenarios in use.

The information obtained from this stage is the first input
for decision-makers, telling them which risks they are faced
with and what is the most efficient methodology considering
the related costs.

Risk analysisincludes:;[11]

- Concentrated test of risk sources

- Their positive and negative impacts

- Probability of occurrence, consequences, and their
impact coefficients

- Evaluation of controls or the available processing
which minimizes the negative or positive impacts of
the risk (these controls can be obtained from a large
number of standards)

The risk level is calculated by statistica analyses and
integrative calculation of the probability and the impact of
risks. All formulations and methods used for such integration
should be compatible with the crisis state mentioned in risk
management definitions.

The information used in calculation of the probability and
impact of the risk is usualy estimated from these
resources:[11]

- Prior experience or saved information (such as event
reports)

- Reliable methods,
standards

- Market analysis

- Primary models and experiences

- Economical, engineering or other models

- The expert opinions

Risk analysis techniques include:[11]
- Interview with the expert and using a questionnaire

- Using the avail able simulators and models

instructions or international

Checklist and itsitems

A checklist contains a number of questions in form of a
checklist. The questions are designed by the target society in
order to find which of the security tasks should be performed

in a control form and which should be considered in planning
form. Checklist can be a useful tool in managing the control
tasks and their related status.[4]

Questionnaire and itsitems

A questionnaire is also alist of questions, but prepared with
a different purpose. Filling in a questionnaire helps prepare a
list of active assets, possible threats and executive controls.
Risk analysis can be qudlitative, semi-quantitative, quantitative
or a combination of al. We give a brief description of each
type of analysis.

- Qualitative analysis can be used in the following
cases:[4]

e A primary evauation for identifying the future
risks and analyzing their details

o Representing the intangible risks (such as validity,
culture and picture of the organization ...)

e When acceptable or quantitative information or
sources for the quantitative statistical approach
arerare

- Semi-quantitative analysis
Semi-quantitative analysis is intended for assigning
values to qualitative evaluations. These numbers are
not usually real values and have an index role, which
isthe pre-requisite of a qualitative approach.
- Quantitative analysis
In this type of analysis, the values are assigned to
both risk impacts and risk probabilities. This
information is obtained from different resources. The
quality of the analysis depends on the assigned values
and the accuracy of the models used.[4]

The risk impact could be obtained by evaluation and
processing the results of different events or by estimating from
previous information or experimental investigations. Results
can be reported in different conditions:[8]

e Financia

e Technica

e Operational
e Human

VIl. THE COMPREHENSIVE QUANTITATIVE RISK EVALUATION
MODEL

The quantitative model is based on the attacks, the
consequences of attacks, the countermeasures, the effects of
countermeasures, and two main output or index types. These
main outputs are:

- Riskvalue (VAR)

- Risk rate of capita return (PROI) which is the
difference between the net profit of preventive
activities and the cost of each control measure to
control the security risks.[12]

To obtain the VAR and PROI indices, the types of attacks
and their frequency of occurrence in the last year is necessary
as the input. Using this information and the percentage of
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attacks it covers, the number of attacks in a given year could
be predicted.

In this method, a key hypothesis is emphasized; i.e. the
close past is a good guide to what happens in the future. In
other words, the security threats are expected to only dightly
change, relative to the last year.[13]

For the threat i, the frequency of occurrence is denoted with
Fi and the coverage with Gi (<1). The coverage represents the
amount of information saved and stored in comparison with
the number of events actually happened. The ideal state is
Gi=1. The following eguation gives an estimation of the
number of attacks occurred:[13]

Another input parameter of the model is the efficiency of the
countermeasure against any threat. For any countermeasure i
against the threat j, the efficiency is denoted with Cij.

The probability that all countermeasures fail against the
attack i, is:[13]

This equation represents the hypothesis that all
countermeasures are independent on each other.

The number of attacks occurring in the absence of any
countermeasures against threats is obtained from:[13]

And the number of attacks occurring in the presence of
countermeasures is obtained as followed:[13]

There is an important difference between a specia threat
and its consequences. The countermeasures can neutralize the
attacks, but it is the attack consequences which influences the
organization. The relationship between the attacks and their
consequences is demonstrated by a matrix (aij). For example,
the attack i can result in two consequences. The first is missing
al information by 100% probability, and the second is
inaccessibility of the allowed users by 70% probability. Thus,
aij=1 and ai,2=0.7, and for other consequences of threats,
ai,j=0.[13]

In this stage, we should consider the losses resulted from
attacks. One of such cases is when we consider the annual
salary of an expert, denoted with M. The daily cost of an
expert is estimated by the equation: P = 1.5M/365, where 1.5
is a factor representing taxes, insurance costs and other
overhead costs. The cost P helps estimate the expected amount
of losses.

As an input parameter, the days an expert has spent on the
following attempts and activities should & so be considered:[9]

1. Attempts and activities to identify an attack

2. Attempts and activities to report an attack

3. Attempts and activities to fix the damages due to the
attack

4. Attempts and activities to specify the loss of
organization’s reputation as a result of the attack

For each attack j, we define the nominal loss as followed:[9]
where C is the cost parameter which is not present in other
elements, and Djk is the amount of loss, in which k represents
the four types of losses resulting from the attacks
(identification, report, fixing the damages and reconstruction,
and backup).

The expected loss ELi can be calculated by using the
nominal loss. In this calculation, the severity of the attack is
indicated by Sj,*. If consequences of an attack is ten-fold that

of an attack of the same type, the severity is denoted with
Sj,10, and if it is 100-fold or 1000-fold that of an attack of the
same type, the severity is indicated by Sj,100 and Sj,1000,
respectively. Therefore, we have:[13]

Through combining the previous outputs, the expected loss
in presence and in absence of countermeasures can be
calculated. Now, we can obtain the residual losses for
consequences of each attack, denoted by ELCJ. The related
equation resembles that of the expected loss in presence of
countermeasures:[13]

In previous sections, we considered and calculated the
residual risks and their effects. However, the profits gained
from any control or countermeasure should also be calculated
and considered in decision-making process. We indicate the
capital costs with r and a specific period in year with t. the
expected loss in the absence of countermeasures is calculated
as followed:[13]

Stage 1 is devoted to evaluation of superficia aspects of the
organization. During this stage, the analysis team defines the
conditions for evaluating the effects which will be later used
for risk evauation. Specifying the importance of the
organization’s properties and evaluation of its current security
methods are also performed in this stage.

The team members perform al activities and collect
additional information when needed. The team selects 3 to 5
important assets for a comprehensive analysis based on their
relative importance in the organization. Then, the security
needs and a threat profile are defined for each important
asset.[14]

During this stage, the analysis team performs high-level
monitoring of computer infrastructures within the organization,
focusing on areas in which the security is an essential need.
The team, first, analyzes how the individuals apply the
computer infrastructures to access the important assets.[14]

During the third stage, the team specifies the risks of the
important assets of the organization and decides on how to
encounter with them. Based on the analysis of collected
information, the team proposes a protective strategy for the
organization and a plan for decreasing the risks of important
assets.[14]

VII1.EVALUATION OF SECURITY RISKS OF A BANK

In order to analyze the effects of possible threats on assets
and equipment of a bank, the value-generating processes in the
bank were first identified through interview with the bank
experts and three degrees of importance, namely 1, 2, 3, were
assigned to the processes. This resulted in a classification of
services, shownin Fig. 1.

To identify the risks and their level, alist of all information
properties should first be prepared. In this step, al the
information properties of the bank were identified in the scope
of the information security management system of the bank.
The assets and their relevant services are listed in Table 1.

All possible threats should be recognized in this step and a
list should be prepared indicating al threats against the
information properties in the scope of project.
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Fig. 1 Classification of value-generating processes in the bank

Possible threats for the equipment and services of the bank
were first investigated. We considered four threat types for the
equipment, including hardware problems, software problems,
disconnection problems and physical threats. Then, alist of the
most important possible threats for the bank’s equipment was
prepared, as shown in Table 2.

For an elucidate analysis and simple results, the obtained
qualitative results were converted into quantitative values in
this phase, asindicated in Table 3.

Table 3: Conversion of qualitative parameters into
quantitative

In this step, the acceptable and inacceptable risks should be
determined.

Through analyses performed for al equipment, a detailed
list of threats was prepared. From this list, the threats able to
stop the bank services were extracted.

Firstly, the Pl index was defined as the product of values for
probabilities and effects, indicating the priority of the threat
before considering the priority of the service. The values for
priority of service were then included in the matrix of priority
of threat and values were assigned to threats based on the
value of their effect on processes in the organization.

In addition, the fina index was defined, representing the
amount of risk of each threat for each of the equipment
considering the importance of the relevant process. This index
is obtained by multiplying the Pl by the value for priority of
service.

Pl = Probability * Effect
Final index of the threat = Pl * Priority of service index

TABLEI
STANDARD THREATS MATRIX
Pl Index
1 2 3 4 6 9
Service | 1 Yellow | Yellow | Yellow | Yellow | Blue | Blue
Priority | 2 Yellow | Yellow | Blue Blue Red | Red
3 Red Red Blue Red Red Red

2- Switch

1-Firewalll Intermet Bank-Intermnet
Internet Bank-Intemet Web Site-ATM-
Web Site-Telephone Card&Shetab -
Bank-Sahab-Sms CoreBankmg-
Bank TelephoneBank-POS-
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InternetPayment
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InternetPayment Core Banking
17-Server 11 18-Server 12
Core Banking SmsBank

19-Server 13 H
ZO0-FirewallZ
BillPayment-

Inte t: t BillPayment-
i InternetPayment

Fig. 2 List of the bank’s assets and the utilizing services

TABLEII
LIST OF POSSIBLE THREATS

Problems in electrical 10 Data manipulation
systems
Disconnection 11 Non Repudiation
Inaccessibility to third 12 Information revelation
party services
Hardware problems 13 : .
Denial of service
(DoS)
Physical accessto 14 Incorrect usage by the
systems user
Natural events 15 Use of non-standard
equipment
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7 Hardware larceny 16 Inappropriate
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TABLEIII
ONES TO ANALYZE THE THREATS

grams -Non

Process importance Occurrence probability Threat effect Serverl -—-L"g;‘]'f == Inaccessibilty tothird party services
Ro_;tﬂ _|T:ch$lkon‘_‘ Disconnection
Tclcphon NonRepudiaTion—mcorredusage by
Switcl & Bank the user
] POS NonRepudlanon -incorrect usage by
. . - . L the user
As seen in Table 4, the zone 1 in the priority matrix was e iraccezsible, o thid part sar. ke -Tion

recognized, based on investigations, to contain threats of small

Server2 """-lweh slu—-lhm-mmmm- wage by the war- Out of date

effect on the bank’s business and was highlighted in yellow. ATM = Non Repudiation
] " LS I . 8 Threats '
Zone 2 contains threats of medium priority, highlighted in - Card& e
. . N uterd Shetah ™) Non Repudiation
blue. Zone 3 was recognized to contain the threats with large —Snee
Branch s Non Repudiation

effects on the bank’s business and was highlighted in red.

In this step, the risk related to each property was cal culated
based on mentioned equations and using the probability of
making use of the vulnerability and the amount of its effect.

Serv el‘:— Scha:gf [

; " Eranch

Extracting the hazardous threats Intemet

The effects of al threats on the equipment in the bank were

. . . . . ) Server? ._.'CureBank_ Inaccessibility to third party services
investigated in the previous step and the final index of threat

ing

. L . CoreBank e : .
was calculated using the priorities of processes in the bank Bemet ~ciiony ~~JnaccessbRytothird pactysemvices

enlteﬂ Cu?;‘;ank—-l Inaccessibility to third party services

which were specified by clientele. Threats which, if occurred,

lead to hazardous effects on the bank’s regular services were
extracted (considering the occurrence probabilities). Table 5
indicates the threats which, if occurred for related equipment
or specific services, result in severe and occasionaly
destructive effects on electronic services of the bank.

Snurlil-—-l ATM —Llnaccessibilits;tothird party services

Fig. 3 Hazardous threats
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