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Abstract—The advanced information technology is becoming an
important factor in the development of financial services industry,
especially the banking industry. It has introduced new ways of
delivering banking to the customer, such as Internet Banking. Banks
began to look at electronic banking (e-banking) as a means to replace
some of their traditional branch functions using the Internet as a new
distribution channel. Some consumers have at least more than one
account, and across banks, and access these accounts using e-banking
services. To look at the current net worth position, customers have to
login to each of their accounts and get the details and work on
consolidation. This not only takes ample time but it is a repetitive
activity at a specified frequency. To address this point, an account
aggregation concept is added as a solution. E-banking account
aggregation, as one of the e-banking types, appeared to build a
stronger relationship with customers. Account Aggregation Service
generally refers to a service that allows customers to manage their
bank accounts maintained in different institutions through a common
Internet banking operating a platform, with a high concern to security
and privacy. This paper presents an overview of an e-banking
account aggregation approach as a new service in the e-banking field.

Keywords—E-banking, security, account aggregation, enterprise
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I. INTRODUCTION

HE advanced financial services industry is driving

ongoing changes in banking. E-banking first started with
the use of software and private networks, and refers to the
provision of retail and small value banking products and
services through electronic channels. It started with the use of
ATMs (Automated Teller Machines) and telephone
transactions, and recently, it has been transformed by the
Internet. Burr [1] describes it as an electronic connection
between bank and customer in order to prepare, manage and
control financial transactions.

The development of an Internet electronic payment system
provides opportunities for the creation of completely new sets
of global and national trading relationships. The Internet offers
the possibility of ‘open systems’ payment and settlement
systems that operate in parallel to existing, more traditional
bank-based networks. E-banking has many services and
capabilities to offer. With this new approach, many people are
discovering that they can do from home the things they used to
go to the bank to do. Customer satisfaction is a key parameter
for banks to ascertain how effectively the web furthers their
objectives of customer acquisition. A lot of consumers have
more than one account across different banks and they have to
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login their accounts separately. This process is a time
consuming and repetitive activity. With the recent
advancement of the financial industry and to grow the
consumer acceptance of the services, e- banking has
popularized a new service called: account aggregation as a
solution to this problem. Account aggregation is the process of
collecting a consumer’s information, reformatting it and
presenting it back to the consumer. This allows the consumer
to get a picture of their financial position as a whole, without
having to log in separately to the websites of all of their
financial institutions. Most aggregation services can also
aggregate non-financial accounts, such as email and frequent
flyer accounts, as well as news and information services.
Account aggregation has also raised the issue of security. It
must be highly secured, to ensure the integrity of the
aggregated information [2], [3].

This paper presents in Section II the services that are
offered by e-banking systems and discusses the impact of e-
banking on banks’ performance and consumers’ behavior. In
Section III we will see a detailed view of account aggregation
services including definitions, approaches and techniques to
be used. A case study will be explained in Section IV. Section
V describes the risks and challenges of using account
aggregation approach. In Section VI we will discuss how to
control and manage those risks. Finally, conclusion and future.

II. E-BANKING CONSUMER’S ACCOUNT

Internet Banking service enables the consumers to do their
banking transactions anytime, anywhere with convenience and
security [4]. The common features of e-banking are:

e View and manage account details.
e Inquire about credit card details, balance, and make

payments.
e Transfer money to other beneficiaries’ accounts.
e Pay bills.

e Pay MOI services (passport services, civil services, and
traffic).

e Activate, modify and cancel standing orders.

e  Subscribe and make IPO transactions.

e Inquire about investment portfolio(s).

e Display current loans and time deposits.

e Add, edit or delete beneficiaries.

The Banking and Financial Industry (BFI) has encountered
three significant changes; the combined strength of the
industry, the diffusion of Internet banking, and the increased
freedom to combine banking with other financial services,
especially through the Internet.

On the consumer side, many researchers examine
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consumers’ behavior towards innovation differently. Some
studies showed that due to perceived security risk, lack of
comfort with computer technology, either due to a lack of
awareness or age factor, as well as a host of other reasons, the
Internet channel did not appear to be significantly viable or
accepted warmly or quickly by consumers [5], [6].

III. E-BANKING AGGREGATION SERVICES

Account aggregation service is defined as a service that
collects financial information transparently from multiple
sources and analyses it. The aggregator (an entity of financial
aggregation service) usually collects the information from
banks, credit card issuers, utility companies and insurance
companies (called "account holders"), but can also collect it
from other websites like airlines' frequent flyer sites, and news
and weather sources. This service allows consumers to view,
on a single web page, information from their online accounts
with a range of institutions. This allows the consumer to get a
picture of their financial position as a whole, without having to
log in separately to the websites of all of their financial
institutions [7].

The early account aggregation services provided only

account information, which was aggregated from multiple
financial institutions. However, today’s aggregators offer a
variety of services, such as account summaries from multiple
financial institutions, transaction histories of accounts and
credit cards, and the status of frequent flyer’s mileage
accounts.
This service provides great benefits to consumers — in
convenience, flexibility, and more efficient personal financial
management. By viewing all of their accounts and other
information at one place, consumers can save time. In
addition, as only one password is needed to access the
aggregation service, consumers do not need to remember or
record the various passwords and usernames that are needed
for each of the relevant websites. The account aggregation
services present an opportunity by which financial institutions
can build stronger relationships with customers. Such services
can increase the overall number of visitors, the duration of
visits, and the number of repeat visits.

Two things have to be in place in order for an account
aggregation provider to access an online account. First, the
financial institution must offer online access. And second, the
account owner must have established online access by creating
a username and password to access the account at the financial
institution website. In theory, there is no limit to the type of
information that can be collated by an account aggregation
service. However, the information accessed generally falls into
two types [8], [9]:

e Information that can only be viewed by entering a
username and password (e.g. financial account balances,
frequent flyer point balances, personal email accounts,
etc.); and,

e Information that is publicly available (e.g. lifestyle
information such as news, weather, travel specials, stock
quotes, store specials, etc.).

To register with and use an aggregation service, a consumer

needs to:

e Nominate a username and password to access the service;

e Nominate websites and the information to be collected
from those websites; and,

e Enter the consumer's username and password for each
website where the consumer must be identified before the
personal information can be retrieved.

Once registered with an aggregation service, the consumer
can access all of their nominated financial and other
information simply by logging onto the aggregation service.
Thus, the consumer needs to remember only one username
and password [10].

A. Approaches

In this section, we classify aggregator types and their
methods for implementing their services. The financial
aggregators can be classified into four types; relationship,
comparison, Intranet, and Internet, based on the information
sources and the purpose of the aggregators as defined below:

e Relationship type: an aggregator who collects and
displays various types of information related to a
customer obtained from multiple organizations.

e Comparison type: an aggregator who collects and displays
the same information for a similar commodity, for
comparison purposes.

e Internet type: an independent aggregator of information,
which has no affiliations, is not constrained by tie-ups and
contracts, who collects information freely from anywhere
on the Web.

e Intranet type: an aggregator that collects information
within the same group within its website.

Most aggregators fall into more than one type rather than
fitting precisely into one classification. The need to display
customized data and collect information from a broad
spectrum is increasingly important as customers’ needs
become more diverse and competition among aggregators
intensifies. In addition, we have identified two other
classifications based on how the aggregator implements the
aggregation service: application service and agent software:

1. Application service implementation: the aggregator
collects information and a user can request data by using a
web browser. In this method, the aggregation service can
be accessed via any terminal capable of displaying the
aggregator’s website. However, security becomes an issue
because access requires that an account number and
personal identification number (PIN) be sent to the
aggregator.

2. Agent software implementation: the software resides on
each user’s device, such as a PC, that collects and
displays information. In this case, the account number and
PIN are retained in the user’s terminal. However, it is
usually necessary to download software to use this
service. Agent software also has two sub-categories: MS
Money represents one type and eWise represents the other
type [11]:

a. MS Money mainly processes at the user’s PC and it
provides a variety of services such as portfolio simulation,

1592



International Journal of Business, Human and Social Sciences
ISSN: 2517-9411
Vol:10, No:5, 2016

loan and mortgage calculations, and tax advice. Users
have to purchase the software and install it on their own
PC. If the service changes, users must purchase the new
version of software.

b. EWise does much of its processing at the service
provider’s server, and most of its software is free. The
software to be run on the user’s PC is smaller than the MS
Money type and downloadable via the Internet. Therefore,
service providers can easily add to or change the service
content.

The early account aggregators were only the application
service type. Users who were concerned about security
introduced the agent software type aggregator because of
strong demand.

B. Techniques

Currently, account aggregators gather a consumer's account
and other information by accessing a web site with customer's
login name and password, through direct feed arrangements or
through screen-scraping technology:

1. Direct feed: is used if there is an agreement between
account holder and the aggregator allowing direct
transmission of account data to the aggregator.

2. Screen scraping: takes place without the account holder's
knowledge. The screen scraping aggregator logs into an
account holder's website using a consumer's login name
and password; when the information is displayed, the
aggregator can copy the account balances directly from
the screen. The data can be reformatted and presented to
the consumer on a summary screen on the aggregator's
website. The aggregator does not offer the customer the
ability to perform transactions through the summary
screen [12].

By automating this process, a financial aggregator can

gather all the financial information needed by the user and
show it in one place.

IV. CASE STUDY

In this case study we will review a Vayana bank, it provides
the account aggregation service to its customers. The link site:
www.Vayana.in. Vayana is a premier financial services
company, driven by the compelling vision to develop solutions
that enable enterprises engaged in exchanging commercial
information, making payments, settling and financing
transactions. They are currently serving a number of banks
with flexible, scalable and customizable solutions for delivery
channels and specialized financial transactions. SolutionNET
suite of products are owned, implemented and supported by
Vayana.

SolutionNet Account aggregation, a pluggable component
was deployed in the Corporate Online Banking of the bank.

This product helped provider bank’s customers in having a
consolidated view of all their accounts within the bank and
other agreed banks with the SWIFT interface. This product
also helped in better finance management, cash flow, and view
of current net worth position daily. An option to download
statements into an Excel PDF is also provided for customers.
This not only helped enterprise customers of the bank, but also
the bank to gain visibility of their customer’s transactions with
other banks and convert them as business. Other benefits to
banks include, more corporate registration, indirect revenue on
aggregation registration/maintenance charges. Fig. 1 shows
the sample screen of consolidated accounts of the Vayana
bank.

Balance >> Summary

Summary
Company "’ ALL COMPANIES 3
Bank " ALL BANKS 53
Branch® ALL BRANCHES |
Account’ ALL ACCOUNTS ]
Currency’ ALL £3
Download Type"’ Ccsv [+
* Marked Fields are Mandstory m
Sr No. Account No. Currency Account Branch Unclear Funds Available Balance
1 00600930000096 INR 0.00 697,378,131
Total 1 0.00 697,378,131.
[ came:— R
Sr No. Account No. Currency Account Branch Unclear Funds Awvailable Balance
T O 007890234678 INR TNAGAR CHEMNAIL 0.00 60000
2 0 9870968765412 INR TNAGAR CHEMNAIL 0.00 60000
Total 2 120000.
I e v
Sr No. Account No. Currency Account Branch Unclear Funds Available Balance
-3 0 010200051150 AED TNAGR-CHENNAT 0.00 60000

Total 1

60000.0

Fig. 1 Sample Screen of consolidated accounts [2]
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V.RISKS AND CHALLENGES

In light of the growing customers’ demand for Internet
banking account aggregation services, we need to set out the
risks and challenges it creates from both the bank and
customer point of view [13]:

A. Bank’s Point of View

Banks engaged in aggregation services are exposed to many
risks, some of them are:

a) Transaction/Operations Risk: The highly sensitive nature
of the information collected and stored by aggregators
greatly increases the risk associated with aggregation
services. The aggregator's ability to protect stored
customer IDs and passwords, and to provide accurate and
timely delivery of information from the customer's
accounts, is the most significant factor in assessing the
level of operations risk in aggregation services.

b) Strategic Risk: Tt is the second highest exposure in
aggregation services. Because aggregation is at an early
stage of development and customer acceptance is low,
banks should consider how evolving standards and
customer acceptance for aggregation services may affect
electronic banking strategies. Further, reliance on third
party service providers introduces strategic risks that
banks should consider

¢) Reputation Risk: Tt is another significant consideration in
aggregation services. The viability of aggregation services
depends heavily on meeting customer expectations,
including availability, confidentiality, data integrity, and
overall service quality. Moreover, as customer acceptance
grows, customers are more likely to use the service. But
failure to meet customer expectations can undermine
customer confidence and trust, and will result in
discontinued use of the service.

B. Customer’s Point of View

Account aggregation services generate a range of customer
and regulatory issues. We will briefly explain them in this
section:

a) Disclosure: One of the important issues for customers
using aggregation services is adequate disclosure.
Customers need clear, simple and upfront disclosure of

relevant information. Aggregators should provide
information on at least the following matters:
*  Privacy.

*  Terms and conditions, liability and risk.

*  Security.

*  Availability of complaints and dispute resolution
processes.

*  Identity of aggregator.

*  Relationship between the aggregator and financial
institutions.  Financial institutions should inform
customers on their views on using aggregation services.

b) Liability: The second major issue that we see for
customers using aggregation services is that of liability.
Customers need to understand clearly how liability for
loss will be allocated between themselves, the aggregation

service, and their financial institutions. A key area of
concern is whether, and in what circumstances, consumers
will be liable for unauthorized transactions that occur on
an account that can be accessed by an aggregation service.
¢) Complaints Process: Aggregators should have clear and
accessible information about the process for making and
resolving consumer complaints about the aggregation
service or its operation. Ensuring that consumers have
access to appropriate processes for complaints and dispute
resolution can help to build trust and confidence.

d) Security: For customers, security issues include the
security of their information as it is transmitted when the
aggregation service is used, and the physical and
electronic security of the location where account
information is stored. Therefore, aggregators should
inform customers about the security measures taken to
safeguard their information, both in transmission and in
storage, and also the level of data protection that they can
provide against such matters.

e) Privacy: Tt is a keen concern for customers. An
aggregator's privacy policy should advise the customer
about different things like: who has access to a customer’s
personal information, how that information will be used,
and how can customers access their personal information.
In addition, aggregators that collect personal information
should advise customers about each particular instance of
collection. After the personal information is collected
customers should be aware of the identity of the
aggregators and how to contact them [14], [15].

VI. RISK MANAGEMENT CONTROL

Aggregator banks should establish appropriate risk
management controls, including procedures to monitor
developments and ensure they remain main in compliance
with legal and regulatory requirements. Therefore, it is
required to discuss and implement effective risk management
controls according to the following points:

A. Acceptable Business Models

Authorized institution should ensure that only the following
types of bank accounts are allowed to be included in the
service:

*  For personal internal banking, authorized institution
should only allow a customer to aggregate bank accounts
that belong to him individually or jointly with other
individuals.

*  For business/corporate internet banking, authorized
institution should only allow a business customer to
aggregate bank accounts that are owned by the same
company, the companies within the same group, or the
same person/entity who has ownership in the companies.

B. Data Privacy Concerns

If Account Aggregation Service involves the transfer of
customers’ personal data between local and overseas
locations, and it is important for Als to disclose clearly and
prominently to their customers the jurisdictions or locations
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where the data are transmitted and stored. The disclosure
should be made when customers subscribe to the service or
whenever such an arrangement is made.

C.Technology-Related Issues

To address the potential technology-related risks,
authorized institution should satisfy among the following
requirements:

*  The authorized institution involved should perform a
formal risk assessment at least once a year, to determine if
any further independent assessments are necessary, and if
so, the frequency and scope of such independent
assessments.

*  Effective controls should be established to ensure that
customer data is kept confidential and will not be
divulged to any person without the customer’s consent.
Access to customer data should be controlled by effective
and adequate authentication mechanisms associated with
proper access control rules.

D.Legal and Reputational Risk Management

To protect banks against business, legal and reputation risk,
e-banking services must be delivered on a consistent and
timely basis in accordance with high customer expectations
for constant and rapid availability and potentially high
transaction demand. The bank must have the ability to deliver
e-banking services to all end-users and be able to maintain
such availability in all circumstances.

E. Customer Protection

Authorized institution should establish appropriate
customer complaint handling procedures and internal
guidelines for apportioning liability and settling customers’
claims for financial loss. Fair and balanced terms and
conditions in relation to customer protection should be
included in the customer agreement for Account Aggregation
Service. Appropriate legal advice should be sought in this
regard when preparing customer agreements [16].

VII. CONCLUSION

The ability to aggregate financial information from
consumers will also enable promotional efforts that are a key
element to the future of bank marketing. Bankers can rely on
dashboards that analyze data by demographics, account size,
cards, spending category and geography to guide new product
offerings and promotions, and to better target customer
segments, ultimately increasing the number and profitability
of accounts. As an added bonus, increased accounts per
customer will result in higher profitability and retention rates.

Unfortunately, most bankers do not consider aggregation
one of their top initiatives for 2012; the plans may be maxed
out with service and compliance initiatives. However,
aggregation should be an integral component to the self-
service platforms. An aggregated platform can change
Internet, mobile banking and PFM (Personal Financial
Management) services from a necessary cost to a source of
knowledge, power and profit.

[3]
(6]
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