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Abstract—The Address Resolution Protocol (ARP) is used by
computers to map logical addresses (IP) to physical addresses
(MAC). However ARP is an al trusting protocol and is stateless
which makes it vulnerable to many ARP cache poisoning attacks
such as Man-in-the-Middle (MITM) and Denia of service (DoS)
attacks. These flaws result in security breaches thus weakening the
appeal of the computer for exchange of sensitive data. In this paper
we describe ARP, outline several possible ARP cache poisoning
attacks and give the detailed of some attack scenarios in network
having both wired and wireless hosts. We have analyzed each of
proposed solutions, identify their strengths and limitations. Finaly
get that no solution offers a feasible solution. Hence, this paper
presents an efficient and secure version of ARP that is able to cope
up with all these types of attacks and is also afeasible solution. It isa
stateful protocol, by storing the information of the Request frame in
the ARP cache, to reduce the chances of various types of attacks in
ARP. It is more efficient and secure by broadcasting ARP Reply
frame in the network and storing related entries in the ARP cache
each time when communication take place.

Keywor ds—ARP cache poisoning, MITM, DoS

|. INTRODUCTION

DDRESS Resolution Protocol (ARP) resides in the

Network layer. In a LAN, each computer has a logical
(IP) address and a physical (MAC) address. To send a message
from one machine to other in the same or different network(s),
MAC address of the destination machine is required by the
source machine. Therefore to get the MAC address of
destination if absent in ARP cache of source, a mapping is
needed to be established between the IP address and the MAC
address. For this purpose ARP is used. From this it can be
understood that ARP is a very important part of the network
layer and a stateless protocol. Due to stateless property, ARP
have some inherent security flaws which make it vulnerable to
different ARP cache poisoning attacks such as MITM and DoS
attacks leading to leakage or damage of information.

Due to the importance of this problem, there have been
severa solutions proposed to solve it. We have analyzed that
no solution offers a feasible solution. So in this paper we
present an efficient and secure version of ARP that is able to
cope up with different types of attacks in ARP and aso
feasible solution. This modified protocol will retain al of the
good points of the origina one for ARP [12], but will block
off its security weaknesses leading to a more efficient and
secured network than existing by making it stateful. We term
this modified protocol the “Efficient and Secure Address
Resolution Protocol (ES-ARP)”. It is a stateful protocol, by
storing the information of the Request frame in the ARP cache,
to reduce the chances of various types of attacksin ARP.
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It is more efficient and secure by broadcasting ARP Reply
frame in the network and storing related entries in the ARP
cache each time when communication take place.

The rest of this paper is organized as follows. In Section |1
ARP is described and several possible ARP attacks are outline.
Section 111 gives the detailed of some attack scenarios. Section
IV provides a description of the existing solutions to deal with
ARP cache poisoning attacks. In Section V, we describe our
protocol. The details of algorithms and flowchart are discussed
in Section VI. Section VII discusses the comparison with
existing solutions. Results are in Section VIII. In Section IX
we conclude.

I1.PROBLEM DEFINITION

A. Address Resolution Protocol

Address Resolution Protocol (ARP) resides in the bottom
half of the Network layer of TCP/IP suite. In this layer, a host
is identified by its 32-bit IP address. But the Medium Access
Control (MAC) layer of the TCP/IP suite follows a different
addressing scheme [6]. An interface in the MAC layer is
identified by a 48-bit MAC address. When Network layer
receives a packet from the higher layers it checks the IP
address of the destination machine. If the destination machine
isin the same loca network as that of the sending machine, the
packet can be sent directly to the destination machine; else the
IP packet has to be routed via a router [6]. To send the packet
directly to the destination machine, the network layer needs to
know the MAC address of the destination machine. The
network layer of the TCP/IP suite accomplishes this by using
ARP. ARP dynamically maps the 32-bit IP address of a
machine to its 48-bit MAC address in a temporary memory
space caled the ARP cache. There are two types of ARP
messages that may be sent by the ARP protocol. One is ARP
Request and other is ARP Reply. ARP Request—-When a host
sends an ARP request, it fills in the ARP Request frame its IP
address, MAC address, type of ARP message and the target IP
address. Then the ARP request is broadcast to al the hosts in
the same LAN as the sending host [6]. The target MAC
addressfield is left blank for the host with the target 1P address
to fill in. ARP Reply-When a host receives an ARP request
containing its own |P address as the target IP address, it fills
its MAC address in the target MAC address field and the
operation field set to the opcode of the ARP reply. This packet
is directly sent only to the requesting machine, this process is
caled unicast. When the ARP reply is received by the
requesting machine it updates its ARP cache with the
requested MAC address.

Example of ARP Request and ARP Reply in ARP is as
follows:

1. Machine A wants to send a packet to D, but A only
knows IP address of D.

2. Machine A broadcasts ARP Request with |P address
of D asshownin Fig. 1.
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3. All machines on the local network receive the ARP Source host A wants to send some data to destinatist
Request which is broadcast. D. We will assume that none of the informationteed in the
4. Machine D replies with its MAC address by unicasARP cache on any of the hosts or routers. Sourct Wil
of ARP Reply as shown in Fig. 2 and update its ARBreate an IP packet addressed to 172.16.20.20Q. pHcket
cache with MAC of A. will be sent to the data link layer where it needsMAC
5. Machine A adds MAC address of D to its ARP cacheaddress. Based on the subnet mask, source ho&nail that

6. Now Machine A can delivers packet directly to D.

Host A

Fig. 1 Host A broadcasts request for Host D

25

Host A

Host B Host C Host D

Fig. 2 Host D Replies to Host A (unicast)

Fig. 3 is showing whole process of the ARP operafir
more than one network. Source computer A has areaslof
172.16.10.100, it is connected to the 172.16.1@fvaork, a
subnet of 255.255.255.0 is assumed, and we will ttid
network 1, which is an Ethernet network. Destinatio
computer D has an address of 172.16.20.200, @risected to
the 172.16.20.0 network, a subnet of 255.255.255.0
assumed, and we will call this network 2 which isoaan
Ethernet network. Router interface e0 has an adddds
172.16.10.99 and router interface el has an addoéss

172.16.20.99. Router interfaces are connected te tﬁ

172.16.10.0 (network 1) and to the 172.16.20.0woek 2)
respectively.

Who has IP
172.16.20.200

Host B

] 172.16.10.200

00:00:0c:94:36:bb.

172.16.10.100
00:00:0c:94:36:2a

Subnet A

172.16.10.99
00:00:0c:94:36:ab

Subnet B

Host ¢
00:00:0c:94:36:cc

Me! With
00:00:0c:94:36:dd
:‘
172.16.20.200

Host D
00:00:0c:94:36:dd

Fig. 3 ARP operation for more than one network

the destination host is not on the same local nd&tw8o,
source host will send out an ARP request for tHauderouter
interface’s MAC address i.e. what is the MAC for
172.16.10.99. On receiving the MAC address, sobost will
send out the IP packet (still addressed to 1720180D)
encapsulated within a data link frame that is askid to the
MAC address of router interface eQ's interface etwork 1
(because routers have more than 1 interface thayheae
more than 1 MAC address, in this case each rousr th
Ethernet interface each with its own unique MACradd).

The routing table will also show the IP addresstf@r next
hop is 172.16.20.99. Router interface e0 will famvahe
frame to router interface el by asking for MAC oiuter
interface el and it will receive this frame anddséine data
portion up to the network layer (Layer 3). When tesu
interface el receives this frame it will do the eatiming that
router interface e0 did, it will send the IP packet to the
network layer (the packet is still addressed t0.1620.200).
The destination host will see that the data linanfe is
addressed to it and will pass the IP packet todteork layer.
At the network layer, the IP address will also rhateat of the
host and the data from the IP packet will be pasgetb the
transport layer. Each layer will examine the headed
determine where to pass it up to until eventuahg data
reaches the application running on the destindtast that has
been waiting for the data.

What is noticed is that through this whole procéBs
ddress never changes. The IP packet is alwayessiif to
72.16.20.200.

Since an ARP gets the message to the target maairiee
might wonder why bother with IP addresses in thet folace.
The reason is that ARP requests are broadcast theto
network, requiring every station in the subnet tocgss the
request.

B. ARP cache poisoning attacks

ARP cache poisoning is the technique by which teckér
maliciously modifies the mapping of an IP addressits
corresponding MAC address in the ARP cache of amdibst
[6] by sending spoofed ARP reply. So this techniggi@lso
called ARP spoofing.

In Fig. 4 the attacker is Host C. It executes tiPACache
Poisoning attack by sending a spoofed ARP repliAdst A
saying that ‘IP address of Host B maps to MAC aslref
Host C’ and a spoofed ARP reply to Host B sayingt thP
address of Host A maps to the MAC address of HasARP
is a stateless protocol and replies are not checgainst
pending requests. Hence Host A and Host B will tpdaeir
ARP cache with the mapping received in the ARPieepl

1046



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:6, No:8, 2012

II. ATTACK SCENARIOS

ARP cache poisoning is an attack having a stroferein
LANS, i.e., all hosts connected to the same switcthub as
that of a malicious host is vulnerable to this clttaAccess
points act as hubs for wireless networks and advrafges
between wireless networks and wired networks. Tétmikkd
of some attack scenarios in network having botredviand
wireless hosts are as follows

@ ARP Reply: ARP Reply:
Q 1P of B has \§ IP of A has S
MACC Q) MACC Q b)
Host A Host C Host B

Fig. 4 Host C performing ARP cache poisonigick on A.A.ttackmg wired clients using a wireless client
Host A & Host B A wireless attacker can perform a MITM attack agaiwo

. . machines on the wired network connected to the sawiteh

C. Man-in-the-Middle (MITM) attack through the access point. In this scenario as shiowig. 7, a

Once the ARP caches of Host A and Host B are petson wireless client, the Attacker, sends a spoofed ARBket to
Host A will send all the traffic destined for Hd3f to Host C.  Host A stating that Host B's IP address is mappedhe
Similarly Host B will send all traffic destined fdfost A, to  Attacker's MAC address. Similarly the Attacker send
Host C. Host C can now read all the traffic betwetst A spoofed ARP packet to Host B stating that HostIR'sddress
and Host B. If Host C forwards the packets, afteading has the Attacker's MAC address. Thus the Attackisgns
them, to the actual destination machine, then osbd Host the ARP caches of Hosts A and B, thereby diredtiegtraffic
B will not even detect that they are being attackehis is @ petween them to go through the Attacker [11].

Man-in-the-Middle attack by which the attacker chwvert the
traffic passing between two machines to pass via[8].

/ ;:;;
To Host B

In Fig. 5 the attacker is Host C. Host C can ditleettraffic
passing between two machines to pass via him

Attacker

Fig. 7 Wireless client attacking wired clients

Packet Destined @) Forwarded ]
for IP B Packet
HostA o MHow€ HostB B.Attacking a wireless client and a wired client
Fig. 5 Man-in-the-middle (MITM) attack A wireless attacker can perform a MITM attack aghia
wireless client connected to a machine on the hubwdtch
that the access point is connected to. In Figh8, Attacker
sends spoofed ARP packets to wired Host B and ‘@4gel
Host A, thereby poisoning their ARP caches. Bothittims
are in the same broadcast domain as that of tlaeldt, hence
spoofed ARP packets will reach the victims [11].

D. Denial-of-Service (DoS) attack

A Denial-of-Service attack is an attempt to malkeaputer
resource unavailable to its intended users. It gdiyeconsists
of the concerted efforts of a person, or multipeople to
prevent the service from functioning efficiently.i$ slightly
different from MITM attack, when the attacker doest
forward the packets, after reading them, to theuact
destination machine. This is callB&nial-of-Service attack.

In Fig. 6 the attacker is Host C. Host C doesfoowvard
the packets, after reading them, to the actualirdsiin
machine.

Access Point

ToHostB \ %
Attacker Host B

Fig. 8 Wireless client attacking a wired client andireless client

Packet Destined Q @

fore B Fedcs C.Attacking wireless hosts
Host A Host C Host B A wireless attacker can perform a MITM attack agatwo
Fig. 6 Denial-of-Service (DoS) attack other wireless clients connected to the same aquaiss$, as
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they are in the same broadcast domain as showigirOFa
wireless client, the Attacker, sends a spoofed AfaEket to
wireless Host A stating that wireless Host B’s ldRlress is
mapped to the Attacker's MAC address. Similarly Atacker
sends a spoofed ARP packet to wireless Host Bngtdkiat
wireless Host A’s IP address has the Attacker’s Maddress.
Thus the Attacker poisons the ARP caches of boteless
Hosts A and B, thereby directing the traffic betwebem to
go through the Attacker. This is a trivial caset tisaidentical
to performing an ARP cache poisoning attack inlalgavired
environment [11].

To Host B

Wircless Host A Attacker

Fig. 9 attacking wireless clients

Wireless Host B

D.Attacking roaming wireless hosts

A wireless attacker can perform a MITM attack agaitwo
wireless clients on different access points (ARsa iroaming
setup involving multiple APs. In 802.11b networtes achieve
roaming, the APs need to be connected to the saitehg11]
as shown in Fig. 10, there are multiple APs coretwdd the
same switch. Due to this set up all the wirelesgshassociated
with these APs belong in the same broadcast dorknce
any forged ARP packet sent from the Attacker catheany
wireless host connected to any of these APs.

Wircless Host B

Wireless Host A

Fig. 10 Attacking roaming wireless hosts

IV. ExisTING SoLuTIONS FOR SECURING ARP
Recently, there have been several existing solsitiorsolve
the ARP cache poisoning attacks problem by addéoyirity
to ARP in order to prevent/detect ARP cache poispni
However, most of them have some critical drawbadkey
are described below in compact form with their regtes and
limitations as follows:

A.S-ARP: a Secure Address Resolution Protocol

Bruschi et al. [1]present a secure version of ARP that
provides protection against ARP cache poisoning:hBaost
has a public/private key pair certified by a locakted party
on the LAN, which acts as a Certification Authorityessages
are digitally signed by the sender, thus preventimginjection
of spurious and/or spoofed information. It add-on
cryptographic features have caused some seriofsrpance
penalty and this protocol is hardly in the real Mand is not
compatible with the standard ARP. So, it is infeessolution.

The single point of failure is also possible duésaiiture of
Authoritative Key Distributor (AKD) which insertti¢ public
key and the IP address in a local data base,thttaretwork
manager’s validation.

B.TARP: Ticket-based Address Resolution Protocol

Lootah et al. [2] introduce the Ticket-based Addres
Resolution Protocol (TARP). TARP implements seguliy
distributing centrally issued secure MAC/IP addresgping
attestations called tickets, are given to cliestgrey join the
network and are subsequently distributed througtstiey
ARP messages. Tickets authenticate the associbgbmeen
MAC and IP addresses through statements signeleblydcal
Ticket Agent (LTA). Each ticket encodes a validitgriod as
an expiration time. Of course, the use of expirattones
assumes some form of loose clock synchronizatidwesn
the issuer LTA and the validating clients. They egia
suggestion to change the design of ARP implememtatsing
some cryptographic techniques for creating tickdtaye
caused some serious performance penalty and thisool is
hardly in the real world and is not compatible withe
standard ARP. So, it is infeasible solution.

C. ARP spoofing detection on switched Ethernet neswvork
A feasibility study

Carnut et al. [3pescribe a set of techniques to detect ARP
cache poisoning attacks on switched Ethernet n&sydooth
by suggesting implementations to be made direalythe
switches’ firmwares and alternative techniques tiefit only
on external elements, such as specialized snifgisnference
from SNMP data collection. It proposed architecttoe the
detection of ARP spoofing attacks on switched neteoF heir
architecture requires no special software to bililesl on the
network hosts. Instead, it delegates the task tfctien to one
or more detection stations. Their experiments shlothat the
architecture was very good at detecting ARP attaakisout
generating false positives. However, it requiregcmplex
setup and attackers could hide behind volume ¢rédfiremain
undetected for reasonably long periods.

D.A Hardware Approach for detecting the ARP Attack

Dessouky et al. [4Hescribe Address Resolution Protocol
(ARP) and the ARP cache poisoning attacks and prese
proposed architecture for detecting the ARP attadks
addition, it discusses a set of techniques usedetect the
ARP poisoning attacks on switched Ethernet netwoiksew
practical technique by adding external hardwaremetd to the
LAN network to work as sniffer is suggested. Thegeernal
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elements are combined in architecture for
implementation in production network.

It adds external hardware element to the LAN neltwior
work as sniffer is suggested. These external elesmare
combined in architecture for practical implememtatiin
production network. If working load of sniffing ieo high due
to increasing in the number of hosts in the netwiben this
external hardware element may fail to sniff thaels. So it is
not a feasible solution of ARP attacks. Cost factay arise
for the users to buy external hardware element.

E.An Efficient and Feasible Solution to ARP SpoofiRrm
Puangpronpitag et al. [5] proposed a prototype esyst
called Dynamic ARP-spoof Protection & Surveillaf&APS)

practical This solution is not practical as it requires chiaggthe

ARP protocol implementation of every host with thisw
address resolution protocol [7]. Another disadvgetaf this
solution is that the secure server represents glespoint of
failure in the network, and becomes an obviousetafgy DoS
attacks.

V. EFFICIENT AND SECUREARP

From previous discussions on ARP it is clear thatrmain
weakness of ARP lies in the fact that it is allsting i.e. it
does not differentiate between messages receivddtraats
any received reply blindly. This occurs due to faet that
ARP is a stateless protocol. It does not keep aforration
regarding the requests it sends out to the neteotke replies

Systemithey compare ARP cache poisoning attacks of any [Pyeceives. This loop hole is used by attackerseted spoofed

address as germ infection. They use a valid “stsRe entry”
of (IP, MAC) mapping as a “vaccine” to protect atggithe
germ of that IP address. By specifying valid staiRP entries
into their ARP cache for all IP addresses that hesnt to
communicate, have all needed vaccines against Rfe dache

up replies which are trustingly accepted by the ARBus
these replies lead to ARP cache poisoning.

Our implementation of the Efficient and Secured rsid
Resolution Protocol (ES-ARP) will be in, such a wayat
both ARP reply and ARP request is broadcasted. \gh 0

poisoning attacks. Theyesign a prototype system to automatg, e ES-ARP stateful by storing the information tbé

the vaccine provision and injection jobs. This egstconsists
of four components: 1.Gateway Protection (GP), i2r€l
Protection (CP), 3.Server Protection (SP), 4.Silareie
Server (SS). This prototype system detects/protéd®
attacks with the help of these four components bingu
vaccine. It is very complex architecture, so héd to manage
for the network administrators to manage vaccindifferent
hosts. It is too expensive to manage the compomdmAPS.

F.A middleware approach to asynchronous and backward

compatible detection and prevention of ARP cachigoming
Tripunitara et al. [8] proposed a middleware apphoto

asynchronous and backward compatible detection and
prevention of ARP cache poisoning attacks [7]. Thei

implementation requires a “Streams based protdacks' but
could be ported to other platforms. The proposédutism is to
block unsolicited ARP replies and to raise alarrhema reply

is inconsistent with the currently cached ARP entryg

Implementing this scheme requires the installatifnthe
middleware on every host on the network. The middte
was also designed to work in the presence of goatsiiARP
messages and proxy ARP servers. One importantationit of
this solution is that since it depends on duplieate detect
attacks, it does not prevent/detect attacks in khiee host
being spoofed is down or being attacked by DoS.

G.A secure address resolution protocol

Gouda et al. [9] proposed architecture for resgvi®
addresses into hardware addresses over an Ethérhet.
architecture consists of a secure server connetgethe
network and two protocols used to communicate whté
server: an invite-accept protocol and a requedinemtocol.
The invite-accept protocol is used by hosts tostegitheir (1P,
MAC) mappings with the server. The request-repbtaeol is
used by hosts to obtain the MAC address of a hostected
to the LAN, from the database of the secure server.

Request frame in the ARP cache. In this protocblhabts
except the source host will store the entries mARP cache
while the broadcast of both ARP Request and Réptgmple
of ARP Request and ARP Reply in ES-ARP is as falow
1. Machine A wants to send a packet to D, but A only
knows IP address of D.
Machine A broadcasts ARP Request with IP address
of D as shown in Fig. 1.
All machines on the local network receive the ARP
Request which was broadcasted and update their ARP
cache with the MAC of A.
4. Machine D replies with its MAC address by
broadcasting ARP Reply as shown in Fig. 11.
All machines add the MAC address of D to their ARP
cache.
6. Now Machine A can delivers packet directly to D.

L[ [

$ SLPSE

Host A Host B

Host C Host D

Fig. 11 Host D Replies to Host A (broadcast)

These modifications in the original ARP makes itcimu
more secure as well as efficient.

In the proposed stateful protocol, whenever any A&y
will arrive to source host, it will check in its ARcache
whether the destination host entry is present arlfithe entry
is present, then only the source host will accégt iteply,
otherwise it will simply discard the ARP reply fram

This algorithm will check for a valid combinatiori &» and
MAC address of the destination present in the ARRPIR
frame, with the created hosts in network(s), before
broadcasting Reply frame.
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For efficiency, this algorithm broadcasts ARP refstgme if (IP & MAC of dest. host in ARP Reply frame is
too, so updating of the ARP cache will take plased i.e. valid) then
first time when ARP request frame is broadcastdd dhd Broadcast the ARP Reply Frame
MAC of source host will be stored) and second tiwigen else
ARP reply frame is broadcasted (IP and MAC of aedidn Invalid combination
host will be stored). else

if (not current host)
Update the ARP cache of unmatched host
else
Router will forward the frame to other network
/ICheck for correct match of source host in thetiRaguTable.

Mathematically:

Let us suppose , if there are N number of hostsa in
network(s), then total number of transactions negdior the
complete updating of ARP cache of all hosts in B&RAis

iven by, C ¢ _
g N isyeven No. of transaction = N/2. if (the Routing Table contains correct source
N is odd, No. of transaction = (N+1)/2. network addresghen _
In case of existing ARP, ARP Reply Frame will be broadcasted in the
No. of transaction = N (N-1)/2. source Network.

) ) . /IOn receiving ARP Reply frame by the source hdastyill
The broadcasting of ARP reply frame also providesigty //update its ARP cache entry and send message.

against ARP cache poisoning, as if any attacked spoofed if (the MAC address in the frame is same as
ARP reply, then this reply also received by theyééed host destination host MAChhen
whose [P address is used to map with MAC address of Deliver the message to the destination host
attacker. So this host detects that this ARP repgpoofed by else
the attacker. Hence we can say the feature of bestidg of Host not found
ARP reply frame makes ES-ARP more secure as well 44s soon as message is delivered, Acknowledgeméhbe
efficient. /Isend to source host by destination host.
if (the source host match fourttien
VI. ALGORITHMS AND FLOWCHART Acknowledge delivered successfully

. . /IS0, in this way complete communication will tgkace.
The protocol can be shown in detail as foIIowsEND. /lend of procedure

Communication from Source Host to Destination Hastfor
sending ARP request frame and then receiving ARRyre The flow chart for the ES-ARP protocol is showrFig. 12.
frame. It depicts the scenario when Source Host wants to
communicate to Destination Host and how the prdtecoks
ProcedureES-ARP Communication (Souree Destination) ~ under stateful operations to cope up different sypeattacks
BEGIN: in ARP which are described in part B of section II.
/[Before broadcast ARP Request Frame, source hdbkt w
/lcheck MAC address of destination host in its AdRehe.
if (ARP cache contains MAC addrefisg¢n
Message will deliver directly to the dest. thos
else
Broadcast ARP Request Frame in the channel
/IARP cache will updated by all host except sourast.
if (the source network contains the dest. hibeh
Broadcast the ARP Reply Frame
else
if (not current host)
Update the ARP cache of unmatched host
else
Dest. host is in different network
/IRouter will be consulted for destination network.
if (routing table contains entrhen
Broadcast the ARP Request Frame in dest. n/w.
else
Update the Routing Table by using ARP Frame
and recheck
/[Destination host is search in destination network
if (the dest. network contains the dest. host)
then
/IBefore broadcasting we are checking for any tygfesttacks
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Source Host want to send
packet to Destination Host
first time

its
C Address
stination Host

Broadcast the ARP
Request Frame in the
Network

present?

Frame is forwarded to
Dest. Router interface by
placing its MAC

Frame is forwarded to
source Router interface
by placing its MAC

Rechecl I

Store IP & MAC of
source host from ARP
test Frame

Update the
Routing Table

§ Routing Tablé
entry is Null?

Y
Place MAC address from
cache to message frame

Increment

o
, S entry had
same Network

address ?

ARP Reply Frame has
been hacked/corrupted

ARP Reply frame
Broadcasted

Store TP & MAC of
Dest. Host from
ARP Reply Frame

Yes

Broadcast the Request

Did Request 3
Frame in dest Network

nade by source
host?

A
Send message

Message received by
destination

Hacker has sent
forge Reply

(s e
1

(»)

Fig. 12 The flowchart showing the procedure of BSPAoperation

Acknowledgment
sent to source

VII. COMPARISON WITHEXISTING SOLUTIONS

Out of the all proposed solutions to solve the feobof
ARP cache poisoning attacks, the solutions based
cryptography [1, 2] have caused some serious pedoce
penalty, the single point of failure is also po#siand these
protocols can hardly exist in the real world ana amot
compatible with the standard ARP. Proposed by Gaghal.
[3] seems ideal in terms of reducing false pos#jveut
requires a complex setuproposed byessouky, et al. [4] is
more expensive. The middleware approach proposed
Tripunitara et al. [8] is not practical, as it régs changes on
all the hosts in the network, and furthermore,
implementation
prevention/blocking solution proposed by Goudalef% are
the most ambitious ones, but either they requiremptex
installations that do not scale well, are limited $tatic

networks, or require changes on all hosts on theark. On
the other hand, proposed by Puangpronpitag et53l.ig
comparatively more effective but increases the wofkhe
network administrator to maintain the different gaments of
DAPS. We have compared ES-ARP with existing sohgias
shown in table I..

VIIl.  RESULTS

Our proposed Stateful protocol ES-ARP retains &lthe
good points of the ARP but blocks off its securiyaknesses.
It is also a feasible solution because it doesraquire any
additional host, new device or switches to be aditedthe
network. Cryptography is not used in ES-ARP as-#R% [1]
and TARP [2], so performance degradation does our
Fig. 13 shows the efficiency of ES-ARP.
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Fig. 13 Efficiency of ES-ARP in terms of transaatio

on IX. CONCLUSION

ARP cache poisoning is a serious problem for LAN

security. Although there have been several solsti@tently
proposed to solve the problem, we have analyzetl riba
solution offers a feasible solution. So, we haveppsed an
efficient and secure version of ARP that is ablecope up
with different types of ARP attacks and is alsoeasible
sglution. ES-ARP is a stateful protocol, by storitige
information of the Request frame in the ARP catbeeduce

nthe chances of various types of attacks in ARHSs Imore
is widely available for download. €Th efficient and secure by broadcasting ARP Reply &amthe

network and storing related entries in the ARP eaawach
time when communication takes place. It retainsoélithe
good points of the ARP but blocks off its securityaknesses.
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TABLE |
SHOWING COMPARISON WITHEXISTING SOLUTIONS
Existing Solution Crypto- Hosts on network New device added | Switches Performance Mechanism
graphy used to network Degradation
S-ARP [1] Yes Trusted Host N/A N/A High Signed ARP replies
Authoritative Key
Distributor (AKD)
TARP [2] Yes Trusted Host Local N/A N/A Low Centrally issued tickets
Ticket Agent (LTA) authenticate (IP, MAC)
associatior
Carnut et al. [3] No N/A Special SW Port No Sniffing and SNMP heuristics t
required mirroring generate alarms
Dessouky et al. [4] No N/A The HW board is N/A No Ping protocol to generate alarm
connected to switc
Puangpronpitag et No Special Host GP, CP| N/A N/A Low Prototyped System
al. [5] SP and S
Tripunitara et al. No Special middleware N/A N/A Very Low Heuristics used to block ARP
[8] replies at receiv:
Gouda et al. [9] No Special Secure N/A N/A N/A (replaces Secure server resolves queries
Serve ARP)
Proposed Protocol No N/A N/A N/A N/A(modified | Stateful protocol and broadcasfs
ES-ARP ARP) both ARP request and re
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