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Abstract—This paper presents a novel method that allows an
agent host to delegate its signing power to an anonymous mobile
agent in such away that the mobile agent does not reveal any
information about its host’s identity and, at the same time, can be
authenticated by the service host, hence, ensuring fairness of service
provision. The solution introduces a verification server to verify the
signature generated by the mobile agent in such a way that even if
colluding with the service host, both parties will not get more
information than what they already have. The solution incorporates
three methods: Agent Signature Key Generation method, Agent
Signature Generation method, Agent Signature Verification method.
The most notable feature of the solution is that, in addition to
allowing secure and anonymous signature delegation, it enables
tracking of malicious mobile agents when a service host is attacked.
The security properties of the proposed solution are analyzed, and the
solution is compared with the most related work.

Keywords—Anonymous  signature  delegation,  collusion

resistance, e-commerce fairness, mobile agent security.

I. INTRODUCTION

HE extensive connectivity of the Internet and the strong

architecture of the World Wide Web (WWW) have
changed the market conventions and created numerous
opportunities for conducting business on the Internet (i.e. e-
commerce). Inline with the growth of e-commerce, there have
been interesting developments in the area of mobile agent, or
software entities that can autonomously perform a given task
in open, dynamic and heterogeneous environments.
Integrating mobile agents into e-commerce applications (e.g.
online shopping and auctioning) to automatically perform e-
commerce tasks makes the Internet reaches its full potential as
an electronic marketplace.

However, prior to fully enjoy the advantages brought by the
mobile agents, the risks and vulnerability they may introduce
are worth consideration. Various mobile agents designed by
different programmers/developers can work, interact, and also
attack at anytime from anywhere in the web, where the
transactions can be performed instantly. This has made
security an issue that must be considered in any agent-based e-
commerce environment.
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One of the most security sensitive tasks faced by a mobile
agent in performing an e-commerce transaction is to sign a
digital signature on behalf of its owner (i.e. agent host)
autonomously on a service host. The service host may not be
trustworthy; for example, it may attempt to steal the signature
key and forge signatures for its own benefit. On the other
hand, service hosts, openly providing an execution
environment for different kinds of mobile agents, increase the
possibility that they may be attacked by malicious agents. In
addition, the exposure of the identities of agents and/or agent
hosts may lead to unfairness in service provision. For
example, in an online auction activity, a service host may
favor a particular mobile agent (if its identity is known) and
grant it a higher priority in service provision over other mobile
agents.

To overcome some of these security problems, a Trusted
Third Party (77TP) based approach has been widely used in
which a TTP is used to assist the execution and completion of
an e-transaction (e.g. digital signature protocols) or to resolve
any disputes incurred during the transaction process [1], [3] —
[15]. During the execution of a digital signature protocol, the
TTP, by facilitating a fair exchange of the signatures between
the two signing parties and by preserving the evidence of the
transaction, could provide a protection for both the mobile
agent and the service host from attacks launched by its
counterpart. As a mediator, the 77P may have access to the
signatures, the signed document, or any related evidence.
Therefore, any collusion between the 77P and one of the
signing parties will result in undesirable consequences in
which the other party will be left in a disadvantage position.

A number of researches [16], [18] have tackled the issue of
fairness provision, which is defined in [16] as “the equal
treatment of authenticated mobile agents by service hosts”.
However, the approach presented in [16] requires that the
mobile agent gets a signed permission from a service host on
the services it offers prior to the actual migration for executing
its tasks. In addition of being considered as extra
communication overhead, this results in the service host’s
ability to link the mobile agent’s identity with its permission
and thus, violating the agent anonymity. This approach also
extensively use public/private keys for encryption and digital
signatures. The work presented in [18] does not provide a
mean to track down and penalize a misbehaving anonymous
mobile agent.

To prevent collusion, and to ensure fairness, in which all
the mobile agents are treated equally by the service host,
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mobile agents should be anonymous during the course of a
transaction execution. Therefore, how to achieve identity
authentication and how to ensure that the agents behaviors are
accountable, while, at the same time, preserving identity
anonymity of mobile agent, are an open research issue. The
scope of this paper is to address the above mentioned issues
by investigating and designing effective mechanisms that
provides a secure and fair mobile agent-based signature
delegation environment.

The solution proposed in this paper is about splitting the
duties of the T7TP, (e.g. partial signature generation and
signature verification as presented in [2]), to be undertaken by
two separate entities (77P and Verification Server VS). The
separation is designed in such a way that even if the VS and
the service host collude, they will not get more information
than each party already have. The solution also incorporates
blind signature scheme proposed by Chaum [17] to achieve
agents’ identity anonymity, and hence, facilitate the fairness
property mentioned above.

The reminder of the paper is organized as follows, Section
IT lists the security requirements that our solution aims at
satisfying. Section III presents the principles and philosophy
on which our solution is based. Section IV outlines the notion
used in the solution description and the assumptions on which
the solution is designed. Section V gives detailed coverage of
our solution. Section VI provides security analysis of our
work. Finally, Section VII outlines our conclusions.

II. SECURITY REQUIREMENTS

The following lists security requirements a secure and fair
mobile agent-based signature delegation solution is aimed at
satisfying.

S1) Verifiability of the signature: Validity of the signature
generated by the mobile agent on a document M can be
verified using public parameters.

S2) Unforgeability of the signature: It is difficult for any
other entities than the agent’s host and the agent itself to
generate a valid signature on the specified document.

S3) Non-repudiation of signature origin: It is difficult for an
original signer (i.e. the agent host) to falsely deny that it has
delegated the signing power to the agent.

S4) Non-repudiation of signature receipt: It is difficult for a
signature recipient (i.e. the service host) to falsely deny that it
has received the signature, if this signature is taken as the
proof of a deal conducted by the mobile agent and the
recipient.

S5) Collusion-resistance: it should be difficult for the VS and
the service host, if collude together, to get any advantage over
a mobile agent and the agent host.

S6) Unlinkability: Deciding whether two different valid
signatures were computed by the same mobile agent is
computationally hard.

S7) Anonymity: The real identity of a mobile agent should
not be revealed to any party other than the agent host itself.

S8) Fairness of service provision: The service host should
only process requests made from authenticated mobile agents
and on the first-come-first-serve basis.

S9) Agent Host and Mobile agent Accountability: Any
misbehavior by a mobile agent should be detectable and its
host will be accounted for.

III. DESIGN PRINCIPLES

The design of our solution is based upon the following
hypothesis, i.e. if the service provider, i.e. TTP/verification
service and service host, can not link a request for the service
to the identity of the service requestor (i.e. a mobile agent or
agent host), then it would be more difficult, or less likely, for
the service provider to collude with any of the service
requestors to gain unfair advantages over other service
requestors.

To realize the above mentioned hypothesis, a number of
design principles, i.e. measures, have been taken into account
in the solution design. They are listed in the following:

e Measure 1. The mobile agent signature key is generated
in such a way that it does not reveal any information
about the agent host or the mobile agent identities. It is
also one-time, i.e. a key is used to generated only one
signature. This supports the unlinkability of signatures
property.

e Measure 2. The blind signature scheme proposed by
Chaum [17] is used in our solution to allow for the T7TP
to blindly certify the mobile agent signature key without
having knowledge neither of the key nor of the mobile
agent’s identity. Thus, supporting anonymity of the
mobile agent. However, the service host needs to
authenticate the arriving mobile agents so as to provide
them with the services they request. To solve this
dilemma, i.e. making the mobile agent anonymous and,
at the same time, can be authenticated, the T7P (the party
that is trusted by all other parties of the solution)
certifies, i.e. signs, the agent’s signature key. Thus, the
service host will use this signature as a mean to
authenticate the mobile agent.

e Measure 3. The signature generated by the mobile agent
can only be verified by the verification server through
the use of a commitment generated by the agent host,
rather than the agent host’s public key corresponding to
the signature key used to generate a conventional
signature. By doing so, we deliberately deprive the
service host from this signature verification capability in
order to achieve non-repudiation of service requests and
provisions.

® Measure 4. A penalty system is applied on a
misbehaving mobile agent and its host. After each
transaction is completed, the service host assigns a
feedback flag to the transaction and sends it to the T7TP.
The values given are dependent on the outcome of the
transaction, i.e. signature generation process, performed
by the mobile agent. For example, if the transaction
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outcome is positive, the flag value will be ‘Success’; if
the outcome is negative due to the signature not passing
the verification process, then the flag value will be
‘Attack’; and if the outcome is negative due to any other
reasons, then the flag value will be ‘Failure’. The TTP,
upon receiving the outcome value, updates the status of
the corresponding AH. That is, if the TTP receives
‘Attack’ as an outcome flag, it will increment agent
host’s associated counter of malicious incidence. When
this counter reaches a certain threshold specified by the
TTP, ie. five incidences, this agent host will be
blacklisted and the T7P will refuse to provide it with any
service in the future. This measure will deter the agent
host from sending mobile agents to service hosts for
malicious purposes.

IV. PRELIMINARIES

In this section, we outline the notions used in the solution
description and the assumptions on which the solution is
designed. This is followed by outlining Chaum’s blind
signature scheme as it is incorporated in the generation and
certification of a mobile agent’s signature key to facilitate
agent anonymity.

A. Notations

e H(x) is a one-way collision-free hash function that takes
a variable sized input (x) and produces a fixed-size
output (digest). It should have the following properties:
(1) for any x, it is easy to compute H(x); (2) given x, it is
hard to find x’ (#x) such that H(x) = H(x"); and (3) given
H(x), it is hard to compute x. SHA-1 [20] is an example
of such a one-way hash function.

e Sign({d,, n}, M) denotes a signature of party / on an item
M (e.g. a hash value of a document) using the RSA
signature scheme [19] with a private key {d,, n} of I
RSA is based on two large prime numbers (p and q),
which are multiplied together to get the public modulus
n. Party I calculates f{n) = (p-1) (¢-1) and chooses ¢, to
be relatively prime to f{n) and less than f{n). Party / then
determines d; such that dixe; = 1 mod f(n) and d; < f(n).
The public key is {e;, n} and the private key is {d, n}.
The signature of party / on message M with its private
key is expressed as Sign({d}, n}, M) = H(M)df modn.

o Verify({e;, n}, S;, M) denotes the result of the
verification of party I’s RSA signature S; = Sign({d}, n},
M) on M with I’s public key {e, n}. To verify the
signature, the receiver first computes the hash value of
M’ received, H(M’), and then calculates
T =8% modn=H(M)*"*¥ modn=H(M). It  then
compares H(M’) with T and, if the two values are equal,
the signature is considered valid, which is expresses as
Verify({e;, n}, S;, M) = true, otherwise, Verify({e,, n}, S,
M) = false.

E({e;, n}, M) denotes an encryption of item M using the
RSA encryption scheme [19] with the public key {e,, n}
of party /.
D({d), n}, M) denotes a decryption of item M using the
RSA encryption scheme [19] with the private key {d}, n}
of party 1.

E
A —> B: M denotes that party 4 sends a message M
to party B via an external channel such as a
telecommunication network.

A —l> B: M denotes that party 4 sends a message M
to party B via an internal message passing mechanism.
This case applies when both 4 and B resides at the same
host.

ID,, 1 € {4AH, SH, MA, TTP, VS}, denotes party I’s
unique identity, where AH denotes Agent Host, SH
service host, MA mobile agent, V'S verification server.

. Assumptions

Every party or host /e {4H, SH, TTP, VS} has a pair of
RSA public and private keys {e;, n} and {d), n}, as
defined in Section 4. The public key {e;, n} is certified
in the form of a digital certificate Cert(I) signed by a
certification authority (CA), which is trusted by all
parties.

Parties AH and SH have each TTP’s and VS’s public key
certificate Cert(I). The TTP and VS also have the public
key certificates of each other and of the parties
participating in the solution, i.e. 4H and SH. These
certificates will play a role in authentication and secure
communications between these parties.

Parties AH and SH may not have mutual trust. That is,
either of them may misbehave in order to gain some
advantages over the other party. For example, party SH
may try to use MA’s signature key to sign more that one
deal for which AH (i.e. the user) will be held responsible.
TTP and V'S are introduced in the solution to assist MA’s
signature verification and to store transaction evidence
for dispute resolution. It is assumed that 77P and VS will
not misbehave or collude with each other or with any
other party.

Req represents the service required by AH which M4 is
delegated to perform on service host SH. For example,
Req typically includes service name, validity period and
transaction-specific information (e.g. good type, price,
etc).

Party AH (Agent Host) delegates his mobile agent M4 to
perform some tasks and sign a document M on a service
(remote) host SH. Typically, M is the service (e.g. offer)
presented by SH that conforms to Req.

SH is assumed to provide mechanism to protect the
mobile agents it hosts from being eavesdropped on their
contents and execution flows by other agents hosted also
by SH. SH can use existing solutions, e.g. tamper-
resistant hardware [21] and time limited blackbox
security [22], to provide such mechanisms.
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C. Blind Signatures for Untraceable Payments

Chaum proposed a blind signature scheme [17] for
untraceable payments based on the RSA public-key
cryptographic system [19]. The signature scheme allows a
person to get a message signed by another party without
revealing any information about the message to the signing
party. The scheme works as follows. Assume that Alice has a
message M on which she wishes to have Bob’s signature, and
Alice does not want Bob to learn anything about M during the
signing process. Let {(e, n) (d, n)} be Bob’s public and private
keys, respectively. The scheme defines the following steps to
generate a blind signature on M:

1) Alice generates a random number r such that ged (r, n) =

1, produces a message digest H(M) for message M using
a hash function H(), and sends x = r* xH(M) (mod n) to
Bob. The value of H(M) is “blinded” by the random
value r, hence Bob can derive no useful information
from it.

2) Bob signs x using his private key and return the signed

value 7 = x? (mod n) to Alice.

3) Since x¥ = (+* x HM))* = r x H(M)? (mod n), Alice can

obtain Bob’s signature S on M by “unblinding” the value
t by computing S = ¢ ¥ (mod n).

V. PROPOSED SOLUTION

4)
N T
~1\>..,,\‘_.’ =

SH

(1) MA signature key request.

(2) MA signature key delivery

(3) Verification-aiding items

(4) MA dispatch

(5) MA signature verification request
(6) MA signature verification response.
(7-1) MA return

(7-2) Transaction outcome

Fig. 1 Our solution overview

Our collusion-resistant distributed mobile agent-based
signature delegation solution is built upon three novel
cryptographic methods: the Agent Signature Key Generation
Method, the Agent Signature Generation Method, and the
Agent Signature Verification Method. As shown in Fig.1, the
solution is initiated by the user (represented by an AH) who
executes, in cooperation with the 77P, the Agent Signature
Key Generation Method, to generate a certified mobile agent
signature key Sy, using agent’s anonymous ID (4nony-ID,.)
and Chaum’s blind signature scheme. Using the Agent
Signature Generation Method and the signature key, Sy, the

mobile agent generates a signature on an offer made by a
service host, SH. Once the signature is generated, (only) the
Verification Server, SV, can verify the correctness of the
signature by using the Agent Signature Verification Method.
These three methods are described in detail below.

A. Agent Signature Key Generation Method

The Agent Signature Key Generation Method is executed
by the AH with the assistance of the TTP to generate its
signature key S,. In addition, as mentioned in Section III
(Design principles), we have devised an idea of using a
commitment generated by the signature key generator AH
(instead of using its public key) for the agent signature
verification, The following gives the details as how the
signature key S);4 and the commitment Comm,, are generated
by AH. The commitment Commyy, will be used by the
signature verifier (VS) to verify the signature to assure that
Signya(Doc) has indeed been generated by using the correct
signature key Sy, the signature is generated only once using
the signature key S, and that the signed document meets the
user’s requirements Regq. For an AH to generate an agent
signature key and the corresponding commitment, it performs
the following calculations.

1) The agent host, AH, first generates an anonymous

identity (4nony-ID,,,) for the mobile agent MA.

2) AH then generates a random number 7, uses 7 to blind the
hash value of the agent’s anonymous identity and sends
it to the T7P after being encrypted with 77P’s public key
(as Chaum’s blind signature algorithm). That is,

Z = H(Anony — ID ;) x rT™®

3) TTP, upon the recipient of the request from AH, blindly
signs Z, and sends it back to 4H.

T =79 = H(Anony— IDyy) ™ x PP — H(Anony— IDyy) "™ xr
Here, TTP has signed Z without knowing its contents.

4) AH unblinds T to reveal MA’s signature key Sy

Sy =T/ r=(H(Anony—ID,, )™ x ¥)/ r = H(Anony — IDy )T
Syu 1s the signature key to be used by MA to sign
documents on SH on behalf of AH. It can be seen that
Swu represents TTP’s signature on MA’s anonymous
identity.

5) AH also constructs a commitment Comm,, containing
four items: hashed MA’s anonymous ID H(Anony-1D,yy),
Req, and the key’s validity period (lifetime), signed with
AH’s private key (i.e. Sign({dyy, n}, H(Anony- IDMA)
Req, Lifetime) =
H(H (Anony —IDMA),Req,llfetlme)dA” modn). When AH
dispatches MA, it sends Comm,, to VS for signature
verification purpose.

6) For accountability purpose, AH generates a Bond for
each MA and pass it to the M4 before being dispatched
to perform its task. The Bond is the hash value of the
concatenation of a random number and Anony-IDMA,
that is, H(rand||Anony-IDMA) and maps to one and only
one mobile agent ID (/DMA). This Bond is sent to the
TTP to be recorded with other related information (i.e.
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AH’s identity) in its database to act as the MA’s
pseudonym and to be used to track down and penalize a
misbehaving MA.

B.  Agent Signature Generation Method

MA, residing at SH, generates a signature on document M

using the method described below:

1) MA computes signature on M using Sy, ie.
D:S}\Z,SIM) modn, Where Signya(M) = (M, D) is MA’s
signature on M.

2) MA also submits its Bond value to the SH. If MA attacks
an SH, the SH will send an ‘Attack’ flag together with
the Bond value as an outcome of the transaction to the
TTP. The TTP compares the Bond with the value it has
received earlier from AH and stored in its database to
fetch the identity of the AH who sent this MA and
penalize accordingly

C. Agent Signature Verification Method

The signature is verified by a Verification Server (VS) using

the method described below.

1) When SH wants to verify the signature Signya(M)
generated by MA, it sends M signed with its private key
(i.e. Sign({dsy, n}, M) = H(M)dSH modn) together with
MA’s signature on M (i.e. Signya(M) = (M, D)) to VS.

2) Upon the receipt of the these items, i.e. (Sign({dsu, n},
M)||Signya(M)), where || denotes concatenation, VS
performs the following computations:

a. T = D modn = S H(M) 164,
= H(Anony— IDMA)H(M) modn

b.Computes the hash of M received in Signya(M), (i.e.
H(M)), uses this freshly computed hash value together
with the hash value of the MA’s anonymous ID
received earlier from AH in the commitment Comm,y
(i.e. H(Anony-IDyy)) to compute Y = H(Anony-
ID3)™ ™ mod n.

c.Check if T = Y; if positive, then the signature

Signya(M) is valid.

VI. SECURITY ANALYSIS

In this section, we analyze the security properties of the
proposed solution demonstrating that it satisfies all the
security requirements stated in Section II.

(S1) Verifiability of the signature:

V'S is able to verify the validity of mobile agent’s signature
Signya(M) using the information included in commitment
Commy,,, which is generated and sent by AH. It is worth
noting that V'S is able to verify Signua(M) without accessing
MA’s anonymous identity Anony ID,. This feature supports
the anonymity property of MA and, in turn, the fairness of
service provision (next).

(S2) Unforgeability of the signature:

Since the mobile agent signature key S, is derived from
the agent anonymous ID (4nony-ID,,,) that is only known to

AH and is a one-time, it would be difficult for another party
to forge the signature key without knowledge of Anony ID,,,.
However, there are two scenarios where the signature might
be forged:

e VS receives the hash of Anony ID,yy, i.e. H(Anony-ID,,,)
in Commy,y sent by AH. VS might try to use this hash to
compute S,,. For doing so, V'S needs also to know the
private key of the T7P, i.e. errp, which only TTP has
knowledge of. Therefore, it is difficult for VS to re-
generate Sy, and forge MA’s signature.

In T7TP: the TTP certifies the signature key by

calculating 7 = H(Anony—[DMA)dTTP xr. For the TTP

to obtain the signature key S,,, = H(Anony—ID, )"

from 7, it has to know the blinding factor », which only
AH has knowledge of. It is also difficult for the 77P to
obtain S}, from 7 due to the difficulty of factoring large
primes, i.e. factoring 7 to get Sy, and r.

(S3) Non-repudiation of signature origin:

The Agent Signature Verification Method performed by
the VS ensures that the signature Signya(#/) is generated by
using a signature key that is generated by AH. This is because
VS uses H(Anony-ID,) received in Comm,,, which is signed
by AH. Therefore, AH cannot deny the fact that it has
generated the signature key.

(S5) Collusion-resistance:

In order to check if the solution satisfies this requirement,
we first have to look at the data items both VS and SH have or
know, shown in Table 1.

TABLEI
DATA ITEMS OWNED/KNOWN BY VS AND SH

VS SH

H(Anony-IDyy, Req,
Signwia(M), Sign({dsw, n}, M)

Lifetime, MA’s contents: (S, itinerary, Req)

Commyy =
IDyu), Req)

Sign({d gy ,ny, M), Sign p (M)

Sign({du, n}, H(Anony- TTP’s public key

Sign({dsm, n}, M) = H(M)‘IS” mod n

TTP’s and SH’s public keys

From Table I, it can be seen that the piece of data owned
by VS and of an interest to SH is H(Anony-ID,). SH might
use this information to guess MA’s or AH’s identities, hence,
violate the anonymity properties and, in turn, the fairness of
service provision property. This attack is thwarted in our
solution as follows. As mobile agent’s anonymous identity
(Anony-ID,,) is randomly generated and hashed, it does not
reveal any information about either MA4’s or AH’s identities.
Furthermore, Anony-ID,;  is freshly generated for each
transaction, i.e. one-time only, which means SH will find it
difficult to use this information to link together two different
transactions performed by the same agent in a hope of
guessing MA’s identity. Therefore, it is difficult for the VS
and the SH, if collude together, to get any advantage over the
MA and the AH.
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S6) Unlinkability:
By looking at the contents of the signature (Signva(M) =
(H(Anony—IDMA)dT”’XH(M) modn> M), generated by MA using

the signature key Sy, it can be seen that the signature does
not have any information that can be used to link it with other
signature generated by the same mobile agent M4 (in a
different transaction) or the same agent host AH. This is
because the mobile agent signature key Sy is computed
using a freshly generated mobile agent anonymous identity
(Anony-ID,). This key is one-time only, hence, is used to
generate one signature on the document for one transaction.
This unlinkability feature supports the anonymity property to
be discussed next.

S7) Anonymity:

In addition to the anonymity provided by the unlinkability
of different signatures to the same MA or AH, anonymity is
also provided through the contents of the mobile agent itself.
That is, the data the mobile agent carries while roaming the
network, i.e. (Itinerary, Sy, Lifetime) neither reveals MA’s
nor AH’s identities. Therefore, it will be difficult for SHs
visited by the agent to obtain any information that leads to the
agent’s source. One may argue that if the agent does not carry
any information regarding it’s, or its source’s, identity, then
how can SHs authenticate this agent? The agent is
authenticated through the TT7P’s signature on MA’s
anonymous identity (S),). When SH verifies this signature,
the agent is authenticated by the trust SH hold for the TTP.
This trust stems from the fact that the 77TP only certifies
agents of whom their owners are trustworthy.

S8) Fairness of service provision:

Due to the unlinkability and anonymity properties, the SH
will not have a mean to distinguish between the authenticated
mobile agents as to which to provide its service first.
Therefore, the SH will serve all the agents on the first-come-
first-served basis, hence, fairness of service provision is
satisfied.

S9) Agent Host Accountability:

As the mobile agent in our solution is anonymous, i.e.
untraceable, one may question about the ability of SHs, if
attacked by malicious agents, to get hold of them. In our
solution, the TTP, in collaboration with the SH, is able to
detect and penalize, i.e. blacklist, an agent host when its agent
acts maliciously by using the Bond generated by AH and sent
to both 77P and SH as described in Section V.

VII. CONCLUSION

This paper has addressed the mobile agent-based
anonymous signature delegation issue by presenting a novel
solution that incorporates three methods as its building blocks,
namely, Agent Signature Key Generation method, Agent
Signature Generation method, Agent Signature Verification
method. The protocol enjoys the following features. Firstly, it
makes use of Chaum’s blind signature scheme to allow for a
trusted third party (77P) to blindly certify the mobile agent
signature key for mobile agent’s anonymity. The mobile

agent, while residing at the service host, does not reveal any
information about its host’s identity, which deprive the service
host from favoring a mobile agent on the others, hence,
ensuring fairness of service provision. Secondly, the protocol
presents a mechanism to track down malicious mobile agents
and penalize their hosts accordingly.

Our solution can be applied to many applications, e.g., e-
/m-commerce, grid computing, and ubiquitous computing due
to the properties of mobile agents.

The future work will include formal verifications of the
security properties of the solution using a verification tool, i.e.
the Alternating Temporal Logic and the model checker
MOCHA [23], [24]. An implementation of the solution will be
also conducted using Aglets mobile agent framework [25] and
Java libraries and the implemented solution’s performance
will be evaluated.
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