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Abstract—Poor system use, including inappropriate design of
health information systems, causes difficulties in communication
with patients and increased time spent by healthcare professionals in
recording the necessary health information for medical records.
System features like pop-up reminders, complex menus, and poor
user interfaces can make medical records far more time consuming
than paper cards as well as affect decision-making processes.
Although errors associated with health information and their real and
likely effect on the quality of care and patient safety have been
documented for many years, more research is needed to measure the
occurrence of these errors and determine the causes to implement
solutions. Therefore, the purpose of this paper is to identify data
integrity challenges in hospital information systems through a
scoping review and based on the results provide recommendations on
how to manage these. Only 34 papers were found to be most suitable
out of 297 publications initially identified in the field. The results
indicated that human and computerized systems are the most
common challenges associated with data integrity and factors such as
policy, environment, health workforce, and lack of awareness
attribute to these challenges but if measures are taken the data
integrity challenges can be managed.

Keywords—Data integrity, data integrity challenges, hospital
information systems, South Africa.

[. INTRODUCTION

OUTH Africa is known for its progressive constitution

with strong protection of human rights and the right of all
its citizens to access high-quality health care but challenges in
providing high-quality health care remain [1]. Challenges
facing the healthcare system in South Africa are, according to
[2], unequal distribution of resources, management, and
leadership crisis, increased disease burden, pull and push
factors and slow progress in restructuring the healthcare
system, including strategies adopted by the government to
improve the quality of healthcare delivery.

Hospital information systems (HIS) are increasingly
becoming a healthcare tool for the efficient delivery of high-
quality health services, as these systems can integrate patient
information and change the communication patterns between
different hospital wards and healthcare professionals [3].
However, in an information system that contains sensitive and
confidential data, there is a need to put certain measures in
place to ensure the integrity of data. If not mitigated in time,
this can negatively affect the quality of services as indicated
by [4] due to authorized users who can make alterations such
as modification, deletion, or corruption of data.

In South Africa, the eHealth strategy states that patient-
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based information systems must be implemented in all
facilities where healthcare is provided and that all indicator
data should be derived from data that were electronically
collected at the place of care [1]. There is evidence of health
information systems in some areas in South Africa, but more
than half of South Africa's public health centers still use a
paper-based filing system [5]. The health information systems
are fragmented with no integrated electronic health records
[6].

A paper-based system is a traditional approach to
maintaining patient health information. The medical records
are then stored in a closed room under lock and key [7]. This
form of record-keeping has contributed to long waiting times
for patient as well as file loss and duplication, lack of
resources in medicine and equipment, poor hygiene and poor
infection control measures and the overall provision of quality
healthcare in South Africa [2], [1], [8].

With the current Covid-19 pandemic, the paper-based
system has raised some concerns about the data reporting
mechanisms in the country. Dr. Angelique Coetzee, the
chairperson of the South African Medical Association
(SAMA) states, “The provinces are still on a paper system.
We are in the fourth industrial revolution, but our healthcare
system is still in the first industrial revolution” [9].

The issue of data integrity is one of the most challenging
concerns in the healthcare industry around the world [10].
According to [11], the British Medicines and Healthcare
products Regulatory Agency (MHRA) issued guidelines on
data integrity in response to concerns that insiders could
change data in clinical trials and put patients at risk.

Data integrity is the process of maintaining data and
ensuring accuracy and consistency throughout its life cycle
[12], [13]. Data integrity in health information systems affects
manual and automated decision-making processes, and data
integrity issues affect the reuse of medical data for quality
improvement, public health, and research [14] as well as
impose intangible social costs and undermine public trust in
the Government [15].

Data integrity is equally important for both paper (manual)
and electronic data as eluded by [16] and should not only be
ensured on a technical but also on a human level. It is always
better to take proactive action against data integrity issues,
rather than taking action as a part of compliance [16]. This
means that the levels of authentication, access control, and
decision-making must be defined and implemented at an early
stage to ensure the integrity of the data of such systems at
different stages and improve the quality and effectiveness of
healthcare services [17], [18].
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The research question for this paper is: What are the data
integrity challenges faced in HIS? In this paper, we identify
the challenges associated with data integrity. These challenges
were found to affect the quality of healthcare services of
health information systems in South Africa.

The remainder of the paper is laid out as follows. Section II
is the methodology, followed by Section III, literature review.
Section IV will discuss and analyze the results and Section V
will conclude the research.

II. METHODOLOGY

A scoping review is a common approach that is applied to
review health research evidence and is suitable for addressing
exploratory research questions [19] as opposed to a systematic
literature review that focuses on providing answers to a
limited question [20]. Relevant sources were identified from
the following online databases: IEEE Xplore, Scopus, CSIR
Library, ProQuest, National Center for Biotechnology
Information, Harzings Publish, Google and Google Scholar
dated from 2011 to 2020.

The search identified 34 articles out of 1366 articles, which
included search terms: ‘data integrity’ and health; “data
integrity issues”; “hospital information systems” and
“challenges”. The inclusion and exclusion criteria as
illustrated in Table I was applied in the screening process to
acquire the chosen articles.

TABLEI
INCLUSION AND EXCLUSION CRITERIA

1099 records identified through
online databases

Inclusion criteria Exclusion criteria

Articles are written in English
Newspapers, Government documents,
gazettes
Articles including or discussing data Articles examining security-based
integrity, data integrity issues concerns
Articles that are relevant to the topic and  Articles not relevant to the research
question question
Articles that are relevant in the domain  Articles not relevant to the domain

Non-English articles

Abstracts were excluded

As a result of the screening process, 297 full-text articles
were identified. Full-text records were read and 263 records
that included abstracts and duplicates were excluded. At the
end of the screening process, 34 records were selected by
utilizing the inclusion and exclusion criteria. Fig. 1 illustrates
a flow diagram of the identification, screening, and eligibility
searching and filtering process.

III. LITERATURE REVIEW

Data integrity issues pose a high risk and are not always
easily detectable. Data integrity-related issues have been
uncovered around the world, and are expected to increase in
the future [21]. According to [22], the chance of a breach
involving 100,000 records in the next two years is 1.2%.

WHO [23] guidelines suggest that data integrity issues may
occur based on excessive trust in human practices; the use of
computerized systems that are not adequately managed and
validated; and lack of adequate review and management of
original data and records.

Excluded > Non-English articles (n = 10)
Articles about security-based
I Excluded N concerns (N =374)
Excluded Articles not relevant to research
xeuee question (n = 150)
Articles not relevant to the
Excluded domain (n = 268)
297 full text articles screened for eligibility
Excluded Abstracts (n = 120)
Excluded Duplicated articles (n = 143)

34 papers selected.

Fig. 1 Flow diagram of the record selection process

According to [24], data integrity errors often result from
humans, non-compliant operating procedures, data
transmission errors, software errors, compromised hardware,
and compromises on physical devices.

IBM's Cost of Data Breach Study in 2019 found that the
healthcare industry still has the highest per capita cost of data
breaches. The average per capita data breach cost in South
Africa was found to be $3.06 million in 2019, an increase of
$1.16 million since 2015. Human error and system failures
were still the main cause of almost 49% of data breaches
examined in the report. South African companies had the
highest percentage of organizations that had not used security
automation that enabled security technologies to augment or
replace human intervention [22].

Masrom and Rahimly [25] state that hospitals face several
issues related to storing, sharing, and distributing patient
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health records and using hospital methods manually, and
human memory. The authors further mention that the most
common issues in HIS are human error, hackers, missing or
stolen paper, and software errors.

The following section will discuss the challenges associated
with HIS and include challenges with human errors,
computerized systems, and data integrity.

A.Human Error Challenges

Human errors include both intentional and unintentional
issues.

1) Unintentional Human Issues

Unintentional human issues are often the results of poorly
developed processes and procedures, mistakes, or lack of
understanding [26]. According to [27], this is usually due to
inadequate or ineffective employee training, which is usually
done haphazardly and should rather be done gradually to
provide better knowledge of data integrity.

In South Africa, where data capturers have to enter clinical
data from paper, this has resulted in the lack of continuity of
care due to missing or duplicate files, which further leads to
inaccurate reporting on the numbers, treatment, and results
[28], [29].

Bantom [30] highlighted some effects of missing files in
South African hospitals. A hospital in the Mpumalanga
province could not conclude the previous diagnosis of the
patient leading to delays in the delivery of service. Another
case in a hospital in Limpopo found that doctors could not
operate on a patient because of a missing health record that the
doctor needed to make an informed decision based on the
medical history of the patient.

2) Intentional Human Issues

Intentional human issues arise from people deliberately
disclosing patient information without permission, theft,
deliberate modification of data, and deliberate destruction of
data [31].

According to [9], the public healthcare system state report
revealed that there was a deliberate undercounting particularly
with regard to the recorded and reported incident and causes
of deaths further questioning the integrity and accuracy of
government Covid-19 statistics.

Mahlaola and Van Dyk [32] observed that health
information was shared via BBM or Facebook, which was
considered intentional. This is because the Internet does not
guarantee unauthorized viewing and wuse of personal
information. Therefore, these social platforms are equally
vulnerable to internet hacking.

In the Eastern Cape Province, a healthcare professional at a
hospital was caught in the act of stealing the patient medical
record for litigation purposes by the patient's families [30].

B. Computerized Systems’ Challenges

Barrett [33] states that data integrity suffers from common
problems with accuracy creating significant impacts. In
computerized systems, issues in data integrity management
can be due to a poor or complete lack of system controls.

Computer viruses are one of the most common and
malicious forms of intentional computer manipulation, that
pose a serious threat to computerized patient data as well as
healthcare applications [31]. In addition to viruses, trojans,
spyware, worms, and ransomware are common malware that
have the same effects.

A software error in a HIS contains hundreds or thousands of
medical records, i.e. a mistake that results in an inaccurate
record of patient allergies or medication can adversely affect a
large number of patients. Software errors can mess up data,
delete information, or put it in the wrong place [34].

The information value chain begins with clinical users
interacting with information from IT systems before
considering decisions and taking action [35]. This makes them
all too aware of the difficult relationship they have with
information systems [36]. Often these information systems are
so complex that users cannot analyze or understand the
computations and therefore cannot carry out daily activities
[34].

A study [37] found that the graphical user interface (GUI)
of the information system showed different information such
as patient notes, blood investigation, and medication on
different windows. This allows users to open only a limited
number of windows concurrently. As a result, users have to
memorize, write down, or copy and paste the necessary
information before switching to another window. This tedious
procedure is prone to result in delays and mistakes.

Information systems features such as “cut and paste” or
drop-down menus have contributed to poor data quality. The
use of this feature by health professionals can lead to
inaccuracies or authorship integrity issues that may lead to
health risks and labilities since documentation cannot be
tracked to the source [4], [33].

Coiera and Ash [36] and Amato and Salazar [38] found that
issues in Clinic Decision Support Systems (CDSSs) and
Computerized Physician Order Entry (CPOE) included
duplication of orders and selection orders where the user
might pick the wrong drug, dose frequency or formulation
from a drop-down menu.

The risks of copy/paste include inaccurate, or outdated
information; redundant information, which causes the inability
to identify the current information; inability to identify the
author or intent of documentation; inability to verify when the
documentation was first created; propagation of false
information; internally inconsistent progress notes and billions
lost to billing errors [34], [39].

OIG [40] states that unsecured networks compromise the
integrity of health information. Outsiders or employees could
have access to the personal data of the systems and
beneficiaries. Similarly, [41] mentions that unauthorized users
can gain access and falsify data or destroy a system if it is
connected to an unsecured network while a hardware
malfunction can lead to improper software behavior, which
can seriously damage the stored data. For example, read/write
head problems in hard drives can leave stale or corrupt data
[42].

Health institutions today do not have rigorous, real-time, or
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even close-to real-time approach to routinely assess the safety
of their health information systems and identify integrity
issues [43].

In the next section, we explore factors that attribute to data
integrity challenges.

C.Factors Attributing to Data Integrity Challenges

Factors emanating from policy, the environment, health
workers, and the lack of awareness were found.

1) Policy

The underlying causes for human error as a precursor to
breaches, as mentioned by [32], are inadequate knowledge of
security policy, a stressful environment concerning time
pressures, and limitations in the system design. Some data
integrity issues may be intentional due to the deliberate intent
to ignore data security policies.

The South African Professionals Council for South Africa
[44] states that no information is removed from or included in
the medical record. In addition to protecting medical records,
no one is allowed to falsify, add, delete, or modify information
from a medical record [45]. The Protection of Personal
Information Act 4 of 2013 consists of eight conditions, one of
which is security safeguards, which compels institutions to
take measures to ensure the confidentiality and integrity of the
information [46].

Anthony [47] states that medical record corrections should
be made by drawing a single black line to clear the error and
add the change and the reason(s) to ensure the originality and
authenticity of the medical records.

Most rural healthcare institutions have limited or non-
existent access to electronic patient healthcare records [30].

The study [32] found that the uncovered integrity issues
were committed by participants who were poorly informed
about their organization's policy on electronic data security.
Luthuli and Kalusopa [48] reveal the lack of medical records
management policy, procedure, and tools that impacted
service delivery in public hospitals.

In the case where information systems existed, [49] found
that data in the system was corrupt due to the lack of
compliance with the data handling procedures.

2) Environment

The physical environment of a workplace can make a
significant contribution to the number of errors that occur.
According to [2], most facilities in South Africa suffer from
poor waste management, lack of cleanliness, and poor
maintenance of grounds and equipment. This can contribute to
poor working conditions in public hospitals due to
psychological stress, job dissatisfaction, burnout, shortage of
material resources, equipment, and supplies, and infrastructure
[52], [6].

Patients are turned away or left unattended for longer than
necessary in public hospitals due to situations such as long
queues, inadequate numbers of personnel, lack of admission
beds, lack of water, and electricity failures which lead to the
cancellation of surgeries [51].

Culture also plays an important role in solving

environmental problems. Often, end users know the right
course of action, but cannot follow it, because there is an
easier way to do something, or they just do not think it is
important. An organizational culture where data integrity is
not always relegated to the background can result in fewer
general mistakes [37], [50].

3) Health Workforce

The serious lack of human resources has led nurses to
perform tasks that they are not competent, licensed, or
registered to perform. This has led to unqualified nurses who
have to perform duties that are supposed to be done by
professional nurses and this inadequacy can threaten the health
and safety of the patient [53], wherein other cases professional
nurses are forced to perform sub-category duties leaving the
professional duties unattended to [S1].

Barron and Padarath [54] attribute the lack of human
resources to the unequal distribution of health professionals
between the private and public sectors. They indicate that
these can be combined with the unequal distribution of health
professionals in the public sector between provinces. Also, the
patient influx and quadruple burden of diseases on the South
African health system are other challenges to consider [2].

Human resources challenges for health in South Africa as
seen from Fig. 2 at the time of the study were associated with:
inadequate funded posts; misdistribution of posts relative to
need; poor service delivery planning; overworked clinicians;
safety concerns for staff in facilities; lack of financial
resources to absorb junior doctors in the public health sector,
to name a few [6]. These challenges have forced many
professional nurses to leave the country in search of better pay
and working conditions abroad such as the United Kingdom,
Australia, New Zealand, Canada, and the United Arab
Emirates [55].

4) Lack of Awareness

Many human errors are from end-users simply not knowing
what the right course of action is in the first place [50]. Human
awareness in healthcare organizations is the primary need
because it is the users who will be facilitated by secure
technologies and approaches in a healthcare organization [10].

According to [56], the lack of awareness is an obstacle to
reliable data and information. It is one of the key factors that
hinder the delivery of high-quality services in healthcare
facilities in South Africa [57], [7], [48], [6], [58], [2].

IV. RESULTS

The findings from the literature reveal that the challenges
faced in health information systems, particularly in HIS
include, human errors that may be intentional or unintentional
and those emanating from computerized systems. The research
then further explored the factors that attribute to the identified
challenges in HIS that cause data integrity issues. These
factors include policy, environment, health workforce, and
lack of awareness.
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The following section will give recommendations to the
factors that contribute to data integrity issues and if applied
can assist to manage data integrity challenges.

A. Policy

It should be noted right from the start that data integrity and
data security are not the same and that everyone in an
organization must adhere to a data security policy.

While the Protection of Personal Information Act (POPI)
[59], the set standards and guidelines of the Health
Professional Council of South Africa (HPCSA) [60] and the
District Health Information Software (DHIS) [61] are
implemented at healthcare institutions on how health
information is created, used, transmitted, stored, retrieved,
controlled and preserved, there is a need for the
implementation of a data integrity policy.

The best way to communicate data integrity practices is to
develop a data integrity policy that everyone should follow. A
written data integrity policy should be implemented for both
the paper-based and computer-based systems that clearly
define what constitutes raw data, source data metadata and a
“complete data set” [23] and define how one is supposed to
handle the information, as well as how the validation process
happens [62].

Holistically a data governance framework that comprises
policies and regulations, data strategy and leadership, data
ecosystems, and invested data technologies can mitigate risks
to government and society from poor data quality, data
falsification, data obsolescence, and security threats [15].

B. Environment

Organizational culture has the potential to increase the
likelihood of intentional or unintentional errors in data
integrity. To reduce this potential, companies should strive for
an open culture in which subordinates can question the

hierarchy, and full reporting of a systemic or individual error
is a business expectation [63].

The National Department of Health should give priority to
the provision of adequate and appropriate resources. Securing
funding for hospital infrastructure to revitalize clinics and
hospitals should also be regarded as a high priority.

C.Health Workforce

Health workers and trainees are assaulted on duty and
therefore it is necessary to ensure physical safety on the way
to and from work. Currently, employees have negative morale.
Human resource planning that includes long-term transition
and succession planning for sustainability will be required [6].

The Government needs to improve security in healthcare
facilities by introducing the necessary security measures to
protect health professionals. In-service training may be needed
to update and inform professional nurses about the roles and
responsibilities of the unqualified workers. These workers’
skills should be developed and they should be supervised to
ensure that they provide an adequate level of service to
patients. The ultimate goal in addressing the shortage of the
health workforce is for the government to review training
programs that capacitate the human workforce to meet the
healthcare needs of the population.

To retain professional nurses, it is recommended that
budgetary allocations are increased which include financial or
non-financial incentives for nurses, recruitment strategies, and
the correct job distributions.

D.Lack of Awareness

Health professionals at all levels must understand the
importance of data integrity and the impact that they can have
on the integrity of health information, thus enabling them to
make better decisions or seek help if they are not sure about
the repercussions of a particular action. Training has been
widely emphasized in many studies and it is an essential part
of raising awareness. The training should not be a once-off but
should be carried out periodically. Training must be relevant
and engaging. The use of interactive training courses that use
image and video content is better than hour-long power-point
sessions, especially in the current COVID-19 pandemic
scenario [50].

V.CONCLUSION

Despite the political commitment and strong policies for the
protection of health information, South African hospitals still
lack sound policies and regulations about data integrity. The
absence of these policies and guidelines has been noted due to
the lack of the provision of quality healthcare services.

Data integrity challenges in HIS have been identified in
human and computerized systems. The research further
explored the factors contributing to these challenges and found
that these were related to policy, environment, health
workforce, and lack of awareness. Creating and maintaining a
work environment and organizational culture that support data
integrity can help minimize data integrity challenges.

Hospital data security policies must be reviewed to develop
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and implement data integrity policies for HIS to provide
accurate, complete, and timeless health information. The
South African health information system employees should be
aware of the importance of data integrity and the problems
associated with inaccurate health information.

The researcher hopes that this document will highlight the
importance and impact of data integrity challenges should they
not be managed.
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