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An Improved Sub-Nyquist Sampling Jamming
Method for Deceiving Inverse Synthetic Aperture
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Abstract—Sub-Nyquist sampling jamming method (SNSJ) is a
well known deception jamming method for inverse synthetic aperture
radar (ISAR). However, the anti-decoy of the SNSJ method performs
easier since the amplitude of the false-target images are weaker than
the real-target image; the false-target images always lag behind the
real-target image, and all targets are located in the same cross-range. In
order to overcome the drawbacks mentioned above, a simple
modulation based on SNSJ (M-SNSJ) is presented in this paper. The
method first uses amplitude modulation factor to make the amplitude
of the false-target images consistent with the real-target image, then
uses the down-range modulation factor and cross-range modulation
factor to make the false-target images move freely in down-range and
cross-range, respectively, thus the capacity of deception is improved.
Finally, the simulation results on the six available combinations of
three modulation factors are given to illustrate our conclusion.

Keywords—Inverse synthetic aperture radar, ISAR, deceptive
jamming, Sub-Nyquist sampling jamming method, SNSJ, modulation
based on Sub-Nyquist sampling jamming method, M-SNSJ.

1. INTRODUCTION

SAR plays a remarkable role in military applications for

all-weather, day-night and high-resolution capability [1]-[4].
ISAR jamming and anti-jamming have become a hotspot in
current research; since blanketing jamming consumes more
power, more studies on deception jamming have been
performed.

In recent years, a variety of ISAR deception methods have
been proposed. In [5], digital false-target image synthesizer
(DIS) is presented to create false targets. In [6], [7], authors
propose some improvements to decrease the computational
complexity and realize multi-false-targets deception. However,
the method still presents high complexity according to the
jamming principle. A practical method of multiplication
jamming in [8] is proved to be feasible. However, it is difficult
to keep consistent between the false-target images and the
real-target image since the changing of ISAR image templates
depends on the ISAR incident angle which is difficult to attain.
It is noted above that both DIS and multiplication jamming
need accurate parameters obtained by detective work. In order
to simplify the jamming process, Digital Radio Frequency
Memory (DRFM) is introduced to generate ISAR echoes in [9].
In [10], [11], SNSJ method is proposed. This algorithm does
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not require any computation, only need high quality
analogue-to-digital converter (ADC). The jamming echoes are
also reflected from the target, which guarantee the consistency
of the false-target images and real-target image. In summary,
SNSJ turns out to be effective and can be realized easily.
However, problems still exist in SNSJ. At first, if the jammer
transmits intercepted signals directly, the intensity of the
false-target images will be weaker than the real-target image.
So the power of the intercepted signals needs to be magnified
appropriately. Secondly, the jamming echoes are always behind
the ISAR echoes from the target, so the false-target images are
behind the real-target image, too. In order to solve the problem,
we propose an improved method in this paper to compensate
the signal delay by multiplying a down-range modulation
factor. In this way, the false-target images’ position will be free
in down-range. Similarly, the false-target images in [7], [8]
only appear in the same cross-range, we expand the range of the
false-target images by multiplying the cross-range modulation
factor.

II. FORMULATION OF M-SNSJ

X

Fig. 1 ISAR imaging model of SNSJ

For brevity, we analyze and solve problems in two
dimensions in this paper. As shown in Fig. 1, ISAR is located at
the point designated as O, the target is located at T, and the
jammer is located at J. The distance between ISAR and jammer,
ISAR and target, jammer and target are R, R, , R
respectively. The ISAR is in XOY coordinate system, and the
two dimensional coordinate xoy is embedded on the target
whose center is the origin o. The rigid-body target circular
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motion is described as 6, (t)=6,, + ot with the rotation rate @
(rad/s) and initial angle 6, (rad).

Since ISAR transmits a linear frequency modulated (LFM)
pulse with the center frequency designated as f, and the chirp

rate designated as k , the waveform of the transmitted signal in

fast-time domain and slow-time domain can be expressed as (1):

S(f,tm ) = rect ('[A/Tp )exp( jrkt? )exp[ j2rf, (f +t, )J

1
:y(f)exp[jZ;zfo(f+tm)J . M

where y(f)=rect(f/Tp)exp(jzrkfz), fis the fast time, t, is the
slow time, and T, is the pulse width which yields 1 when
(f/Tp) <0.5, otherwise yields 0.

Assuming that the intermittent sampling signal in jammer is:
+00
p(t)=rect(t/z) T 6(t-nT,). (3
n=-w

where 7 is the pulse width, T, is the sampling period, &(+) is

the impact function, respectively. The working time sequence
of the jammer is illustrated in Fig. 2.

sampling singnal

retransmission singnal

v

Fig. 2 Sampling and retransmission by jammer

As shown in Fig. 1, if the echoes are reflected from the target
directly, the time delay is 7, =2R,/c. According to (1), the

echoes will be expressed as (3):

S, (f -ro,tm): rect((f -ro)/Tp)exp( jrk (f -7, )2)
~exp[j27rf0(f—ro+tm):| 3)

= ,u((f—‘ro))exp[jZ/r f, ((f—‘ro)+tm )}

When the jammer starts to work, the jamming echoes will be
reflected from the target in a zigzag way. The time delay is
7, =(Ry+R, + Ry )/c+7,, where 7, is the time delay between
sampling and retransmission, which is controlled by the
jammer. The jamming echoes will be expressed as (4):

s, (.t ) = ps(f-z,.t,)
= [rect(t/f)ﬁf(t -nT, )J “*Ct((f e )/Tp)
,exp(,—,[k(f-TJ)Z)exp[jznfo(f_rJ+tm)} 4)
= (rect(t/r)zf?(t —7, =T, )J
.exp[j;z-k(f-rj )2:|exp[j2ﬁ' f((E-)+t) |

where N =[T, /T,

echoes are received, the dechirping operation will be done later.
Suppose that the reference distance is R , the reference time is

demonstrate ceil operation. When the

>

ref >

t. , the dechirping result can be written as (5):

5 (f,tm) =s, (f,tm)conj[s(f-tref . )]
—(rect(t/r)il&(t—rj —nTS)J 5)
-exp[ j27rk(tref -, )f}exp[ 2z f, (tref -7y +t, )} .

Then, after range compression, the result can be expressed as

(6):

5 (f.t,)= (rect(t/r)f&(t -7, - nTS)]

n=0

~exp[j27rk (trsf -7, )f:|€Xp|:j272’ f, (trsf -7, +tm)J

= i ofT, sinc(nf,7)sin C(Tp ( f,—nf, —k(z, -t )))

n=-x

(6)

~exp[j27zf0 (tref -7 +tm)} .

where sinc(x)=sin(zx)/zx By using the conversion

relationship between time domain and frequency domain, (6)
can be converted into the expression as (7):

5 (rt,)= i DT, SinC(nD)eXp[*jZJZ' fo(tref -7, +tm)}

-sinc(zB/c(r —ncf, /2k —c(z, -ty )/2)).

(M

where D =7 f,=7/T, is the duty ratio of intermittent sampling

signal. 7, -t changes with the azimuth echoes. If 7, -t

ref
changes violently, range alignment should be performed. Then
the Fourier transform can be done in the cross-range, the two
dimension image in ISAR will be obtained as (8):

5 (r.f)=
ZI: i DT,T, sinc(nD)sinc(2B/c(r —ncf, /2k —ct, /2))| (8)

= sine(T,, (f =2,/ X,))exp(— j27 (R — Ry )/ €)

total
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where T,, is the accumulation time in the cross-range,
Rew =Ry + Ry + R, +2AR; is the route length of the jamming

signal, | is the total scattering. From (8), It can be seen that the
intermittent sampling signal will lead to a series of false-target
images in down-range.

Down-range
Modulation

Receiver

> AD

Cross-range
Modulation

III. PROPOSED METHOD

In order to get more effective false-target images in ISAR,
we will present improved modulations from the following three
aspects. The schematic diagram of the proposed method is
illustrated in Fig. 3.

Transmitter

Amplitude

D/A Modulation

Fig. 3 The schematic diagram of M-SNSJ

A. Power Modulation

The power of target echoes can be derived from the radar
equation as (9):

P _ PG’A’c ©)
' (47[)j R,
0

Also, the power of jamming echoes can also be calculated by
radar equation. It can be represented as (10):

_ 292
5 - 3P‘G/ o (10)
(47r) R (R, + Ry )

Considering that the SNSJ could get multiple false-target
images, and the amplitude of each false-target image is
different, which can be concluded from (8). The amplitude of
the nth false-target image is DT,T,,sinc(nD). In order to get

the average amplitude of each false-target image, the number of
the false-target images has to be obtained. Suppose that the
target takes up D, units in down-range, normally, the distance

between two adjacent false-target images should be greater
than D, . The distance between two adjacent false-target images

in down-range is cf,/2k which can be concluded from (8), so
D, should satisfy (11):

cf, /2k > D, . 11

considering the limit case, when cf /2k=D, , the maximum

number of false-target images will be:
Nmax = Dd / Dr . (12)

where D, is the total length of down-range. Typically, the
number of false-target images is N =2kD, / cf,, so the power of
each false target is:

= PG2A’cDcf,

P ,=P/N

- . 13
. (47) R (R, + R, )" 2kD, )

In order to get the most effective jamming result, P, and
P, , should satisfy (14):

PG2A%c _ = PG2A%c Dcf,
=, <P .= g 3 -(14)
(47)'R, (47) R, (R, + Ry ) 2kD,
We can get (15) derived from (14):
2 2
R, > (R, +Ry; )’ 2kD, /cf,D. (15)

Typically, the (15) is difficult to satisfy. So a power amplifier
is used in the power modulation module of a jammer.
According to above analysis, modulation factor which is
designated as F, should satisfy (16):

F, = Rochs/[(RJ +Ry ) 2k] (16)

Certainly, if the modulation factor is large enough

F, > Rochs/[(RJ R, ) 2k] (17)
the false-target images will make the real-target image
invisible.

B. Down-Range Modulation
As shown in Fig. 2, the time delay of the target echoes is:

7, =2R,/c. (18)
The time delay of the jamming echoes is

7, =(R,+ R, + Ry )/c. (19)

As R,, R, and R; formed a triangle. With the nature
relationship between sides of the triangle R, +R;; >R, , we
have 7, > 7, . Therefore, the jamming echoes will lag behind

the target echoes, which makes anti-interference easier. In
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order to solve this problem, we propose the down-range
modulation factor based on the theory of time-frequency
relation to amend the jamming echo. It can be represented as:

su(f+azt,)=s, (6.t )F, .. (20)

s (f+Ar,tm) = p(t)s(f-rJ +Ar,tm)
:(rect(t/r)fa(t—nTs)]rect((f-rJ +A7) /Tp)

{20 0051

:(rect(t/r)Niﬁ(t—TJ —nt)jexp[jzzk(f-a rar) | @b

~exp[j27zf0((f -1, +Ar) +tm)]
=5, (Bt )Jexpl k(A7 +280(E - 7,)) Joxef j2rT A7

=5,(E4,)F .-

where S; (f + Ar,tm) is the signal after down-range modulation
in time domain. F, , is the down-range modulation factor in

time domain.

C.Cross-Range Modulation

As shown in (8), all the false-target images will be located at
the same cross-range. In order to get a better deception, we
propose to expand the cross-range of the false-target images by
using the cross-range modulation module in jammer. Similarly,

considering the principle of ISAR imaging in cross-range, such
as the classical algorithm range-Doppler algorithm (RD) in
ISAR imaging; if we want to shift the image in cross-range, we
need to add an extra static frequency satisfying (22):

su(ff=f)=s,(E.F)F . 22)

where S, (f, f-— fc) is the signal after cross-range modulation

in frequency domain. f_ is the frequency shift, which can be
positive or negative. F,  is the cross-range modulation

factor in frequency domain. Using the well-known Fourier
transform and taking into account the major influence in
cross-range. Equation (22) can be represented as:

Sas (f,tm ) =S, (f’tm)FcJ xS, (f’tm )eXp(127r fctm)
F. (~exp(j2zft,). (23)

c

where S, (f,tm) is the signal after cross-range modulation in

time domain. F, ,

is the cross-range modulation factor in time
domain. Since the original false-target images should be
displayed in ISAR, we make the received radar signal go
through a 2-way power splitter. Then we use two power
amplifiers on each path. Finally an adder is used to composite
signal. Fig. 4 shows the cross-range modulation workflow of
the jammer.

Amplifier

Power

Receiver

Power
Splitter

Transmitter

Amplifier

Power

Fig. 4 The cross-range modulation workflow of the jammer

IV. SIMULATION RESULTS

The supposed range-Doppler ISAR imaging scenario is
illustrated in Fig. 1. The target, radar and jammer parameters
with respect to the scenario are listed in Table I. The target is
assumed to be composed of a number of perfect points
scattering evenly on the radar cross section (RCS). Their
locations in the 2D coordinate system are plotted in Fig. 5.
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Fig. 5 Aircraft scattering point model
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TABLEI
TARGET, RADAR AND JAMMER PARAMETERS
Symbol Parameter name Value
N, scatter number 34
[ angular velocity 0.01 rad/s
fo center frequency 10 GHz
B frequency bandwidth 200 MHz
f, sampling frequency of ISAR 480 MHz
Tp pulse width 10 us
PRF pulse repetition frequency 500 Hz
R, distance between target and ISAR 5Km
R, distance between target and jammer 25m
Ry distance between jammer and ISAR 5 Km
T, sampling period of jammer 0.02 us
D duty ratio of jammer 50%

A.Experiment 1: Comparison of SNSJ and M-SNSJ

1) Power Modulation Simulation
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(a) The ISAR image before power modulation
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(b)The ISAR image after power modulation

Fig. 6 The simulation results on power modulation

The distance between the false targets is cf,/2B ~90m, the

ISAR image size is 250 m, and thus, there are two false targets
in the image. And the gain of power amplifier is 3dB. In Fig. 6
(a), it is obvious that the false targets are weaker than the real
target before power modulation. The power modulation
simulation result is shown in Fig. 6 (b). It shows that the false

targets and the real target have the same intensity, which
enhances the deceptive effect of the false targets.

2) Down-Range Modulation Simulation
100 ‘ ‘ ; ; ;
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z]

cross-range[H
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4950 5000 5050 5100 5150 5200
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(a) The ISAR image before down-range modulation
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(b) The ISAR image after down-range modulation

Fig. 7 The simulation results on down-range modulation

The down-range modulation factor in down range is 50m, the
modulation result image illustrated in Fig. 7 (b) shows that the
false target has moved forward 50m, which is consistent with
settings. This operation largely avoids the real target being
attacked at first.

3) Cross-Range Modulation Simulation
100 - ; ; ; ; ; -

50l real target

2]

cross-range[H
o

50+ false target 1

0 . . . . .
4950 5000 5050 5100 5150 5200
down-range[m]

(a) The ISAR image before cross-range modulation

828



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:11, No:7, 2017

100

50| W4 ,
real target

cross-range[Hz]

0 | | | | |
4950 5000 5050 5100 5150 5200
down-range[m]

(b) The ISAR image after cross-range modulation.

Fig. 8 The simulation results on cross-range modulation

The cross-range modulation factors in the cross-range are
50Hz and -50Hz, the modulation results image illustrated in
Fig. 8 (b) shows that the target moves up and down S0Hz.
Multiple false targets appear in the scene, so it is more difficult
for enemies to identify the real target.

B. Experiment 2: Different Combinations of Modulation

Since these modulation factors are independent, they can be
combined freely. Fig. 9 shows the simulation result of different
combination modes. Fig. 9 (a) is the ISAR image without
modulation, in which it is easy to find out the real target. Fig. 9
(b) is the ISAR image with power and down-range modulation.
The false target and the real target have the same power, the
false targets appear in front of the real targets, so the false
targets protect the real targets from being found effectively.
Fig. 9 (c) is the ISAR image with power and cross-range
modulation. Multiple false targets appear on both sides of the
real target, and the number of the false targets increased several
times. Fig. 9 (d) is the ISAR image with power, down-range
and cross-range modulation. The real target is wrapped up in
the middle of eight false targets, which may be the best
approach to protect the real target. To sum up, we can use
different modulation combinations to get different deceptive
effects.
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(a) The ISAR image without modulation
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(b) The ISAR image with power and down-range modulation
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(c) The ISAR image with power and cross-range modulation
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(d) The ISAR image with power, down-range and cross-range
modulation

Fig. 9 The ISAR image of different combinations of modulation mode

V.CONCLUSION

In conclusion, an Improved Sub-Nyquist Sampling Jamming
Method (M-SNSJ) is proposed to overcome the shortcomings
of the SNSJ and successfully verified by the simulation. The
proposed scheme consists of three parts, namely power
modulation, down-range modulation and cross-range
modulation. The power modulation is to make it hard to
identify the true target by adjusting the power of the false
targets to the level of the real target. The down-range
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modulation makes the false targets appear in any position in
down-range. Similarly, the cross-range modulation makes the
target appear in any cross-range to enhance the flexibility of the
deception. More importantly, the three modulations can be used
in combination freely. The simulation results show that the
deceptive effect of M-SNSJ is better than SNSJ.

(1

REFERENCES

T. Wang, X. Wang, Y. Chang, J. Liu, and S. Xiao, “Estimation of
precession parameters and generation of ISAR images of ballistic missile
targets,” IEEE Trans. Aerosp. Electron. Syst., vol. 46, no. 4, pp. 1983—
1995, Oct. 2010.

Xueru Bai, “Study on New Techniques for ISAR Imaging of Aerospace
Targets” (D), 2011.

M. Skolnik, Radar Handbook, 3rd ed. New York, NY, USA: McGraw
Hill, 2008.

X.-C. Xie and Y.-H. Zhang, “High-resolution imaging of moving train by
ground-based radar with compressive sensing,” Electron. Lett. vol. 46,
no. 7, pp. 529-531, Apr. 2010.

P. E. Pace, D. J. Fouts, S. Ekestorm, and C. Karow, “Digital false-target
image synthesiser for countering ISAR,” IEE Proc. Radar Sonar Navig.
vol. 149, no. 5, pp. 248-257, Oct. 2002.

Letao Xu, Dejun Feng, Xiaoyi Pan, Qingfu Liu, and Xuesong Wang, “An
Improved Digital False-Target Image Synthesizer Method for Countering
Inverse Synthetic Aperture Radar”, IEEE Sensors J, vol. 15, no. 10, Oct
2015.

Li Yuan, Lv Gaohuan, Chen Huilian, “The Study of Multi-false Targets
Deception against Stepped-frequency Waveform Inverse Synthetic
Aperture Radar”, ICSP2008 Proceedings.

Xu, Letao, Fend Dejun, Liu QINGFU, et al ISAR Decoy Generation by
Utilizing Coherent Multiplication Method Jamming, Acta Electronica
Sinica, Vol.42 No 12. Dec 2014.

Wang Chao, Zhang Xiao-fa and Yuan Nai-chang: Journal of system
Simulation 19 (2007) 4639.

X. Pan, W. Wang, D. Feng, Y. Liu, Q. Fu, and G. Wang, “On deception
jamming for countering bistatic ISAR based on sub-nyquist sampling,”
IET Radar, Sonar Navigat., vol. 8, no. 3, pp. 173-179, Mar. 2014.

W. Wang, X.-Y. Pan, Y. C. Liu, D.-J. Feng, and Q.-X. Fu, “Sub-Nyquist
sampling jamming against ISAR with compressive sensing,” IEEE
Sensors J, vol. 14, no. 9, pp. 3131-3136, Sep. 2014.

830



