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 
Abstract—The advent of social networking technologies has been 

met with mixed reactions in academic and corporate circles around 
the world. This study explored the influence of social network in 
current era, the relation being maintained between the Social 
networking site and its user by the extent of use, benefits and latest 
technologies. The study followed a descriptive research design 
wherein a questionnaire was used as the main research tool. The data 
collected was analyzed using SPSS 16. Data was gathered from 1205 
users and analyzed in accordance with the objectives of the study. 
The analysis of the results seem to suggest that the majority of users 
were mainly using Facebook, despite of concerns raised about the 
disclosure of personal information on social network sites, users 
continue to disclose huge quantity of personal information, they find 
that reading privacy policy is time consuming and changes made can 
result into improper settings. 

 
Keywords—Social Networking Sites, Privacy Policy, Disclosure 

of Personal Information. 

I. INTRODUCTION 

NTERNET revolutionized computers and communications 
around the world and paved the way for many technological 

evolutions to follow. It provided a platform to connect with 
people and with the advent of social networking sites, it 
became even easier to search, communicate and stay 
connected. Also with internet services now available on 
mobile phones, connecting through networking sites has 
become just a finger tap away; hence the popularity of ‘check-
in’ feature, wherein a user can get his current position 
identified using GPS and then post the location on SNS. This 
feature is used mainly when the users are travelling and want 
to keep their friends posted about new expeditions. Social 
networking sites are now used by the hundreds of millions of 
people around this world. References [1], [12], [14] state 
“Web based services that allow individuals to construct a 
public or semipublic profile within a bounded system, 
articulate a list of other users with whom they share a 
connection, and view and traverse their list of connections and 
those made by others within a system”. In social networking 
sites, the users create a personalized account known as profile 
that includes the information like date of birth, hobbies, 
preferences, education status, relationship status and personal 
interest etc. and add each other to their corresponding social 
network [27], [37], [40]. It is a website that provides a place 
for people of same or different community to share their 
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personal views and activities with family members, friends 
and colleagues and post information based on their interest, 
suggestions and discussions on a particular topic or randomly 
at international platform [10]. The users can restrict the 
inspection of their profiles from other people not part of their 
network or keep open for everyone [49]. Earlier research [12], 
[14], [18], [19] suggests that the main motivation to use online 
social networking sites is to communicate and to maintain 
relationships. Few researchers found that different interaction 
rituals are performed on an SNS for reconstructing the 
established social networks [51]. Popular activities include 
updating personal information, sharing photos, getting updates 
on the activities by friends, sending messages privately or 
posting public testimonials [17], [18], [34], [54]. Due to huge 
popularity of SNS’s, they are also being used for marketing 
and advertising [22]. Such in their impact, which even 
information posted on these sites is being used in computer 
forensics for legal and criminal investigations. With growing 
usage, come many benefits but also many concerns. 

There is an ongoing debate that whether social networking 
sites actually bring people closer or take them away from each 
other by isolating them. The real risks are believed to arise 
when users disclose identifiable information about themselves 
to people whom they do not trust [3], [14], [18], [21], [53]. 

References [16], [17], [19], [23] show student’s awareness 
on the privacy issues and the available privacy protections 
provided by Facebook are not reliable. They observed that 
majority of the respondents are aware of the consequences of 
providing personal information but are comfortable in posting 
and do not take any initiative to protect the information. 
Participant’s personal information can be accessed by three 
groups of stakeholders in SNSs; the network, the hosting site, 
and the third parties and the information are knowingly or 
unknowingly revealed by the participant [3], [26]. 

Furthermore, many companies and organizations use social 
media sites as the medium for marketing campaigns. Social 
media are regarded as an opportunity for self-presentation and 
interaction with many respondents around the globe by [33], 
[47]. Facebook provides data access and privacy control but 
user’s information is not sufficiently protected, which thus 
results in information leakage, [3], [42]-[44] privacy in 
general is hard to measure and examined 

In this study, we have mainly considered information 
disclosure in terms of profile i.e. what users divulge in their 
profile, where they disclose personal information on their 
walls irrespective of knowing about information theft. How 
much time the respondents spent in SNSs and which 
information do they think must not be shared. The respondents 
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have to differentiate between the two privacy perspectives, 
protection and disclosure [29]. We also aimed to identify what 
influences users to disclose their information.  

This paper shows how social networking sites influence the 
users without knowing the detail issues of leakage of 
information which may lead security issues. The purpose of 
this research paper is to provide countermeasures by raising 
awareness. It also discusses and warns the community to be 
more vigilant about the outcome of information leakage. 
Further the researchers must develop a new framework that 
can be beneficial to the society. 

II. RESEARCH OBJECTIVES 

The target is to collect data and analyze how much 
information is disclosed by the respondents in their profiles 
and what are the influence factors. 

III. RESEARCH QUESTIONS 

RQ1. Which is the most popular Social Networking Site 
among the users? 

RQ2. What is the purpose of using Social Networking Sites? 
RQ3. What are the activities that users perform on Social 

Networking Sites? 
RQ4. What is the frequency of using Social Networking 

Sites? 

Specific Objectives of the Study Were- 

B. To find out the role of Social Networking Sites in creating 
awareness among the users. 

C. To find which is the most popular Social Networking 
Sites among the users. 

D. To find, what is the frequency of usage of Social 
Networking Sites. 

E. To find out to what extent users share their personal 
information. 

F. To find, why the users disclose personal information’s on 
Social Networking Sites. 

G. To find out the consent of users at the time of registration 
before concur on terms and conditions on Social 
Networking Sites. 

H. To find whether users can easily update privacy settings 
on Social Networking Sites. 

I. To find whether the users are willing to pay extra money 
for security. 

IV. SCOPE 

This research is confined to the residents of Delhi and NCR, 
India. 

 
TABLE I 

SAMPLING DATA ANALYZING DETAILS  

Sampling Technique Convenient Sampling 

Sample Unit Students, Academicians, Corporate persons 

Sample Frame SNS’s users and non-users in Delhi and NCR, India 

Sample Size 1205 

 

V. METHODOLOGY  

For the collection of primary data questionnaire method was 
adapted designed by 6 academicians and 4 industrialists. The 
empirical data was gathered with a web questionnaire that was 
prepared on the basis of the objective of the proposed study 
and was distributed randomly among the target population 
under the study. Variables were measured with categorical, 
scale, and non-metric variables. Also some open questions 
were used for feedback. The questionnaire consisted of four 
main parts:  
1. Background information 
2. Users personal information and friends on SNSs 
3. Users privacy setting 
4.  User’s security concerns. 

780 respondents were asked to answer the questionnaire via 
a link provided through e-mail. These users had also the 
possibility to send the invitation forward. Using the snowball 
effect total of 1205 acceptable responses was received. 

VI. EMPIRICAL STUDY 

Total number of 1205 people responded to the online 
questionnaire. Of this 37% were male and 63 % were females. 
Majority of the 748 (62%) respondents fall between the age 
group of 20-40 years, 415 respondents (i.e. 34%) fall between 
12-19 years, 35 respondents (i.e. 3%) are between 41-50 years 
whereas 7 (i.e. 1%) of the respondents are 50 years + who 
used SNSs. Most of the respondents (72%) were students and 
academician and only 28% were professionals [29]-[31]. 

Fig. 1 shows that the most commonly used SNSs is 
Facebook [25], as the data depicts that 573 respondents 
(47.55%) are using Facebook, 271 respondents (i.e. 22.49%) 
are using Twitter, 227 respondents (i.e. 18.84%) are using 
LinkedIn, 62 respondents (i.e.5.14%) are using MySpace, 31 
respondents (i.e. 2.57%) are using Flickr, 23 respondents (i.e. 
1.91%) are using Orkut and 18 respondents (i.e. 1.49%) are 
using other Social Networking Sites. 

 

 

Fig. 1 Use of Social Networking Sites 
 

Fig. 2 (a) presents the frequency of accessing SNSs, among 
the respondents from Delhi and NCR, India. The data depicts 
that 670 (i.e.55.60%) respondents are using SNSs daily, 369 
(i.e. 30.62%) respondent’s access SNSs thrice a week, 119 
respondent’s (i.e. 9.87%) access once a week whereas 47 
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communities, 212 (i.e. 17.59%) respondents have up to 10 
groups and 217 (18%) users have more than 10 community 
groups in a Social Networking Sites. 

Table II reveals the information and data that are considered 
to be personal by the respondents of Social Networking Sites.  

 
TABLE II 

MOST RARELY DISCLOSED PERSONAL INFORMATION 

Information No. of Respondents Percentage (%) 

Your fingerprints 200 16.60 

Financial Information 187 15.52 

Your home address 159 13.20 

Your mobile no. 129 10.71 

Medical information 124 10.29 

Your national identity 113 9.38 

Your national identity 113 9.38 

Your photos 117 9.71 

Who your friends are 98 8.13 

Your work history 78 6.47 

TOTAL 1205 100 

 
In online social networks the respondents must enter 

profile, work place, education, arts and entertainment and 
other basic information like gender, e-mail, hobbies etc. After 
knowing about their interest, and interaction, the malicious 
user filters such profile information which helps in accessing 
their private details. The members of the Facebook are asked 
to enter the profile information manually and it depends on the 
respondents, to enter his/ her details or avoid revealing the 
details. The profile is said to be public if the information about 
the member is made public and it is private if the information 
is not revealed [38], [41], [45]. 

Fig. 6 shows why the respondents disclose their personal 
information on an open platform of social networking sites 
where 674 (i.e. 55.93%) users like to connect with others, 240 
(i.e.19.91%) respondents enter to access certain services, 123 
(i.e. 1020%) does it for fun whereas 111 (i.e.9.21%) 
respondents feels that they save time at the next visit and 57 
(i.e. 4%) fills information for some other reason.  

 

 

Fig. 6 Reason to disclose Personal information on SNSs 
 
Fig. 7 reveals that 769 (i.e. 63.81%) respondents agrees that 

the data on social networking is somewhat secure, 213 (i.e. 
17.67%) respondents agrees that data is not at all secure, 
according to 136 i.e.11.28%) respondents it is very secure 

whereas 87 (i.e.7.21%) respondents have no idea whether their 
data is secured or not.  

 

 

Fig. 7 Data security assessment in SNS 
 

Table III shows what preventive measures the user 
generally adapts to protect his identity in Social Networking 
Sites. Where 300 (i.e. 24.89%) responds that they discloses 
only to trusted people, 324 (i.e. 26.88%) reveals to give 
minimum information, 112 (i.e.9.29%) responds never 
disclose personal identity numbers like password, pin no. bank 
account number etc. 26 (i.e.2.15%) deletes the cookie, 123 
(i.e. 10.20%) respondents provide wrong information, 112 (i.e. 
9.29%) prefers to use cash instead of recorded transaction 
whereas 23 (i.e.1.90%) respondents prefer to check that the 
site has safety logo and the transaction is protected, 13 
(i.e.1.07%) users has anti-spy software, 93 (i.e. 7.71%) 
respondents changes the default browser setting, 49 (i.e. 
4.06%) respondents maintain awareness through search engine 
and 30 (i.e. 2.48%) respondents are least interested about. 

 
TABLE III 

PREVENTIVE MEASURES TAKEN BY USERS FOR IDENTIFY PROTECTION ON 

SNS 

To secure Identity 
Number of 

Respondents 
Percentage (%) 

Give the minimum required information 324 26.89 
Disclose information only to 
people/organization you trust 

300 24.90 

Provide wrong information 123 10.21 
Never disclose password, bank a/c no. or 

pin no. 
112 9.29 

Use cash instead of recorded transaction 112 9.29 
Change the security of your browser to 

increase privacy 
93 7.72 

Use a search engine to maintain awareness 
of which information circulates about you 

on internet 
49 4.07 

Don’t do anything 30 2.49 

Delete cookie 26 2.16 
Check that the transaction is protected or 

the site has safety logo 
23 1.91 

Use anti -spy software 13 1.08 

TOTAL 1205 100 

 
Fig. 8 shows the interest of respondents to assure whether 

prior approval is required for processing any personal 
information, as 790 (i.e. 65.56%) agrees in all cases, 140 (i.e. 
11.61%) users says only when asked on internet, 86 (i.e. 
7.13%) respondents says not required, 59 (i.e.4.89%) agrees to 
sensitive information whereas 130 (i.e. 10.78) respondents 
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The study of [3] shows that only a small number of users 
change the default privacy references which are set to 
maximize the visibility of user’s profiles. Anyhow privacy 
features has no meaning if the end user does not use them. The 
reason not taking any initiative to change privacy setting as 
user find learning and reading privacy policies are time 
consuming and are very confusing, or the users lack 
confidence and fear that they will mess up the settings [24]. 

In today’s digital era, information is extensively stored in 
the form of digital images, audio and video files. Security is an 
important criterion for data exchange and an important 
concern for most organizations to protect our personal data 
from hackers by implementing encryption techniques [43]. 

Table IV shows the eagerness of users to change default 
privacy setting in social networking site where 937 agrees, 
227 disagrees and 41 respondents never thought to change. 

 
TABLE IV 

ALTERATION MADE IN DEFAULT PRIVACY SETTING 
Ever tried to change Privacy Setting No. of Respondents Percentage (%) 

Yes 937 77.76 

No 227 18.84 

Don't ever thought 41 3.40 

TOTAL 1205 100 

VII. DISCUSSION 

Research results presented in the previous section seem to 
suggest that Facebook is the most popular SNSs used by all 
categories of respondents followed by Twitter and LinkedIn. 
Whereas the earlier finding confirms the result that Facebook 
and MySpace are most popular social networking sites [11]. 

Our study shows, that the users of Social Networking Sites 
discloses a large amount of information about themselves to 
their weak and strong connections, in spite of having 
significant awareness that they must disclose only to the 
people they know. 

There occur discrepancies between privacy concerns and 
actual privacy settings [6], [8] Analysis of profiles found that 
SNS users provide a large amount of personal information on 
public profiles. [4] Found that only a small percentage had 
changed the default privacy settings. Reference [48] analyzed 
that only 27% were set to private. In 2007, [35], [38] 
downloaded the Facebook profiles of a whole class of a 
private American university and found that only one third was 
set to private.  

Reference [32] concludes social networking sites are the 
greatest social technological phenomenon’s of the 21st 
century. Most users are unaware of the several threats that are 
present with users profile page. As the popularity of social 
networking sites continues to grow, so do the security risks 
associated with them [28]. 

 Also privacy policy seems to be important but the users do 
not read the privacy policies [5], [50].  Only a small 
percentage of users read the privacy policies before accepting 
them [12], [15], [55]. 

The study found that the main purpose of using SNSs is to 
find information, the newsfeed and updates of their friends. 

They disclose information in order to connect with their 
friends. They post many kinds of information freely related to 
personal behavior, experimentation and their own sentiments. 
[9], [21], [39] concluded that most important reason is to get 
in contact with new people (31%). The second reason was to 
keep in touch with their friends (21%), whereas the third was 
general socializing (14%) from open questions to 1,200 SNS 
users.  

Reference [7] analysis indicates that it is essential to 
provide users with the suitable tools that allow them to 
recognize the context in which their information exists and 
select appropriate levels of information allocation and perform 
protections on their personal information. 

The study shows that the user’s information is used by the 
host or third parties for marketing or other beneficiary task 
without users intimacy [2], [12]. 

 The respondents are cautious about the information being 
displayed or searched by their colleagues or known friends 
[12], [14], [15], [20]. 

The study found that the users are not ready to pay for 
security of their private data in social networking sites. 
References [3], [52] agree that users will be more careful if 
they pay additional fee amount for their access in social 
media. 

The study shows that there must be prior approval or 
consent of user before sharing personal information [5], [52]. 

The study shows that the theft or data loss is very common 
as it is known to major community. In paper [1] researchers 
concludes that information loss or damages in many 
organizations is by their employees. Employee’s social 
networking behavior, accidental or intentional, provides an 
opportunity for advanced persistent threats attackers to realize 
their social engineering techniques.  

The users are doting of accessing the SNSs as they spend on 
an average of 3 hours daily, also they cannot miss to access 
more than a day. Respondents have more than 200 friend 
connections. 

The study reveals that majority population agrees that 
Social Networking Sites are somewhat secure in context to 
data protection [46]. 

The study found that majority of users are not interested to 
change the default privacy settings as they find it either time 
consuming, or they might messed up the settings due to 
incomplete knowledge [13], [36]. 

VIII. CONCLUSION 

This paper investigates privacy issues related to SNSs and 
presented the results of our qualitatively empirical studies 
among users. This study was focused on, the use of Social 
Networking Sites and related privacy awareness to protect 
users information.  

This study employs users of SNSs, and acquired data based 
on users response. The analyzed data shows that most users’ 
preference is Facebook.  

Results show that most of the respondents with their 
knowledge discloses considerable amount of private 
information of them and are not aware of the visibility and 
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leakage of information to unknown people and third party 
service providers. Also the privacy policy and terms of use are 
either not known or understood by our respondents. There are 
many different factors that affect privacy behavior on Social 
Networking Sites.  
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