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Abstract—Encryption protects communication partners from
disclosure of their secret messages but cannot prevent traffic analysis
and the leakage of information about “who communicates with
whom”. In the presence of collaborating adversaries, this linkability
of actions can danger anonymity. However, reliably providing
anonymity is crucial in many applications. Especially in context-
aware mobile business, where mobile users equipped with PDAs
request and receive services from service providers, providing
anonymous communication is mission-critical and challenging at the
same time. Firstly, the limited performance of mobile devices does
not allow for heavy use of expensive public-key operations which are
commonly used in anonymity protocols. Moreover, the demands for
security depend on the application (e.g., mobile dating vs. pizza
delivery service), but different users (e.g., a celebrity vs. a normal
person) may even require different security levels for the same
application. Considering both hardware limitations of mobile devices
and different sensitivity of users, we propose an anonymity
framework that is dynamically configurable according to user and
application preferences. Our framework is based on Chaum’s mix-
net. We explain the proposed framework, its configuration
parameters for the dynamic behavior and the algorithm to enforce
dynamic anonymity.

Keywords—Anonymity, context-awareness, mix-net, mobile
business, policy management

1. MOTIVATION

N social life, people do not like to speak about their

personal secrets in public. They do not want others to learn
which illnesses they have, which books they buy and read,
how much money they have in their bank accounts, etc. In the
digital world, this scenario does not change very much. Users
do not want others to learn which web pages they visit or to
whom they send e-mail [17]. People prefer to stay anonymous
whenever possible, i.e. they want to use resources or services
without disclosing their real-world identities [9].

Pseudonyms provide a partial solution for anonymity.
When communicating with a partner, a user introduces
himself not with his real identity, but with a faked name called
pseudonym. Pseudonyms are partial solutions, because even
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passive attackers who can sniff incoming and outgoing
messages to/from the network nodes can link pseudonyms and
reveal the real identities of users. Hence, unlinkability of user
actions is required for providing anonymity [12].

Today, the most promising solutions for anonymity and
unlinkability can be categorized into three [14]: proxies (e.g.
Anonymizer [10]), mix-net [11] and peer-to-peer networks
(e.g. Crowds [16] and Tarzan [13]). In the m-business
framework that we will consider in further detail, mix-net
based protocols are more suitable approaches than proxies and
peer-to-peer networks. The anonymity level mix-net provides
is higher than the anonymity level of proxies and in the m-
business framework, direct communication between mobile
users (not peer-to-peer) is not concerned.

Mix-net was first suggested by Chaum in 1981 for
anonymous e-mail communication. Today, mix-net based
solutions like ISDN-Mixes [15], Web Mixes [3], SMTP
Remailers [7] etc. are widely deployed in various application
scenarios.

However, integrating a mix-net-based anonymity solution
into the m-business framework yields some additional
challenges. Firstly, conventional mix-net protocols rely on
computationally expensive public key operations, which are
hard to execute on mobile devices with limited computational
capacities.

Secondly, a mix-net that presents a fixed level of anonymity
is undesirable since different applications may require
different anonymity levels. As an example, a mobile dating
application may require a higher anonymity level than an
application for finding the nearest restaurant. Moreover,
different users tend to have different sensitivity for security
and may require different anonymity levels even for the same
application. For example, a person with a high security
sensitivity (e.g. a celebrity) still may require a high anonymity
level for the finding the nearest restaurant service.

Varying sensitivities of users and applications demand a
dynamic anonymity framework that allows users to specify the
anonymity level for each application individually. In this
paper, we propose such an anonymity framework and show its
dynamic behavior based on the different configuration
parameters.

This paper is organized is follows. Section II explains the
m-business project and its framework principals in detail. The
configuration parameters used for the dynamic anonymity
behavior are discussed in Section III. The anonymity
framework and its main components are described in Section
1V, and finally Section V concludes the paper.
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II. THE M-BUSINESS PROJECT

The presence of context-aware and especially location-
aware m-business applications in our daily lives is steadily
increasing. Using a PDA to order a pizza from the nearest
restaurant that offers the pizza for less than a certain price is a
typical example of a context- and location-aware mobile
business service. It belongs to mobile business because it
relies on a mobile PDA. It is context-aware because the
maximum price query requires the context information price
to exist in the system. Similarly, the nearest restaurant can
only be determined in a location-aware framework. Besides
restaurant-finding application, many more context-aware and
location-aware m-business applications exist in the field.
Locating kids [8] and people in emergency [4], locating
moving objects (e.g. fleet management [1]), location-based
chat and games [5], indoor and outdoor routing [2] are
examples of already implemented m-business services. In the
near future, the number and types of applications will increase
similarly to the demands of mobile end-users. This introduces
many new challenges, e.g. usability, adaptability and
especially security that influence user acceptance and
determine the success of m-business services.

The m-business research project [6] that we base our
analysis on aims to build a generic framework for different
types of context-aware and location-aware m-business
applications. In this framework, mobile users, broker and
service providers are the main principals. Mobile users
equipped with PDAs are interested in getting free or paid
services from service providers. The broker is the central
principal in the framework. It registers the services of the
service providers within its repository. Upon request for a
particular service, it returns a list with descriptions of services
matching the query to mobile clients. The clients then apply to
one of the service providers in their list to get the service.

Considering all security challenges in the m-business
framework [18], anonymity is the most challenging and the
most critical one. As motivated above, a fixed anonymity level
for all applications and for all mobile users in the framework
is unacceptable. Therefore, our anonymity framework takes
into consideration the different anonymity needs of users and
applications as well as the performance limitations of mobile
devices.

III. DYNAMIC ANONYMITY

Our anonymity framework is based on mix-nets. A mix is a
computer between the sender and the receiver of a message.
Instead of sending the message directly to the receiver, the
sender submits the message to the mix-net, which routes the
message through a number of mixes to the receiver. This
strategy makes it much more difficult for a traffic-analyzing
adversary to identify sender and receiver of an intercepted
message. More precisely, the sender encrypts the message
with the public key of the receiver and additionally with the
public keys of all mixes through which the message is routed.
Upon getting an encrypted message, each mix decrypts the

message with its private key and forwards it to the next hop,
which is either another mix or the final receiver.

To achieve dynamic anonymity, a number of configuration
parameters are supported by the proposed framework. The
values of the parameters can be updated dynamically and
different anonymity levels for different applications running
on the same device are thus provided.

A. Configuration Parameters

We define six different types of parameters: encryption
type, mix number, path picker, message threshold, dummy
message and time delay. These parameters affect both the
anonymity level of applications and the system performance.

1) Encryption Type

This parameter can take the values of asymmetric or
symmetric. If it is set to asymmetric, the sender encrypts the
message with the public key of each mix. Otherwise, the
sender initially generates a secret key for each mix on the
message route and distributes the generated shared key to the
mix in a secure way, e.g. by encrypting the shared key with
the public key of the mix. After this key handshake process,
the sender starts sending messages anonymously by
encrypting them with the shared keys of the mixes. This
parameter is especially useful for the m-business framework
since some mobile devices may not be capable of performing
public key operations at all or at least not at sufficient speed.

2) Mix Number

This parameter specifies the maximum number of mixes in
the mix-net through which the messages are exchanged. If it is
set to zero, sender and receiver connect directly to each other,
i.e. the anonymity component is disabled. The higher the mix
number is, the higher the anonymity level is, but the network
latency also increases with the number of mixes.

3) Path Picker

This parameter can take three different values: sender,
firstmix and random. The value sender implies that the sender
itself defines the message route and encrypts the message for
each mix accordingly. firstmix implies that the sender only
picks the first mix on the path and encrypts the message for
this mix. The first mix randomly chooses the rest of the path
and encrypts the message for each mix accordingly. This
option is very throughput-efficient because the sender needs
to encrypt the message only for the first mix. But from a
security point of view, it has the drawback that the first mix
gets to know the sender and also the final receiver of the
message. The third value random is similar as the firstmix
option. The sender randomly chooses a mix and sends the
message to this mix. But this time, the first mix does not
decide on the entire rest of the path. With equal probability, it
either chooses another mix and forwards the message to it, or
it sends the message directly to the final receiver. The benefit
of this option is that traffic analysis is more complicated (due
to randomness) than in the firstmix option, but it also requires
each mix to know the final receiver.

4) Message Threshold

Upon getting a message, a mix can either forward the
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message immediately or keep it in its outgoing message pool
until a certain number of messages exist in the pool. When
this threshold is reached, the mix sends all the messages in the
pool to their next hops in random order. The threshold value
for the maximum number of messages is specified by the
parameter message threshold. Increasing the threshold value
complicates traffic analysis and increases the anonymity level.

5) Time Delay

This parameter has a similar functionality with message
threshold and specifies how long (in minutes) the messages
will be kept in the outgoing pools of mixes.

6) Dummy Message

Increasing the number of messages sent among network
principals complicates the traffic analysis. If the parameter
dummy message is set to send, the mixes periodically send
forged messages to other mixes.

B. Anonymity Policy

In order to enable dynamic changes of anonymity
parameters, different anonymity configurations called polices
can be created for individual applications. Before an
application starts to communicate, its anonymity policy is
retrieved from the repository and the behavior encoded in the
policy is enforced accordingly. Fig. 1 illustrates a sample
anonymity policy.

<policies>
<policy id="1" belongsto="app_1">
<configuration>
<encryptionType>symmetric</encryptionType>
<mixNumber>3<mixNumber>
<pathPicker>sender</pathPicker>
<messageThreshold>5</messageThreshold>
<timeDelay>10</timeDelay>
<dummyMessage>send</dummyMessage>
</configuration>
</policy>
</policies>

Fig. 1 Sample Anonymity Policy

C. Templates for Anonymity Policy

On the other hand, it is not very practical to expect that one
defines a separate policy for each application. Hence, we
define some default configurations called templates, which
can be used readily by applications. Fig. 2 illustrates two
samples of policy templates. The templates can be referenced
from a policy (see Fig. 3). Thus, applications which do not
have any particularly defined policies can rely on pre-defined
configurations that implement various anonymity levels.

<templates>
<template id="1" anonymityLevel="high">
<configuration>

<encryptionType>asymmetric</encryptionType>
<mixNumber>10<mixNumber>
<pathPicker>sender</pathPicker>
<messageThreshold>50</messageThreshold>
<timeDelay>60</timeDelay>
<dummyMessage>send</dummyMessage>
</configuration>
</template></templates>

Fig. 2 Templates for Anonymity Policy

<policies>
<policy i1d="1" belongsto="app_1" anLevel="low"/>
<policy id="2" belongsto="app_2" anLevel="high"/>
</policies>

Fig. 3 Referencing a Template within a Policy

IV. THE FRAMEWORK

The anonymity framework consists of three main
components: Application Manager, Anonymity Manager and
Policy Manager. Fig. 4 illustrates the architecture of the
framework integrated within a mobile client.

Application M Anonymity
Manager ——— Manager

I

|

appld Policy I

|

Palicy |

Manager I

|

|
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|

Anonymity
Policies

MOBILE CLIENT

Fig. 4 Architecture of Dynamic Anonymity Framework

A. Application Manager

When an application running on the m-business application
framework wants to send a message (M) over the network,
firstly the Application Manager is notified for this
transmission. The Application Manager creates another
message (M) and forwards it to the Anonymity Manager to
transmit it over the network. The message M consists of four
different fields:

M= {appID, m, receiver, anonymityLevel}

applD is the unique id of the application that wants to send
the message m. This field is used to retrieve the policy of the
application from the repository. m is the message of the
application to be sent and relevant only to the final receiver,
i.e. service providers in our case. receiver specifies the final
destination of the message. anonymityLevel is an optional
field. If there is no pre-defined policy for the application, then
this field can be used to specify the anonymity level required
by this application.

B. Anonymity Manager

Upon getting the message M, the Anonymity Manager
retrieves the anonymityLevel value if it is set, otherwise the
appld value. This value is forwarded to the Policy Manager
and gets the policy (anonymity configuration) back.
Afterwards, the Anonymity Manager runs the algorithm (see
Section IV-B.1) over the policy and decides how to interact
with the mix-net and proceed with sending the message m.
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1) The Algorithm

Three out of six policy parameters within are important for
the anonymity algorithm of mobile clients. The message
threshold, time delay and dummy message parameters only
affect the behavior of mixes, but not mobile clients. Therefore,
these 3 parameters are only forwarded to the mix-net. The
algorithm process based on encryption type, mix number and
path picker is illustrated in Fig. 5.
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Fig. 5 The Algorithm over Policy

C. Policy Manager

The Policy Manager is responsible for storing and
retrieving anonymity policies. It searches the anonymity
policy of an application represented by an appld value
forwarded by the Anonymity Manager. In case the Anonymity
Manager forwards the anonymityLevel value, the Policy

Manager retrieves the relevant policy from the template
policies.

V. CONCLUSION

In the m-business framework which aims at building a
generic infrastructure to support different types of context-
aware services, one is faced with the challenge of anonymity
of mobile users. Mix-net is the most promising solution for
this application framework. But its requirement for time-
consuming public key operations has turned out to be a
bottleneck for mobile devices with limited computational
capabilities. Additionally, fixed-level anonymity for all users
and all applications is not an optimal solution since different
users generally have different anonymity sensitivities, even
for the same application. Taking into consideration the
performance drawbacks of mix-nets, different sensitivities of
users and applications, we have proposed a mix-net based
anonymity framework that supports dynamic configurations
for individual applications. The dynamic behavior of the
proposed framework depends on six parameters, namely
encryption type (i.e. symmetric or asymmetric), the number of
mixes in the mix-net, path picker (i.e. sender, firstmix or
random), the threshold and time delay values for the messages
within the outgoing pools of mixes and dummy message
specifying whether mixes would send blank messages among
themselves.
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