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Due to the Effect of Protection System Hidden
Failure in a Critical System Cascading Collapse
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Abstract—Protection system hidden failures have been identified
as one of the main causes of system cascading collapse resulting to
power system instability. In this paper, a systematic approach is
presented in order to identify the probability of a system cascading
collapse by taking into consideration the effect of protection system
hidden failure. This includes the accurate calculation of the
probability of hidden failure as it will provide significant impinge on
the findings of the probability of system cascading collapse. The
probability of a system cascading collapse is then used to identify the
initial tripping of sensitive transmission lines which will contribute to
a critical system cascading collapse. Based on the results obtained
from this study, it is important to decide on the accurate value of the
hidden failure probability as it will affect the probability of a system
cascading collapse.

Keywords—Ceritical system cascading collapse, hidden failure,
probability of cascading collapse, sensitive transmission lines.

I. INTRODUCTION

N today’s deregulated power system, the aim of a utility

company is to provide the electrical energy in a reliable,
safe and economical form. Therefore, each utility company is
competing among each other in order to generate high quality
of electricity in a cost-effective manner. Thus, utility
companies have to minimize any disturbances that will affect
the performance of a power system [1]. Power grids suffer
sporadic contingencies, some of which are sufficiently large as
to impact a considerable fraction of the grid infrastructure.
The catastrophic disruption of a power grid is often triggered
by a set of cascading collapse while the grid is generally
operating near critical loading [2].

Among the turbulences that would be catastrophic to a
power system is due to the effect of system cascading
collapse. Several severe blackouts that had happened all over
the world recently, have resulted in severe consequences to the
national economy and social life [3]. The most recent blackout
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had happened in India on the 30™ and 31% July 2012, where
more than 620 million people throughout the country were
affected [4], which is equivalent to 9% of the world’s total
population. Some other major blackouts afflicted by the
system cascading collapse can be found in [5,7]. The essence
of blackout resulted from system cascading collapse cannot be
deeply realized by traditional power system theoretical
analysis, therefore, new approach are needed to investigate the
challenges of large grid security in order to prevent any
disturbances to the power system.

Various models have been built to anticipate the impact of
cascading collapse in complex network system. Basically,
these models can be classified into three groups, which are the
probabilistic model e.g. CASCADE and branching model, the
complex network model e.g. dynamic flow model and also the
physical simulation model e.g. Oak-Ridge-PSERC-Alaska
(OPA) and Power System Analyzer (PSA) model. Dobson [8]
applied the probabilistic model, using the branching technique
to determine the distribution of system cascading collapse for
an initial failure. The similar technique used can be found in
[9], [10]. Pierre et al. [11] developed an integrated
probabilistic approach and the complex network model where
it is capable of handling the coupling between events in
cascading failure and the dynamic response of the grid to
initiating perturbations. The related technique can also be
found in [12], [13]. Carreras et al. [14] uses the physical
simulation model of OPA to identify the overloaded
transmission lines with the highest probability in order to
recognize the critical lines which contribute to a high
probability of cascading collapse. Shi et al. [15] performs the
analysis of cascading collapse by taking into account the effect
of hidden failure to a protection relay. The same approach is
also used in [16], [17].

Based on the literature study that has been performed, it is
important to analyze the effect of system cascading collapse as
the impact to a power system is significant. For that reason,
this paper proposes a computational effective approach of
system cascading collapse. The analysis is performed to study
the impact of different value of hidden failure probability to
the average probability of cascading collapse and sensitive
transmission lines. In this study, the determination of sensitive
transmission lines is conducted according to the criticality of
the system cascading collapse. The IEEE RTS-79 is used as a
case study in order to validate the effectiveness of the
proposed technique considered in the assessment of system
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cascading collapse. The assessment of cascading collapse
needs to be performed consistently in the power system
operation and planning so that a power system could be
prevented from any kind of catastrophic events. Consequently,
it is crucially important for the utility and power system
planner to recognize the sensitive transmission lines that could
cause significant impact of system cascading collapse.

I1. IMPACT OF HIDDEN FAILURE IN A PROTECTION SYSTEM

Protection system hidden failure has been identified as one
of the main reasons in the distribution of power system
turbulence and even causing to a power system failure. The
hidden failure of a protection system is defined as a permanent
deficiency of a relay unit or a protection system which will
incorrectly trip and remove the circuit elements as a direct
consequence of another switching event [18]. This might
cause to some component outages that are dependent on each
other. Nevertheless, the hidden failures cannot be detected
during normal system operating condition [19]. Prior to that,
an initial component outage might results to a cascading
tripping by distressing the neighboring components suffered
with hidden failure that will become a causative factor in
spreading the disturbances and finally causing the entire
system to collapse. This implies that when a fault or overloads
occur, it will expose and causing unnecessary outages to the
other equipment. The occurrence of hidden failure in a
protective system will exaggerate stress in a system which
makes it even bad and finally reduces the level of system
reliability. Based on the excerption taken from the North
American Electric Reliability Corporation (NERC) report,
more than 70% of the major disturbances yielding to a power
system blackout were caused by the relay hidden failures [13].
In general, the hidden failure of a protective system may not
achieve in accordance to the designated function and this will
deviate from the propagation of disturbance which may cause
incorrect tripping to the other relay units. The hidden failure of
a protective system usually occurs due to the effect of line
overloading, reverse power flow and fault.

I11. DETERMINATION OF SENSITIVE TRANSMISSION LINES
BASED ON THE CRITICAL CASCADING COLLAPSE

This section will discuss on the methods involved to
evaluate the probability of cascading collapse by taking into
account different case studies of hidden failure probability.
According to the NERC report, 400 events of cascading
collapse caused by the hidden failure of a line protective relay
happened in the past 16 years that is from 1984 until 1999
[20]. Although the probability of occurrence for one exposed
line tripping event due to hidden failure is very small,
however, it cannot be neglected due to its catastrophic effect
on a power system condition. The probability of an exposed
line tripping event caused by the hidden failure can be
calculated by using (1).

_ E
T yxdxhxmxs

€y

PHF

where

E is the total number of cascading collapse events due to
hidden failure.

y is the total number of years where the events of cascading
collapse occurred.

d is the total number of days in a year i.e. 365 days.

h is the total number of hours in a day i.e. 24 hours.

m is the total number of minutes in an hour i.e. 60 minutes.

s is the total number of seconds in a minute i.e. 60 seconds.

For that reason, the probability of an exposed line tripping
event due to hidden failure according to the historical
information [21] is given by,

_ 400 events
" 16years x 365days x 24hour x 60minutes x 60second
=8x1077

PuF

Then, the probability increases linearly until it reaches to
pur = 1 at 1.4 of its line limit as depicted in Fig. 1. The
probability remains unchanged as pye = 1 for line loading that
is above 1.4 of line limit [15]. It is important to provide an
accurate calculation of exposed line tripping probability
caused by the hidden failure, pye since this will assist the
utility in providing accurate decision in a power system
planning. In this study, three different case studies of hidden
failure probability which are pue = 8%107, pue = 1x10™2 and
pue = 1x102 [18] s taken into consideration for the analysis
of cascading collapse. For each case study, the results of
average probability of cascading collapse will be used to
further examine the sensitive transmission lines that could
cause critical cascading collapse to a power system. The
proposed technique begins with an initial tripping event of a
transmission line. Followed by that, the power flow solution is
performed by taking into account 10% increment of the total
system loading condition. Then, calculate the probability of
incorrect tripping due to hidden failure, pyr for each exposed
lines connected next to the tripping line.

PHF
1.0

PHr

Line flow

Line limit 1.4 Line limit

Fig. 1 Probability of an exposed line incorrect tripping due to the
effect of hidden failure

Perform random tripping on the exposed lines with pur
higher than the chosen value of pue = 8x107. In this case study,

531



International Journal of Electrical, Electronic and Communication Sciences
ISSN: 2517-9438
Vol:7, No:5, 2013

pue = 8x107 is obtained based on the historical data of
transmission line tripping events that caused by the effect of
hidden failure. This will be used as a point of reference by
comparing it with the other case studies which pye = 1x10™2
and pye = 1x102 in order to examine its significant impact to
the probability of cascading collapse and sensitive
transmission lines. Concurrently, calculate the conditional
probability of tripping, P [21] by using (2).

where

Pu; is the probability of exposed transmission line
encountering the random tripping event in state j.

u; is the probability of the exposed transmission line not
encountering the random tripping event in state j.

This process is repeated until there is no exposed line to
perform the random tripping event. After that, (3) is used to
calculate the tripping events probability, P by considering all
of the conditional probability of tripping, Pg;.

P, = HPC i 3)

where NJ is the total number of system state at initial tripping,
i.

For the chosen initial transmission line tripping, the
simulation is repeated for N = 1000 times so as to obtain the
average probability of cascading collapse, 1301- that can be
calculated using (4).

1 N
ﬁCi = szci'n (4)
n=1

where N is the total number of iterations to perform the
random tripping i.

Then, the entire simulation is repeated until the last initial
line tripping has been obtained. Collect the average probability
of cascading collapse, P};i for all of the initial line tripping.
Hence, apply (5) in order to calculate the estimated average
probability of cascading collapse #(ﬁci) for identifying the
sensitive transmission lines contributing to a critical system
cascading collapse.

T
w(Pe) =1 Pe, ©)
=1

where L is the total number of steps for the increase of total
loading condition.

Rank the u(P¢,) in an ascending order to identify the
sensitive transmission lines at initial tripping. The sensitive
transmission lines are obtained by referring to the initial line

tripping that cause to a sudden increase of u(P¢,).

IV. RESULTS AND DISCUSSION

This section will discuss on the estimated average
probability of system cascading collapse, H(ﬁci) that takes
into consideration the effects of hidden failure in a relay
protection system. The total loading condition is increased by
10% while maintaining a constant power flow at all buses. An
initial tripping event of transmission line is performed for
every increased of total loading condition. The simulation is
repeated for 1000 times to obtain the accurate’PCi. Further
analysis was performed on the results of #(ﬁci) based on three
different cases of hidden failure which are pue = 8x107,
P = 1x10™and pye = 1x10°72,

The proposed technique is tested on the IEEE Reliability
Test System 1979 (IEEE RTS-79) as shown in Fig. 2. The
total load for the system is 2850MW and the total generation
capacity is 3405MW. This system has 32 generating units,
varies from 12MW to 400MW, 20 load buses and 38
transmission lines. The probability of a system cascading
collapse is acquired by repeating the procedure of cascading
collapse for N times and taking into consideration an initial
tripping event of a transmission line.
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Bus 17 | | . Bus 23

A

.
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Fig. 2 Single line diagram for IEEE RTS-79

The estimated average probability of system cascading
collapse, #(ﬁci) is used to identify the sensitive initial
transmission line tripping which would have high tendency to
cause a critical system cascading collapse. Based on the three
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case studies of the pyr performed on the IEEE RTS-79, the
initial transmission line tripping with the highest value of
y(ﬁci) is identified as the sensitive transmission line, which
indicates as the criticality of a system cascading collapse. The
results of the sensitive transmission lines obtained based on
the critical system cascading collapse for the IEEE RTS-79 is
depicted in Table | and Fig. 3.

TABLEI
SENSITIVE TRANSMISSION LINES DUE TO THE EFFECT OF HIDDEN FAILURE
FOR |IEEE-RTS79

Pre = 1x10™ pur = 8x107 pue = 1x107

Initial u(Pc,) Initial n(Pc,) Initial n(Pc,)

Line (per Line (per Line (per

Tripping unit) Tripping unit) Tripping unit)
12-13 0.35740 12-13 0.35579 12-13 0.24756
14-16 0.22384 14-16 0.23058 14-16 0.16518
12-23 0.19249 12-23 0.19084 12-23 0.1412
1-5 0.13625 3-9 0.18691 1-5 0.13625

0.40000

0.35000

0.30000

0.25000

0.20000

0.15000

0.10000

Estimated Average Probability of
Cascading Collapse, p(Pc,) (per unit)

0.05000

0.00000
12-13 14-16 12-23

3-9 0.13611 2-4 0.18120 3-9 0.13611
2-4 0.13417 1-5 0.17969 2-4 0.13417
18-21 0.13296 17-22 0.17913 18-21 0.13296
17-22 0.13277 18-21 0.17856 17-22 0.13277

For the three case studies of pur = 8x107, pye = 1x10™2 and
pre = 1x107%, the y(ﬁci) was ranked in an ascending order to
identify the sensitive transmission lines that will cause to a
critical system cascading collapse. The results, as shown in
Table I, indicate that the sensitive transmission line 12-13, line
14-16 and line 12-23 present extensively large value of u(ﬁci)
compared to the remaining lines in the system. This can also
be observed in Fig. 3. In Fig. 3, the initial tripping of sensitive
transmission line 12-13, line 14-16 and line 12-23 are causing
to a abrupt increase of u(P¢,) which implies that the system
are experiencing a critical cascading collapse. As results of
this condition, major safety measure should be given to avoid
from the disconnection of these sensitive transmission lines
which will cause to a critical system cascading collapse.

i

-4 18-21 17-22

M pHF=1e-12
B pHF = 8e-7

HpHF = 1e-2

1-5

Sensitive Transmission Line

Fig. 3 Estimated average probability of cascading collapse u(ﬁci) of each sensitive transmission line for IEEE RTS-79

Fig. 4 shows the u(P¢,) for the three case studies of pye
based on the initial tripping of sensitive transmission line
stated in Table I. In Fig. 4, the pye = 8x107 provides the
highest value of u(P;,) for all the initial lines tripping
compared to the other two probabilities, which are pyr = 1x10°
2and pue= 1x102 This implies that the actual information of

cascading collapse events that caused by the protection system
hidden failure is important to be taken into account in the pyr
calculation since it will provide a significant difference and an
accurate result of u(P,).
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Fig. 4 Estimated average probability of cascading collapse u(ﬁci) for each case study of pyr for IEEE RTS-79

V. CONCLUSION

Increasing amount of critical system cascading collapse that
have occurred recently has revealed that there is an urgent
need for advanced technologies required by the utility and
system planning. The critical cascading collapse can happen
by just an initial tripping event of a transmission line. This
paper has discussed on the estimated average probability of
cascading collapse, performed by assuming that each
transmission line has a different load dependent probability of
incorrect tripping due to the effect of protection system hidden
failure. In this study, the estimated average probability of
cascading collapse increases as the probability of hidden
failure is set to a lower value. Alternatively, a higher value of
the hidden failure probability will decrease the value of the
estimated average probability of cascading collapse. For that
reason, it is important to decide the correct value of the hidden
failure probability as it could influence the selection of the
sensitive transmission line that could lead to critical cascading
collapse. Thus, the study is useful in assisting the utility and
system planner to identify the sensitive transmission line that
would cause large impact of system cascading collapse.
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