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Abstract—In this study, a system of encryption based on chaotic
sequences is described. The system is used for encrypting digita
image data for the purpose of secure image transmission. An image
secure communication scheme based on Logistic map chaotic
sequences with a nonlinear function is proposed in this paper.

Encryption and decryption keys are obtained by one-dimensional
Logistic map that generates secret key for the input of the nonlinear
function. Receiver can recover the information using the received
signal and identica key seguences through the inverse system
technique. The results of computer simulations indicate that the
transmitted source image can be correctly and reliably recovered by
using proposed scheme even under the noisy channel. The
performance of the system will be discussed through evaluating the
quality of recovered image with and without channel noise.
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|. INTRODUCTION

HE study of chaotic dynamics in deterministic systems has

become very popular in the past few decades, emerging
from the study of non-linear dynamics. Deterministic
dynamical system can exhibit different steady-state behaviors
including DC, periodic and chaotic. DC is a non-oscillatory
state and periodic behavior is the simplest type of steady-state
oscillatory motion. Sinusoidal signals, which are used as
carriers for conventional communication systems, are periodic
solutions of the continuous time deterministic dynamical
systems [1]. These systems also admit complex behavior, non-
periodic and characterized by random-like in time domain and
appear wide noise-like power spectra in frequency domain;
thisis chaotic state.

In recent years, digital communication techniques based on
chaotic systems gains more and more concern on its research
and application in the communication areas with the increasing
development of nonlinear systems [2]. It is well known that
chaotic signals are random-like, aperiodic, broadband and
having low power spectrum density. These are major
properties that coincide with requirements for signals applied
in secure communication systems which provide robustness in
multipath environment, ease of spectrum spreading, added
security etc.

Chaos is one type of complex dynamic behaviors generated
by deterministic nonlinear dynamical systems and widely used
in image encryption systems motivated by the chaotic
properties such as non-periodic, extreme sensitivity to initial
conditions, system parameters etc [3,4]. The chaos-based
encryption was first proposed in 1989. Since then, researches
have proposed alot of encryption algorithms based on chaotic
system [5].
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Chaotic map with some dynamics of its own characteristics
and high sengitivity to the initial condition and parameters are
very suitable for constructing encryption algorithms. Chaotic
encryption algorithm has advantages of a large space, simple
implement, robustness and faster encryption over the
traditional method [6]. A cryptosystem is one of the basic
approaches that has been proposed to enhance the safety of
chaotic communication systems [7]. A cryptosystem is simply
a cipher agorithm that converts the original message into
apparently random non-sense message.

In this paper, a stream cipher algorithm where the message
is encrypted bit-by-bit with the application of a secret key
generator is used. Decryption process will be achieved by
using the same algorithm as in encryption and with the same
secret key generator. The proposed encryption scheme
includes one-dimensional Logistic map and a nonlinear
function. Logistic system has an iterative equation that uses
chaotic iteration to generate secret key.

The rest of this paper is organized as follows. Section Il
presents the proposed encryption scheme through the
combination of discrete time chaotic map and nonlinear
function. Section 111 describes computer-based simulation
results with discussions of security analyses. Finaly, some
conclusions will be givenin Section V.

I1. DESCRIPTION OF THE IMAGE ENCRYPTION ALGORITHM

An encryption algorithm can be regarded as a mathematical
transformation and generates ciphered message. At the
receiving end, the ciphered message is decrypted by a
decryption module which essentialy applies an inverse
transformation.

The encryption agorithm employs one-dimensional Logistic
map which is a simple but very popular system having only
one degree of x and one system parameter r and defined as

X = 1% (1= X)) @

Here, 0<r <4is bifurcation parameter and X, J(0,2). If

3.57<r <4 then Logistic map is in the state of chaos. In this
paper, we use discrete-time Logistic map as a key generator
due to the having simple structure and one kind of easy chaotic
system that can be modeled in computer environment. The
behaviors of Logistic map according to r, can be observed
from the bifurcation diagram shown in Fig. 1.
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Fig. 1 Bifurcation diagram

We also use a nonlinear function in order to improhe
security of the encryption algorithm. The nonlindanction
has two inputs of image data in the form of binand key
sequences generated by Logistic map. It is defased

(x+a)®+x*(L—m)+xm

f(x,m) = :

)

After the encryption process of the proposed schenpart
of the encrypted information with respect to theneabits of
the source image is shown in Fig. 3.
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Fig. 3 Binary and Encrypted information

The encryption algorithm should use a map with mult
parameter and a wide range and increase the nuwoitber

wherea andb are constants of the nonlinear functions. Chaotigarameters in order to enhance the security obyseem for
key sequence is denoted >aandm shows the image data asthe exhaustion attack. In this situation, the patans of the

binary form which refers 0 or 1. Whea=0.8 andb=7 are
selected as the parameters of the nonlinear
f (x) maps the area of [0,1] to ensure that the nexatiter

point is located in chaotic area. So, théx) will be

xm) = (x+0.8) + x* (1-m)+xm

f( 5

®)

Before the encryption process, image source iseroed to
serial binary codes in Matlab environment. Therefothe
transmitted signad(x), according to théd (x), will be given

by,

3
(X*+08) X hen bit "1"is transmitted
500 = 7 - (4)
W when bit '0"is transmitted

The algorithm uses chaotic iteration to generaée sécret
key. General structure of the proposed encryptidrese is
shown in Fig. 2.

Binary data
m »

>

Encrypted data

f(x,m)

Nonlinear function
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Fig. 2 Block diagram of encryption scheme

f(x) can also be considered as secret key for the pedpos

functicencryption algorithm.

The nonlinear function, which is used as a mathiealat
transformation, is selected as the output of thectfan will
not diverge during the encryption process so asrémsmitted
signal. Furthermore, using this function helpswh®le system
for becoming more complex structure because ofzint
additional possibility for the secret keys.

Receiver can recover the information according he t
received signal and identical key sequences bygusiverse
system technique. Identical key sequences are gekeby the
same logistic map in the receiver side. Decrypadgorithm
scheme in receiver side is shown in Fig. 4.

Decrypted

Received signal
data

f(x,m)

m

inverse function

Logistic
map

Reconstructed state x

Fig. 4 Block diagram of decryption scheme

The important feature of this scheme is that tratech
signal contains self-synchronization and does rexjuire
additional synchronization.

. THE RESULTSAND ANALYSIS OF THE SIMULATIONS

As a binary source, Lena image of 256x256 is useolur
computer-based simulations. First of all, Lena ienag
converted to a binary image by thresholding ofdsShown in
Fig. 5 with its histogram.
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Fig. 5 Binary image and its histogram

Then, the image is encrypted by using the proposed
algorithm with r=4. The encrypted image and itsdgsam are
shown in Fig. 6.

a0

(4
Fig. 8 Encrypted and Recovered images with differen

&0

0 different value, for instance r=3.7, then the rewed image is
not decrypted correctly when it is compared toioafjimage,
even the state is still in chaotic region. Fig.H@ws that the
histograms of the encrypted images are completifgrent
when the different valuesareused for the encryption. When

r=3.3 is selected, then the Logistic map is inestdtperiodic.
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Fig. 6 Encrypted image and its histogram

The encoded message has a very good statistic~'
characteristic, where the pixels of the digital gmaare g
changed and uniformly scrambled as shown in it®gram.

The recovered image is analyzed and observed uhder & 1
different conditions such as distinct channel neffects in oo
signal to noise ratio (SNR) mode, bifurcation paggenwhich ~ * ]
shows the behavior of the key generator systemadswithe | | 0
parameters of the nonlinear function.

Fig.7 shows encrypted image and decrypted imagerthd o o
situation of noise free. o0z b4 D6 0 10 0z 04 D6 0F
(2) (k)

Fig. 9 Histograms of encrypted images when r=3ra3.3
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The parameter af can be considered as a key for decryption
process. The image can not be fully decrypted snthe r
values for both transmitter and receiver systerasame.

When the dynamic behavior of the Logistic map clesnigy . l

the different value of, the encryption algorithm also changes g =4
because the key sequence,depends on the bifurcation

parameter of the system. Encrypted and recovered images
with differentr parameters of the system are shown in Fig. 8. The recovered images are shown in Fig. 10, when th

receiver system has r=4 and r=3.7 respectively, lewhi
transmitter has r=3.7.

Y
Fig. 7 Encrypted image and decrypted image
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Fig. 10 Decrypted images when receiver has diffarealues
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The performance of the system is discussed throughThe performances of the encryption and decryptimtgss
evaluating the quality of decrypted image under AWG also depend on the dynamic behavior of the chaadip. Then
channel. Recovered images are shown in Fig. 11ruthee the sensitivity is compared with respect to arbjtgarameters

different values of SNR.

of the nonlinear function in order to evaluate thestem

performance. It is observed that decryption algamitis

(1]

[2]

(3]

(<) SNR=70 4B (d) SNE=90 dB 4]
Fig. 11 Recovered images under the different SNR

The quality of the recovered images under AWGN ok&n [5]
depends on the signal to noise ratio in the trassion
channel. However, the proposed scheme is not aesisb g
noise enough due to the synchronization error pritipagate
in a low-SNR channel as expected.

Decryption algorithm is also sensitive for the paeters of 7]
the nonlinear function. If there is a change foe thoth
parameters andb, then the original image will not recovered
as shown in Fig. 12.

b}
Fig. 12 a) Encrypted image when a=0.7 b) Decryptesult

IV. CONCLUSION

In this paper, an encryption algorithm based onotiba
sequences is proposed for the system having atuligncrypt
digital image for secure image transmissidie results of
computer simulations indicate that the transmittmlirce
image can be correctly and reliably recovered upimposed
scheme.

The proposed encryption scheme can be applied and
improved by using other chaotic maps. It can beeligped
with hyper-chaos based algorithm or any discretetthaotic
map having more than one dimensional in order tprave
security of the system.

sensitive to the bifurcation parameter of the Ltigisnap as
well as parameters of the nonlinear function.

As a result, this scheme can be particularly slétédr real
time applications with digital hardware and attiaetsince it
provides simple implement, fast image encryptiod aacure
communication.
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