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Zero-knowledge-like Proof of Cryptanalysis of
Bluetooth Encryption

Eric Filiol

Abstract— This paper presents a protocol aiming at proving thatan  or even years are generally required before all weak

encryption system contains structural weaknesses wittigatosing

any information on those weaknesses. A verifier can check in a

polynomial time that a given property of the cipher systentpotl
has been effectively realized. This property has been chbgethe

devices are replaced. The vendors try to make their
technical investments financially profitable enough before
changing the whole cryptographic standard while users

are generally reluctant to change their equipment. During

this transition period, an important number of attacks may

be performed.

« disclosing any technical information that allow to bypass
or hurt computer security is generally prosecuted in many
countries (one example among others is the Frdresh
for Confidence in the e-Econorhy11]). Moreover, such
disclosing can be prosecuted as copyright infringement
as well. The best known-example is undoubtly the US
Digital Millenium Copyright Act[19]. But retaining any
information about any system vulnerability, a software
Encryption is the most important part in computer se- flaw or any weakness and communicating it only to the

curity mechanisms and protocols: the one who can bypass developers may incitate them not to react for commercial

cryptographic protection, gains total control over theteys purposes.

Password management, secure network transmission ptotoco

wireless protocol (security part of Wep, WPA, BluetoothThe question actually is the following one: how to prove

GSM...), integrity checking (e.g. in antivirus softwarelgta in a uncriticizable way but without disclosing any useful,

protection, login authentication... are well-known ex#msp reproducible technical data that a cryptographic system ca

whose security heavily relies on cryptographic mechanismgnay or might be broken in practise?

The encryption cryptographic core uses the stream ciphenn this paper, we will consider the case of the Bluetooth
EO, whose key entropy is 128 bits. The key length thuencryption system (EQ) and explain how to solve this prob-
prevents any cryptanalysis by exhaustive search. Moreoper lem. Recent and significant progress has been made in the
to now, the encryption security of EO has not been challengeg/ptanalysis of symmetric ciphers. We detected and ifledti
from a practical point of view. A dozen of attacks havaerious cryptographic weaknesses in EO that could be used to
been published [1], [3], [2], [5], [6], [9], [10], [12], [13] break it in practice in a near future. This result is proved
[14]. They are of theoretical interest only. Unless irrstidi  without giving any clue about the weaknesses and the way
assumptions are to be made, EO has not been broken yet ey can be exploited. Nonetheless, any reader with basic
the cryptographic security of Bluetooth protocol is stiiry cryptographic knowledge will be able to be convinced that
high. it is possible through a simple polynomial time verification

However, publishing any efficient cryptanalytic technigueWe call this method of prooZero-knowledge-like proof of
that may practically put cryptographic security into qimsis cryptanalysis(0-KI proof for short).
an essential question. While it is important to make eng#ee The paper is organized as follows. Section I recalls the
vendors and users aware of a real risk, there are MQEjuired background and notation in cryptography. Sedtion
important reasons not to technically explain what the levedcalis how the Bluetooth encryption works. Section IV then
of risk really is: presents the Zero-knowledge-like proof of cryptanalytsisif.

- disclosing any technical, reproducible and usable dagzction VIthen deals with future work and draws a conclusion
provides information that the “bad guys” will use to perThe EQ reference implementation is given in Appendix A.
form attacks. As far as embedded encryption is concernggpendix B contains detailed numerical values. Both ap-
(WEP, Bluetooth, GSM...), changing the core encryptiopendices are essential to make Zero-knowledge-like proof o
algorithm is very costly and takes too much time. Monthegryptanalysis work.

prover in such a way that it cannot been achieved by knowgleattar
exhaustive search but only if the prover indeed knows sonuisun
closed weaknesses that may effectively endanger the cygtem
security. This protocol has been denoedlo-knowledge-like proof of
cryptanalysis In this paper, we apply this protocol to the Bluetooth
core encryption algorithm EO, used in many mobile environts@nd
thus we suggest that its security can seriously be put in&stépn.

Keywords— Bluetooth encryption, Bluetooth security, Bluetooth
protocol, Stream cipher, Zero-knowledge, Cryptanalysis
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Il. BACKGROUND AND NOTATION vol:1, Noéﬁbgygt?on. The data encryption algorithm used within the

First of all, we are going to define whaero-knowledges Bluetooth security architecture is the EO stream cipher.
generally referred to. Zero-knowledge is a property aited Each time two Bluetooth devices need to communicate
to interactive proofs, in which @rover convinces averifier Securely, they first undergo authentication and key exodang
of the validity of a given statement. The prover has nBrotocols whose purpose is to agree on a shared secrdinfthe
particular restriction whereas the verifier is restrictedise a ke, which is used to generate the encryption k&y-{. This
(probabilistic) polynomial time algorithm. By Zero-knowdge latter key is derived from the current link key, an encryptio
proof, we mean that the verifier is convinced without thgffset number (COF), that is known from the authentication
prover releasing any knowledge beyond the validity of therocedure done prior to the encryption phase, and a public
statement. This concept has been introduced for the firgt tifown random number (EIRRAND).
by Goldwasser and al. [8]. The reader will find a detailed TO cipher a payload packet, the private k&y: is modified
overview of zero-knowledge proofs in [7]. into another key denoted’/.. Then K(, is used in a linear

For the non cryptologist reader’s sake, let us now recdfanner, along with the publicly known values, the master
the definiton of astream cipher A stream cipher is a device Bluetooth address (MAC address), and a clock value,
symmetric cipher — in other words, the same secret key Wich is different for each payload packet, to form the aditi
employed for both the encryption and the decryption — whicHate for a two-level stream cipher as depicted in Figure 1.
operates in the following way: a sequence of plaintext bithe encryption algorithm EO generates a binary keystream,

mo, mi, ..., mi,...is encrypted into a sequence of ciphertex cipher Which is bitwise xored with the plain text. Decryp-
bits co, c1, ..., ¢, ... by means of a pseudo-random sequend®n is performed in exactly the same way using the same key
50,51,-.,5i,... called thekeystreamThe most common way as used for encryption (xor addition being involutive). Any
of encryption is given by real-life cryptanalysis of EO will greatly challenge theeoal
security. Besides the fact that it would then be possible to
Ci =mi D si manipulate the encrypted data stream between devices that

The keystream is produced by a finite state automaton wh@&hmunicate (insertion of malicious code for example),-cou

initial state is precisely the secret key shared by bothtemitPled with recent efficient attack of the Bluetooth autheattan
and receiver. and key negotiation protocol [17], the ability of retriegin

Like for any other encryption algorithm, performing an exthe secret encryption key could make other attacks on overal
haustive search cryptanalysis consists in trying evergiptes cryptographic security easier.
key until the right key that had been used to produce a given
keystream has been detected. In the context of the paper, AvéThe EO Stream Cipher
search for secret keys that produce keystreams having som

given p_ropertles. Up tq now, no method except EXhaUStlveEO stream cipher uses linear feedback shift registers (LF-
search is known to achieve that property for a keystream. ) : . .
SRs) whose output is combined by a simple finite state

Let us state more clearly the total amount of work required " . . . :
. . machine (called the summation combiner) with 16 memory
by an exhaustive search. Let us consider a secretikeyf

n bits and let us consider a propefyfor the corresponding states. The output of this state machine is the keystream

(output) keystream of length. Thus, finding a key which pro- sequence, o, during ini_tialization phase, the ra_ndorriizieial
duces a keystream having propeﬁirequiremo(l).(’)(2”"”) start value. The algorithm uses an encryption K&y, a

. m 48-bit Bluetooth address, the master clock hitd. Ko_1,

operations wher@™ represents the total number of keys for . . .
. . o . . . -and a 128-bit RAND value. Figure 2 shows the encryption

which P is satisfied. Let us notice that in classical exhaustive ".

searchm = 0 (there is only one key producing a fixegengine setup. There are four LFSRBFSR;, ..., LFSRy)

Koystream) y yp g of lengths L, = 25, Lo — 31, L = 33 and L, = 39 with

. . . feedback polynomials as specified in Table I. The total lengt
A random searchconsists in trying at random a Iargeo the registers is 128. These primitive polynomials havenbe
enough number of keys until a given fixed property is obtaine 9 - P poly

. : ssyyhCIoSen as they exhibit the best trade-off between hardware
or, equivalently, keeping the keys that output sequenc him lementation constraints and excellent statisticapprties
exhibit non-trivial properties. P P

The Hamming weightof a sequences:)o<<,, denoted of the output sequences. Lef denote thet-th symbol of

Eet us now consider the encryption core denoted EOQ.

wt((st)o<t<n) is the number of non-zero bits: TABLE |
wt((st)ogtgn) — {0 <t< n|st _ 1}_ THE FOUR PRIMITIVE FEEDBACK POLYNOMIALS
Ill. THE BLUETOOTH ENCRYPTION i L; Feedback polynomials
The Bluetooth security mechanisms are presented in part H 1 25 2200?0101
of Volume 2 of [18]. In the Bluetooth standard, the security g gé ;;3313%‘;2;%‘;1264%‘;21?11
layer is one of the baseband layers (hardware level), which 4 39 29302 artel

the upper layers control (host and application levels). The
security mechanisms include key management, as well as
key generation protocols, user/device authenticatiod,data LFSR;. The valuey, is derived from the 4-tuple}, x2, x3, 2}
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Fig. 1. Functional description of the Encryption Procedure
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Fig. 2. Functional description of the Encryption Procedure

TABLE Il
EO BIJECTIVEMAPPINGS

using the following equation:

4

i

Yt = § Ly,
=1

X T [l’] TQ[Q:}

) . 00 00 00

where the sum is over the integers. Thusan take the values 01 o1 11
0, 1, 2, 3 or 4. The output of the summation generator is ﬂ) ﬂ) Cl)é

obtained by the following equations:

n=r @l oziac) €{0,1},
. 1 0 o Yt + Ct
sen1 = (sepnsep1) = [F5—1 €{0,1,2,3}, be initialized with an initial value for the four LFSRs (the

secret keyK () and the four bits that specify the values of
c—1 andc¢g. The keyK(, and the 4-bit value are produced by
whereT}[.] andT3[.] are two different linear bijections overan initialisation step involving EO and the secret k&y:, a
GF(4) summarized in Table Il. The EO algorithm needs td8-bit Bluetooth address, the master clock it K361, and

cior = (ciyr, r) = sir @ Tifed] ® Tafer ),
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vol:1, N%ga%gr??:an obtain properB for o}.. Then, azero-knowledge-
like proof of cryptanalysisof S consists in exhibiting se-
cret keysK,, Ko, ...,...K,, such that the output sequences
i . ) (0% )1<i<m Verify P and such that, checking it requires
Stream cipher EQ is so far considered as a secure encryp{ijiynomial time complexity. Moreover, the propery does
algorithm. In particular, it has very good statistical peofes ot give any information on the way it was obtained.

and complies to the NIST statistical test suite [16]. N§he protocol proposed in Definition 1 is not a true zero-
significant bias has been detected with respect to the téstgQowledge protocol (hence the terzero-knowledge-likefor

this suite. _ the following reasons:
A number of EO cryptanalysis have been proposed so far.l) a paper is not an interactive medium:

They can be divided into two sets, according to the numberz) the author of the cryptanalysis plays the role of the

of frames required for the cryptanalysis to work : . A
) prover and answers questions which have not been asked
o Long keystream attacksThese attacks consider the Blue- by the verifier, e.g. the reader.

tooth encryptlon outside its real-life mode of OloeratlonAnother point worth considering is that the reader/verifier
They require a too long keystream to actually challenq:e

EO security. They are for most of them correlation or! bring up against the author/prover that some random

. . keys has been taken, the keystream has been computed and
fast correlation attacks, that is to say that they explol . .
. afterwards been claimed that the keystreams properties hav

some correlation between the outputs of the LFSR ari ; .
en desired. In other words, the author/prover tries td foo

the output sequence itself. Two attacks consider [1], [ e verifier/reader by using exhaustive search to produee th

linearization of non linear equations whose unknownso erties that have been considered for the zero-knowled
are secret key bits. Table Ill summarizes the requirf P 9
i

amount of keystream bits (data) and the complexé/e proof protocol. Thus.the relevant properties must be
. - arefully chosen such that:
(precomputation, time and memory) for each of thosé - )
attacks. « the probability to obtain them by random search over the
« Short keystream attacksThese methods consider a very key space makes such a search untractable. This point is
treated in Section IV-A, IV-B and IV-C. In the contrary

short known keystream (128 bits). Despite their still ! _ -0

a 128-bit RAND value.

B. EO Cryptanalysis State-of-the-Art

long keystream attacks. So far only a few such short
key cryptanalysis are known: use of Binary Decision
Diagrams [10] or backtracking methods [12] have opened®

keys producing keystream having the same properties by
a simple exhaustive search;
the known attacks cannot be applied to retrieve secret

keys from a fixed keystream having the properties con-
sidered by the author/prover.
« to really convince the reader/verifier, a large number

a promising field of cryptanalytic research. Table IV
compares complexity of known short keystream attacks.

TABLE IV of secret keys must be produced by the author/prover,
COMPLEXITY COMPARISON FORBEST SHORT KEYSTREAM ATTACKS ON showing that “he was not lucky”.
EO

Since there do not exist any known method other than exhaus-
tive search or random search to produce output sequerjces

Attacks Known keystream bits  Attack complexity havi ; h lexi ful
Bleichenbacher [2] 128 9100 aving propert)ﬂ?, aqd smce.t e complexity of a successfu
Krause [10] 128 281 search is too high in practice, anybody who is effectively
Levy - Wool [12] 128 286 able to exhibit a secrei’ producing such output sequences

obviously has found some unknown weaknesses he used to
obtain this result. The probability of realizing propersy
through an exhaustive search gives directly the upper bound
complexity of the zero-knowledge-like proved cryptanays
The attacks presented in the previous section all requige ir  The last point to weigh up is to determine whether the fact
alistic assumptions to work in practice such as a huge amoknbwing some flaw in a cryptographic design implies that
of known plaintext bits and/or a dramatically high compgtinit is possible to break it. The academic approach generally
complexity. Let us consider now sequences of known platntesonsiders the following established cryptanalytic models
of lengthn. The core idea of the zero-knowledge-like proof , either an attacker knows some keystream bits and wants
of cryptanalysis is to consider a mathematical property tha to recover the secret key,
cannot be achieved in real-life, unless to effectively kimgv  , or the attacker wants to efficiently distinguish a keystream
one or more weaknesses. The fO”OWing definition will help produced by a particu|ar keystream generator from atru|y

us to make it clearer. . . random keystreaﬁ]
Definition 1: (Zero-knowledge-like proof of cryptanalysis)
2However, it remains an open problem which consists in petiiat having
Let be a cryptosystenS~ and a propert about the @ efficient distinguiser at one's disposal is equivalent ffectively be able
yp yf | Iﬁ; d F(; bpS yz do™ to break the relevant cryptosystem. The distinguishereisglates more to
output sequence of length produced bySyx denotedof. 5 steganographic (transmission security or equivalerity security of the
No known method other than exhaustive search or randaansmission channel itself) issue than to pure communitatecurity issues.

IV. ZERO-KNOWLEDGE-LIKE PROOF OFCRYPTANALYSIS
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VoltfABNoi8, 2007
COMPLEXITY COMPARISON FORBESTLONG KEYSTREAMATTACKS ON EQ

Attacks Data  Precomp. Attack complexity = Memory
Fluhrer - Lucks [5] 243 - 273 251
Fluhrer [6] 2124 280 2()'5 280
Golic & al. [9] 217 280 270 280
Armknecht - Krause [1] 224 - 268 248
Courtois [3] 224 - 249 237
Lu & Vaudenay [13] 2396 - 240 235
Lu & al. [14] 2284 238 238 233

Well in the context of the present paper, the model we considehese sequences will be denoteﬁs’k. Then the probability

is not so far from the first case as long as the propertie§such a sequence is given by

we considered are effectively not reproducible by another

approach than a true cryptanalytic one: we fix sangriori Plo™"] = 18 X p ) =P 2)
keystreams exhibiting given properties and we must redriev

the corresponding secret key for each of them. In other wordéow considering the Hamming weight property implies that

« in the classical case, a cryptanalyst aims at guessing ifl\é\éekl/vant to find a secret key< }Qg‘}c outputs a sequence
Ej (o) for somea priori fixed output sequencex; Ok~ (respectively a sequence ") no other method

e iNnour case, we consider a Subﬁ of binary sequences than a exhaustive search or random search of CompleXIty
having aa priori fixed propertyP. These sequencesCi+ = 5, (resp.Cr = ;-) is known unless using some
represent output sequences produced by EO. We then &fglisclosed weaknesses. Table V gives numerical values for
at recoveringK s» = E; 1(SP). different values ofc. These results show that complexdty.

We will consider in the rest of the paper output sequence of TABLE V
lengthn = 128. This particular value is based on two reasons:  coye( exity FoR THE HAMMING WEIGHT PROPERTY(RANDOM
« this length value is more realistic when considering SEARCH; n = 128)
real use of EO encryption in Bluetooth communication
protocol (see Section lll);
« choosing a short sequence value clearly reinforces the

K Cup C Kk Gy Cr
0 230.52 231.04 22 246.36 246.69

level of attack efficiency (the sequence length is equal 29 93227 93276 o] od8.66  948.97

to the secret key entropy) and thus the 0-KI proof of 28 23408 93454 g 95104 95133
CryptanalySiS. 27 235497 236.39 19 253.51 253478

] ) o ] 26 93790 93831 1g 956.06  956.31

Moreover, since EO stream cipher exhibits all cryptographi 25  930.91 94030 15 6427  964.48
properties that any strong cryptosystems fullfil and predid 24 24199 94235 19 98018 980.31
that secret keys are random variables a¥g?f®, any output 23 M4 ginds 5 99996 210002

sequence 2 is a random variable as well which has uniform

distribution overf,1?8. Let us now consider two properties for . .
our purpose of 0-KI proof of cryptanalysis. is sy_stgmatlcally lower _than complexity,. As a mattef of
fact, it is better to consider the property relevantCio with

k < 22 at least, for our purposes.
A. The Hamming Weight Property

We will first try to find secret keyd( such tha;2® = Sk B, The Run Property
has Hamming weight at most equal to some vatueThis
sequence will be denoted?®" . In particular, we will focus
on small values fork since the sparsity of sequence is
property that is difficult to achieve. The same approachao - L
consider in the same way sequence of weight at least eq%cfbab'“ty of such a sequence is given by
to k for large value ofk. To state things more clearly, the 128.7
probability to obtain a sequened’®** is given by Formula Plog ™' = s = 57 = Pr- @)

The purpose is now to find secret keys for whith outputs
sequence whosefirst bits are all zeroesr§ns of zeroes).
§equences satisfying this property will be denatgd”". The

212877" 1

@). . E /1o The proof is obvious when considering basic combinatorics.
P[U}?S,kﬂ = =55 (g ( i )) = Dis 1) ;he resulting complexity to find such a sequence at random
. . . o _ _ C, =2 (4)
This result is obvious when considering simple combinatori
properties. As for the Hamming weight property, if we manage to exhibit
In the same way, we may consider output sequencesafecret keyK such thatSk output a sequence}fg”, for

lengthn = 128 whose Hamming weight exactly equals relatively large value of-, then we 0-KI prove that we know
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. . ol:1..No:8, 2007 TABLE VI
a far more efficient attack than the exhaustive searéﬁ w]lslc i
COMPLEXITY COMPARISON FORHAMMING WEIGHT AND RUN

untractable at the present time.
. . . PROPERTIES(RANDOM SEARCH; n = 128)
The reader will note that any fixed sequence with some
structure could be used instead of runs, provided that any

verifier is convinced that this sequence has not been chosen (r, k) Crt Cr Cr Crk Crpi
after an simple encryption process fosteriorichoice). This (69, 29) 22;;: 22222 222 22§j 22223
is the reason why we choose runs of zeroes which can be (6927 27w 27070 200 20571 270

i (69, 25) 23991  240.30 969  973.25  967.36
considered as a rather .xremarquable sub-sequencen_ (68, 27) 235.97 936.39 268 271.71 965.80

(67’ 26) 237.90 238,31 267 271.24 265.31
(67’ 24) 241.99 242435 267 272.27 266434

C. Cumulating Hamming Weight and Run Properties (66, 29) 23227 93276 66 969.49 56353
We now want to find secret keys such tht outputs a (66, 26) 27790 2% 2% 2708 25050
sequence whose first bits is a run of zeroes and whose (65,28) 2 2 e Zen  Zooas  en

! ! ' ' (65, 27) 23597 36.39 965  969.23  963.25
Hamming weight is equal td. Such a sequence will be (65, 26) 23790 3831 965  969.60  963.71

denoteda}f&r’k. It is then easy to prove that the probability (64,27) 23597 23639 964 968.4d4  962.44

to find such a key at random (exhaustive search) is given by (63,29) 23227 23276 263 66.87  260.85
(63Y 28) 23408 234.54 263 26723 261.20

1980k (128—7') (63,27) 23597 23639 963 967.67  961.64

P[O’K )T ] — 1k28 = Pr k- (5) (62,29) 232:27 23276 962  966.04  959.99

2 (62, 28) 234.08 234.54 262 266.43 260.38

The resulting complexity to find such a key is given by (62, 27) 23597  236.39 962 966.91  960.86

(62, 26) 237490 238.31 262 267447 261.43

2128 (60, 23) 24414 94448 960  968.52  962.43

Cr,k = 7128—m °
(%)
In the same way, we can consider output sequences with runs
located anywhere in the sequence and not only at the be
ning. Such a sequence is denotelf>"**. The probability
to find such a key at random (exhaustive search) is given

(6)

%‘E)'viously produces in this setting the null sequence. Thus
retrieving keys that zeroes thefirst bits while having non
Bro Hamming weight increases the difficulty. However, the
- (128 — T)(lzi—r) results could be obtained for any other settings (runs oone
Plog "] = 2128 = Prt ok (7)  and different memory bits initialisation).
The resulting complexity to find such a key is given by The precomputing step with the two packages took approx-
imatively one week of computing time on a Athlon 64. The
2128 .
_ ' @8) work must be done only once (and for all). For each possible
(128 —r)(**577) choice of runs and values and r, the cryptanalysis step is
performed (on four DEC 9000 machines). The first keys have
C,., for different values of andr. Note that the complexities been retrieved within the first hour while slightly more than
o i fB/fe weeks have been necessary to retrieve slightly more than

we have given in the present section refer to the detection48 000 k S fh anifi .
one unique secret kei. Looking for v such keys increases. ' €ys. Some 0 the mos't significant sequences are given
Appendix B. Table VII provides results about the number

the relevant complexity in the same order of magnitude. H ; . -
other words, we have to multiply the complexity by of secret keys retrieved for each property, during five weeks
' of computing (detailed results available upon requeste Th

Cri k

Table VI compares the different complexigy;, Cr+,C, and

V. EO ZERO-KNOWLEDGE-LIKE PROOF OF CRYPTANALYSIS TABLE VI

Important weaknesses have been identified for EQ. To th@lumeer oFKEYS FOUND WITH RESPECT TOPROPERTIES(n = 128)
author’s knowledge, they have never been published so far.
These weaknesses are mainly of combinatorial nature. The
CoHS and vauBAN packages have been used in a precom-

k Hamming weight prop. r, k) Cumulated prop.

puting step. The first package is a combinatorial flaw scanner 5q é (%699{22(‘97)) 1
whereas the second one translates the detected flaws into one 21 18 (69+, 25) 1
or more statistical estimators suitable for cryptanaly§tsey 22 38 (66+, 26) 3
both are non public packages which are developped in our

laboratory.

dgost significant results deals with the retrieval of a secret

: 128,69,29 HRE
Each time secret keys have been found for different valu&sy £ outputting a sequence;; - Finding suchgzl;ey
of k andr. For the run property, without loss of generality}’vOUId require an exhaustive or a random search% =, .
we considered run of zeroes. The memory hits and¢, N @verage. For the moment, this cannot be achieved with

have been chosen equal to zero as well. This appears to H&§ting computing resources. Consequently, this impiees
more challenging choice: the null vectéf = (0,0,0, ..., 0) know weaknesses enabling to retrieve such a key faster than

with exhaustive search.
3CoHSstands forCombinatorics over Huge Sets The approximative equivalent complexity of the compu-

All the two properties have been successfully consider
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V

tation which enables to recover slightly more than°|2i|8,68¢§] %?L%Zer, S.: Improved Key Recovery of Level 1 of the Blowmth Encryp-

has been empirically evaluated by comparing the number of
keys effectively treated by the attack with respect to theeti |,
that a simple exhaustive search would require. This yields a
complexity of O(2%%). The theoretical value of complexity [&l
has been computed but the proof will not be given in order to

the cryptanalysis remains zero-knowledge-like. Let ustinan [9]
that theoretical, expected and observed complexities do no

significantly differ. [10]

At last, the properties we have considered does not provide
any information about the method to obtain them. In other
words, the verifier cannot induce what weaknesses have b&dh
exploited.

At the present time, none of the known attacks can obtain
the results we have presented in this paper: either buiIdiHé]
secret keys producing keystream with given properties or
retrieving secret keys from fixed keystream with desiregproll3]
erties. However, it is an open problem to determine whether
the attacks of Table IV can be modified or improved to obtajng
the results presented before.

VI. FUTURE WORK AND CONCLUSION [15]

In this paper, we have presented a scheme to prove the
cryptanalysis of an encryption algorithm without disctasi [16]
any information on the nature of the cryptanalysis, while
any verifier can check in a polynomial time the reality of
that cryptanalysis. It becomes then acceptable to disclose
information about the weaknesses of cryptosystems withdifl
fearing that “bad guys” will reproduce and use it for real
attacks purpose. This scheme can be applied to any symmetrsg
cryptosystem (stream ciphers or block ciphers).

At the present time, the results exhibited in this paper
(Table VIl and Section B) allow to greatly put EO securityant [19]
guestion. In the future, viral attacks could occur by prelgis
bypassing Bluetooth security at the cryptographic levainy
other people found equivalent or more important weaknesses
in EO. That kind of risk cannot be denied.
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APPENDIX

As far as EO stream cipher is concerned, current work is M EOQ Reference Implementation

progress to greatly improve the efficiency of our attack ehil
new properties for 0-KI proof of cryptanalysis will be codisi |
ered. Other cryptosystems used in real transmission isto
are currently analysed with CoHS and Vauban packages
order to exhibit vulnerabilities that could be exploitalite
practical cryptanalysis.

We give here the EO implementation in C programming
anguage, that has been used for this cryptanalysis. Isiitlyna
%ased on Saarinen’s reference implementation [15]. Traerea
tHls will be able to verify our results.

1) Header File “include.h”:

#include "stdio.h"
#include "stdlib.h"

REFERENCES
i . . . #define mot64 unsigned long long int
[1] Armknecht, F., Krause, M.: Algebraic Attacks on Combmmewith #define mot32 unsigned long int
Memory. In Boneh, D. (ed) Advances in Cryptology - CRYPTQ'03 4gefine int32 long int
LNCS 2729, pp. 162-175, Springer Verlag (2003). #define mot16 unsigned int
[2] Bleichenbacher, D. (2001), Personal communicationakobsson, M., #define mot08 unsigned char
Wetzel S., “Security weaknesses in Bluetooth”Rmoc. RSA Security
Corl1f. — Cryptographer’s TragkLNCS 2020, pp. 176-191, Springer- 2) Header File “eOIight.h”:
Verlag.
[3] Courtois, N.: Fast Algebraic Attacks on Stream Ciphelighviinear #include <stdio.h>
Feedback. In Boneh, D. Advances in Cryptology - CRYPTO'0ORAS  typedef unsigned char mot08;
2729, pp. 176-194, Springer-Verlag, 2003. typedef unsigned long long mot64;
[4] Filiol, E.: Computer Viruses: from Theory to Applicatis. IRIS Inter- _
national Series, Springer Verlag, ISBN 2-287-23939-108)0 {COSSt Bnotoc? e(i_fsng[le]l[le]l- {1 00 1 1 1 1
[5] Fluhrer, S., Lucks, S.: Analysis of the EO Encryption ®ys. In 101 2 T
Vaudenay, S., Youssef, A. (eds) Selected Areas in Cryppbyra SAC {5, 4, 4, 4, 4, 4, 4, 7, 4, 4, 4, 7, 4,
2001, LNCS 2259, pp. 38-48, Springer-Verlag (2001). 7, 7, 1%
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{11, 11, 11, 8,11, 8, 8, 8 11, 8 8, 8, 8,
8, 8 9}
{14, 13, 13, 13, 13, 13, 13, 12, 13, 13, 13, 12, 13,
12, 12, 12},
{3 3 3 2 3 2 2 2 3 2 2 2 2

1},
{6, 7, 7, 7, 7, 7, 7, 4 7, 7, 1, 4, 1,
4, 4, 4},
{8 8 8 11, 8 11, 11, 11, 8, 11, 11, 11, 11,
11, 11, 10},
{13, 14, 14, 14, 14, 14, 14, 15, 14, 14, 14, 15, 14,

15, 15, 15},

{1, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 0, O,
0, 0, 3},

{4, 5 5 5 5 5 5 6 5 5 5 6 o5,
6, 6, 6},

{10, 10, 10, 9, 10, 9, 9, 9,10, 9, 9, 9, 9
9, 9, 8}

{15, 12,’12, ’12, 12, 12, 12, 13, 12, 12, 12, 13, 12,
{2 2 2 3 2 3 3 3 2 3 3 3 3,
{7 6 6 6 6 6 6 5 6 6 6 5 6

{9, 9 09 10 9 10, 10, 10, 9, 10, 10, 10, 10,
10, 10, 11},
{12, 15, 15, 15, 15, 15, 15, 14, 15, 15, 15, 14, 15,
14, 14, 14}
h

static mot64 e0_rl, e0_r2, e0_r3, e0_r4;
static int e0_state, e0_x, e0_z;

3) Encryption Procedure:
#include "eOlight.h"

int eO(mot64 K1, mot64 K2, mot08 KA, mot08 * suite,
mot64 nbbit)

unsigned long int i;
int t;

/ = Register Initialisation */

e0_rl = (K1 & Ox1FFFFFFL);

e0_r2 = ((K1 >> 25) & Ox7FFFFFFFL);

e0_r3 = (((K1 >> 56) | (K2 << 8)) & Ox1FFFFFFFFLL);
e0_r4 = (K2 >> 25);

e0_state = KA;
for(i = 0; i < nbbit;i++)

{
e0_rl = ((e0_rl << 1) & Oxifffffe) | (((e0_rl >> 7)
" (e0_r1 >> 11) "~ (eO_r1 >> 19)
" (e0_r1 >> 24)) & 1);
e0_r2 = ((e0_r2 << 1) & Oxrffffffe)
| (((e0_r2 >> 11)
" (e0_r2 >> 15) © (e0_r2 >> 23)
" (e0_r2 >> 30)) & 1);
e0_r3 = ((e0_r3 << 1) & OxIfffffffell)
| (((e0_r3 >> 32)
" (e0_r3 >> 27) © (e0_r3 >> 23)
" (e0_r3 >> 3)) & 1);
e0_r4 = ((e0_r4 << 1) & Oxrffffffffell)
| (((e0_r4 >> 38)
" (e0_r4 >> 35) ~ (e0_r4 >> 27)
" (e0_r4 >> 3)) & 1);

e0_x = ((e0_r1 >> 23) & 1) | ((e0_r2 >> 22) & 2)
| ((e0_r3 >> 29) & 4) | ((e0_r4 >> 28) & 8);

0_state = e0_fsm[eO_state][e0_x];
e0_x " (e0_x >> 2);

e
t
t t > 1;

8
i

suite[i] = (t © (eO_state >> 2)) & 1;

4) Main Procedure:

#include "include.h"

#define N 128
#define KA 0 [+ Initial memory bits */
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int main(int argc, char * argv[])
mot64 i, j, i0, i1, i2 , i3, K[2];
mot32 m;

mot08 = suite, ka, k;

K[0] = <------- bits 0 -- 63 of secret key
K[1] = <------- bits 64 -- 127 of secret key
suite = (mot08 *)calloc(N, sizeof(mot08));

suite_sc = (mot08 *)calloc(N, sizeof(mot08));
suite_ka = (mot08 *)calloc(N + 2, sizeof(mot08));

e0(K[0], K[1], KA, suite, 128LL);
printf("Output sequence\n\n“);

for(i = OL; i < 128;i++) printf("%01d", suite[i]);
printf("\n\n");

free(suite);

B. Proof Values of 0-K Cryptanalysis

In this section, we give some of the keys producing the

most significant properties. Detailed results are avaslaiplon
request (slightly more than 48,000 keys). The notation & th
of themain() procedure given in the previous section of the

Appendix.

(69,29)

K[0] = 0x104766230DF89169 K[1] = 0xC95BID50C7DFOCE7
(69+, 27)

K[0] = 0x11F212120260467F K[1] = Ox11FEA949B6B759CA
(69+, 25)

K[0] = 0x27D5C62B6FDD0146 K[1] = 0x4BO1AAE56E878393
(68+, 27)

K[0] = OxFAA732EC24CBBF08 K[1] = OxF7D90592E202CFE3
67+, 24)

K[0] = 0x73CD595AD3FD6A26 K[1] = Ox4E5BB736824EFAC4
(67+, 26)

K[0] = Ox481AC9D68A265BB6 K[1] = 0x9C49E65F2C5AC7EC
(66+, 26)

K[0] = 0x19D2C332127ACF17 K[1] = 0x3616434EA1A991A

K[0] = 0xD15D3CA3C5240B4D K[1] =

K[0] = Ox1168C994D63DBEE1 K[1] =
(66+, 29)

K[0] = Ox4AA088310330E134 K[1] = 0x886554F41774B5DF
(65+, 26)

K[0] = Ox499B5A23BO9E73C7 K[1] = OXBF9IAOB0F485F8708
(65+, 27)

K[0] = Ox49EE7FAEDE74A51B K[1] = Ox9EF861C90E85C6A0
(65+, 28)

K[0] = OxCB9EBBC74B91EA42 K[1] = 0x4575201CFBDC7FF9
(64, 27)

K[0] = OX09F51F2AEE52BBCC K[1] = 0x345991408FD0A40B
63+, 27)

KIO] = Ox3AFS9A1AB3849A22 K[1] = OXA8FO630AABIOE4EE
(63+, 29)

K[0] = OxC98D344092E7B8A6 K[1] =

K[0] = Ox3395F4E0AA7F2AAA K[1] = 0x7D3C8F1CC1A9FB61

K[0] = 0x60595B6C3F81FBC7 K[1] =
(63+, 28)

K[0] = O0xODB55B6143A3DF6A K[1] = 0xC69A087CB6FA29ES

(62, 29)

K[0] = 0x18C1077579DD290B K[1] = Ox5B672FC8DOCCE243

(62, 27)

K[0] = OxF11D6526C305E816 K[1] = Ox35BE571A69C9B6EA

(62+, 29)

0x11BDAC9BE5D608D2
0xA52DB3C47F6E4B78

0x18FFAA9AB4BBOFB2

0x39608B22C62E8C79
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K[0]
KIO]
K]

61+, 29)
K[O]
K[0]

(62+, 27)
K[o]
K[o]

(62+, 26)
K[o]
K[0]
K[0]

(62+, 28)
K[0] =

61+, 27)
K[0] =

(61+, 26)
K[0] =

(60+, 23)
K[o] =
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0xC88DDB3D2D6415F4 K[1] = 0xA219615A07B7BFFF

0xC40BA27939383C32 K[1] = 0xC1692DEF036E7049
0x9D45CC6215D1E5B3 K[1] = 0x39CB14370AEB1CB2

O0xF1F70889D3A6FF5D K[1] = 0x4DD6D71E317B540B
0x1B9456D34AA3E596 K[1] = O0x9E183710E7B6138B

0x44F646AB3AED19E0 K[1] = OxC3BC20A780A2BA3E
0x42461FB9CO7F3FID K[1] = O0x746A780C6A649D6B

0x7B1B5463C802FFB5 K[1] = OxA3FDF5940264D28B
0x89E14644C0AD64BB K[1] = 0xC077883C768664D5
0x33E24602D7A02C18 K[1] = 0xBF3C9A7CD53C865D

0x125D85B3A3353C2A K[1] = OxA8E12FDAD9269406
O0x2FA83A7A4959C2FE K[1] = 0xCCF65606210D32C9
0xF01896F8455DDBD5 K[1] = 0x604AC5B5048A233D

0xB8F7ABBACC30347F K[1] = OXEEDC60766DAA3F32
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