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Abstract—The issue of unintentional islanding in PV grid
interconnection still remains as a challenge in grid-connected
photovoltaic (PV) systems. This paper discusses the overview of
popularly used anti-islanding detection methods, practically applied
in PV grid-connected systems. Anti-islanding methods generally can
be classified into four major groups, which include passive methods,
active methods, hybrid methods and communication base methods.
Active methods have been the preferred detection technique over the
years due to very small non-detected zone (NDZ) in small scale
distribution generation. Passive method is comparatively simpler
than active method in terms of circuitry and operations. However, it
suffers from large NDZ that significantly reduces its performance.
Communication base methods inherit the advantages of active and
passive methods with reduced drawbacks. Hybrid method which
evolved from the combination of both active and passive methods
has been proven to achieve accurate anti-islanding detection by many
researchers. For each of the studied anti-islanding methods, the
operation analysis is described while the advantages and
disadvantages are compared and discussed. It is difficult to pinpoint a
generic method for a specific application, because most of the
methods discussed are governed by the nature of application and
system dependent elements. This study concludes that the setup and
operation cost is the vital factor for anti-islanding method selection in
order to achieve minimal compromising between cost and system
quality.

Keywords—Active method, hybrid method, islanding detection,
passive method, photovoltaic (PV), utility method

1. INTRODUCTION

VER the past decades, the rapid fall of the PV

manufacturing cost has led to the fast development of PV
energy system. This has made PV one of the most promising
renewable energy resources in distributions generation (DG)
[1]. In addition, solar energy is free and pollution free [2]. In
grid-connected PV systems particularly, the connection of PV
array and balance of system to the utility grid has to fulfill the
technical requirement of interconnection from the utility grid.
This is to ensure high power quality; substantial safety
interaction and reliability of the utility are achieved.
Therefore, abnormal operating conditions that could affect the
grid-connected PV systems have to be prevented [3]. One of
the major safety issues related is the challenge to avoid
unintentional island mode of operation. An islanding mode is
a condition in a DG which the energy resource continues to
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supply to the local load even though the utility grid has been
disconnected from the local load [3, 4]. Islanding mode of
operation causes the utility grid to be disconnected from the
DG in order to prevent any damage in the system. Under this
condition, the grid is no longer servicing as a solid voltage
and frequency reference. A general concept of islanding
formation is illustrated in Fig. 1. During islanding mode, the
utility circuit breaker is opened while the DG is still injecting
power to supply the local load (the section between utility
circuit breaker and the point of common coupling, PCC) [3,
4].This phenomenon occurs when utility suffers from
unpredictable interruption of abnormality, such as voltage
shut-down, short-circuit or equipment failure [5].
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Fig. 1 An overview of islanding mode in a grid connected PV system

There are two types of islanding modes, namely the
intentional (planned) and the unintentional (unplanned)
islanding [4, 6]. The purpose of intentional islanding is to
sectionalize the utility system in order to create a power
‘island’ during an occurrence of disturbance. This is a
common scenario especially for maintenance purposes. The
local load in the created island will be supplied constantly by
DG through a well-planned energy management until the
utility is ready to be synchronized with the DG. Typically,
intentional islanding is harmless to the power system because
the problem can be solved during or after the grid
disconnection [6]. However, unintentional islanding can create
a severe impact to the power system stability due to the loss of
grid synchronization. Consequently, this causes the DG to be
out of the voltage and frequency references. This may damage
the electrical devices and systems equipment in the islanded
section.

Another issue persists in the islanding mode whereby the
technical workers may be placed under safety hazards as they
may not be aware that the section is continuously powered by
the DG. For this reason, anti-islanding control is essential in
order to detect the islanding operation immediately.
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Subsequently, control signal should be sent to alert the entire
system to perform disconnection of DG from the local load
[7].

Various anti-islanding algorithms and detection methods
have been developed [8]. The methods can briefly be
classified into two families, namely local islanding detection
techniques and remote islanding detection techniques. The
former method relies on the measurement of system
parameters at the DG while the latter is based on the
communication between the utility grid and the DG. The other
control techniques under the two main families are
summarized in Fig. 2 which shows the hierarchy of anti-
islanding detection [7, 9, 10]. According to the information
gathered from literature review, none of the islanding
detection methods is perfect. Some limitations may include:

i. presence of non-detected zone (NDZ) causing possible

anti-islanding detection failure,

ii. degradation of power quality and system stability,

iii. false operation in multiple DG,
iv. requirement of additional circuitry or equipment,

v. high implementation cost [11].

Therefore, further research and development on anti-islanding
detection algorithm still need to be sought to minimize the
pitfall of the assisting techniques.

The aim of this paper is to review the common practically
used anti-islanding detection techniques in PV grid-connected
systems. The operation theory of each islanding detection
method under active, passive, communication and hybrid
methods will be described in the next section. Besides that,
comparison is made based on the advantages and
disadvantages of the discussed detection methods. Finally, a
conclusion is drawn.

II.ISLANDING DETECTION METHOD

For better understanding of islanding phenomena, two key
features have to be highlighted. The first feature is the non-
detected zone (NDZ) and the second is the quality factor (Q
factor) [12, 13]. Both features have been extensively used as
the criteria to evaluate the effectiveness of islanding detection
methods. The NDZ represents the interval of islanding failed
to be detected by the DG once islanding occurred [11]. This
region relates to the power mismatch between DG generating
power and local load consuming power, therefore creating a
real power variation (AP) and reactive power variation (AQ).
For this reason, the variations must be significant in order to
detect islanding within permitted time interval. Therefore,
NDZ is defined as an evaluation index for an islanding
detection method.

The second feature, which is the Q factor, is defined in [3]
as two pi(E} times the ratio of the maximum storage energy
to the energy dissipated per cycle at a given frequency. It
demonstrates the relative amount of energy storage and energy
dissipation in the RLC circuit. A high Q factor may impede
effectiveness of islanding detection, whilst value of Q factor is

directly affected by potential local load inside the island. The
load can be modeled as a parallel RLC load due to the
difficulty in islanding detection. Comparatively, non-linear
loads, such as harmonics producing load that produce a
current harmonic and constant power loads that produce
constant power, does not cause much difficulty in islanding
detection. In particular, most of the islanding methods face the
problem of the NDZ especially when using the passive
islanding detection method. The quality factor is proportional
to the NDZ, which means that a higher quality factor would
generate a larger NDZ, hence the smaller the NDZ is preferred
[14]. Therefore, reducing the NDZ and improving the time
response of islanding detection have become the core research
area nowadays.

Anti-islanding mode control techniques for PV source DG
can be classified into two families, local detection and remote
detection techniques. Under the two sub-components, there
are many other control techniques which can be classified
based on each detection methodology. The overall mapping of
anti-islanding techniques is shown in Fig. 2. The detail
operation of islanding detection methods are described in the
following sub-sections.

A. Passive Methods

Passive islanding detection methods relies on the
measurement of system parameters (such as the variation in
the voltage, frequency, harmonic distortion or the power) that
causes the inverter to control/modify the output power in
order to meet specific conditions during islanding mode of
operation [15]. The parameters vary greatly at the point of the
PCC when the system is islanded. The difference between a
normal grid-connected condition and an islanding condition is
based on the threshold setting of the system parameters [15].
Fig. 3 shows the basic operation flow of passive islanding
detection procedure. Extreme care should be taken while
setting the value of threshold in order to differentiate islanding
operation from other disturbances in the controlled system. In
general, passive detection techniques are fast and create no
disturbance in the system, however it has a large NDZ which
could fail the islanding detection [16].
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Fig. 3 The flow chart of passive islanding detection procedure
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Fig. 2 The classification of anti-islanding detection techniques

1. Frequency Protection and Voltage Protection

The under/over frequency protection (UFP/OFP) and
under/over voltage protection (UVP/OVP) methods are also
known as the standard protective relay or abnormal voltage
detection. This method is used as a basic protection for the PV
grid-connected system [5]. The OFP/UFP and OVP/UVP
methods are essential to all grid-connected PV systems. This
is to ensure that the DG stops injecting power to the utility in
the case of the PCC voltage amplitude or the frequency
exceeding the defined thresholds. Besides protection, the
OFP/UFP and OVP/UVP methods also serves as anti-
islanding detection method [17]. The power flow in a PV grid-
connected system is presented in Fig. 4, which the node PCC
is the point of common coupling between the utility grid and
power conditioning unit.
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Fig. 4 The power flow in a PV grid-connected system under a
normal operating condition

During islanding mode of operation, the control system
should be able to maintain the active power demand for the
local load equivalent to the power generated by PV at the
moment when the utility circuit breaker is opened. In case the
power generated by PV, Ppy is less than the load power, Pgyq,

the voltage at PCC, Vpcc has to be increased to achieve
equivalent input and output power, vise and versa. Similarly,
if the reactive power of local load does not match the reactive
power generated from PV, the frequency, w at the PCC has to
be controlled to make both reactive power equivalents. The
PV inverter continuously seeks for a frequency at which the
current-voltage phase angle of the local load is equal to the
PV system. Therefore, such voltage and frequency changes
can be detected by over/under voltage and over/under
frequency relays [18]. However, if the local load and the PV
generation are close together, it would be very difficult to
detect islanding operation due to a very small value of power
change. In addition, the response time of this detection
method varied [19], hence the OVP/UVP protection will not
trigger the system to prevent islanding accurately.

2. Voltage Phase-Jump Detection

The voltage phase-jump detection (PJD) method is
performed by monitoring the phase difference between the
inverter’s terminal voltage (Vpcc) and its output current
(Ipv inv) for a sudden phase jump as shows in Fig. 5 [19]. In
the occurrence of islanding, during the transition from normal
operation to islanding mode, the phase angle of Vpcc will shift
to match the phase angle of the local load. This results in a
sudden phase change to the PCC. The PJD method will search
for this rapid change of phase angle in order to detect
islanding. In addition to that, load commonly has non-unity
power factor, which means that voltage from the utility grid is
not absorbed entirely but it is slightly impeded [8].

Typically, the inverter in PV systems tracks the phase of the
grid signal using phase locked loop (PLL) [20-22]. For current
source inverters, the output current waveform of the inverter
will be synchronized to the utility voltage by detecting the rise
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or fall of Vpcc zero crossing at the PCC under normal
operation. This can be accomplished by using an analog or
digital PLL. For voltage-source inverters, the role of the
voltage and current are swapped as in the current source
inverter [23].

In short, it is essential for grid-connected inverters to have
unity power factor because the NDZ of the PJD method solely
depends on the power factor; while the power factor depends
on the local load during islanding of operation [23]. The NDZ
may change if the inverter does not operate under unity power
factor [13]. Thus, the PJD method is also known as the power
factor detection or transient phase detection [5].
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Fig. 5 The operation of voltage phase-jump detection.

3. Others Passive Islanding Detection Methods

There are many other passive methods, including the
detection of voltage and current harmonic technique. This
method monitors the change of the total harmonic distortion,
THD at the PCC [24]. A very good detection method which
changes the third harmonic of the Vpcc during islanding has
been reported in [25]. The comparison of the measured value
and the defined threshold in the case that the threshold is
exceeded is described in the literature [9].

Besides that, a new passive anti-islanding method has been
proposed by [26], which is known as the detection based on
state estimators method. The basic idea of this method is
based on the application of a voltage oriented control
combined with resonant controllers.

Another algorithm which is based on the Kalman filters was
proposed to estimate the third and the fifth harmonics of the
grid voltages. The corresponding energy mismatch between
the estimated third and fifth harmonics, and the measured
values are used to detect islanding condition [9]. Reference
[27] details a new passive method known as the detection of
voltage unbalance and total harmonic distortion. This method
uses two parameters in the detection of islanding, namely the
voltage unbalance and the THD of the current. However, this
method does not solve the problem of difficulty in the high Q
factor detection plus the threshold is not easy to determine
[28].

B. Active Methods

Active islanding detection method is based on the injection
of a small disturbance signal to certain parameters at the PCC
[28]. The concept of this method is that small disturbance
signal will become significant upon entering the islanding
mode of operation in order to help the inverter to cease power
conversion. Hence, the values of system parameter will be
varying during the cessation of power conversion, and by
measuring the corresponding system parameters, islanding
condition can be detected [10], as shown in Fig. 6.
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Fig. 6 The path of disturbance signals during an islanding condition,
(a) before the circuit breaker is opened, (b) after the circuit breaker is
opened.

Active methods involve feedback control technique that
detects changes in the parameters such as frequency or voltage
at the PCC [7]. In the case when the PV inverter behaves as a
current source, the current supplied to the utility is expressed
by the following equation.

iPVﬁinv = Ipviim, sin (wPV + ¢PV) (1

Where  Ipy,, is the inverter current amplitude

(@pv-inv = Lpv-iny + Liisurbance )» @py 18 the frequency and g@pyis phase
angle. These three parameters can be varied and modified, or
can be set as disturbance signals.

Fig. 7 shows the operation of power flow in active islanding
detection. Active methods can effectively reduce, even
eliminate, the NDZ and detect islanding accurately. However,
this method requires additional control circuits to create
adequate disturbances which increase the complexity for
implementation. Nevertheless, additional circuits may cause
unpredicted effects to the electric power quality, such as the
deterioration of the grid voltage quality and system instability

[5].
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Fig. 7 The flow chart of active islanding detection procedure.

1. Sandia Frequency Shift

Sandia Frequency Shift (SFS) method, commonly known as
Active Frequency Drift with Positive Feedback (AFDPF), is a
new method improved from Active Frequency Drift (AFD)
[29]. SFS using positive feedback by creating a slightly mis-
aligned phase angle at inverter output current through adding
truncations or dead times to the current’s waveform. Hence,
the inverter output current frequency will be forced to a
different value than the grid’s frequency [30-32]. The
chopping frequency expressed in (2) is determined to be a
function of error in the grid frequency.

Cf =Cf, +K(f, — fine) @)

Where Cfj is the chopping, K is an accelerating gain, fa is the
measured frequency of Vpcc, and fj, is the line frequency.

When the utility grid is connected, Cf is low because the
utility grid will stabilize the Vpcc by providing a solid phase
and frequency reference. Once the utility grid is disconnected,
phase error arise between Vpcc and ipy.j,, waveforms [28].
This causes the PV inverter to increase the frequency of ipy.iyy
in order to eliminate the phase error. The voltage response of
load again has its zero crossing advanced in time with respect
to where it was expected to be, at which times the PV inverter
still detects a phase error and keep increases its frequency [5].
This results in increase in the value of Cf, until the frequency
has drifted far enough from @, to be detected by the
OFP/UFP, and finally stops inverter operation.

2. Sandia Voltage Shift

Sandia Voltage Shift (SVS) uses positive feedback
technique to prevent islanding based on amplitude of voltage
at PCC. When the utility grid is connected, there will be very

small or no effect on the power of the system. But once the
utility is disconnected, there is reduction in Vpcc. According to
load impedance’s relationship, this reduction will continue and
as a result, current and power output reduces. Therefore, this
reduction in amplitude of Vpcc can be detected by UVP. It is
possible either to increase or decrease the power output of the
inverter, leading to corresponding OVP/UVP to trip and stops
inverter operation [5, 23, 28].

3. Others Active Methods

There are many other active methods developed. For
example, Impendence Measurement is to measure the overall
impedance of the circuit being fed by the inverter. Inverter
supplies a current source Ipy.i,, through the utility together
with an injection of excessive current at a given time [15, 23,
28, 33]; Detection of impedance at special frequency method
is done by injecting a current harmonic of a specific frequency
intentionally into PCC via the PV inverter [16, 23]; Slip Mode
Frequency Shift (SMS) is the method forcing the phase of the
inverter's output to be slightly mis-aligned with the grid to
cause variation in the inverter current [15, 23, 28]; Frequency
bias or AFD, is a method that forces a slightly frequency bias
signal into the grid via PCC, but recover this at the end of
every half cycle by jumping back into phase when the voltage
passes zero crossing [5, 23, 28, 29]; Frequency Jump is a
modification of the frequency bias method but this method
inserts a dead zone into output current waveform only on a
specific number of cycles [5, 16]; Main Monitoring Units with
Allocated All-pole Switching Devices Connected in Series
(MSD) is a multiple detection method depends on detection of
the grid impedance by wusing two monitoring devices
simultaneously [5, 9]. Variation of active power and reactive
power method involve injection of active and reactive power
from the inverter into the utility system [5, 9].

C. Hybrid Methods

Hybrid method is evolved from the combination of both
active and passive detection methods [15, 28]. The hybrid
methods involves two stages of detecting procedures to
overcome the problems of passive method and active method,
in order to achieve higher effectiveness [34]. During the
detecting procedure passive detection method is used as
primary protection, then the active detection method is
implemented when the islanding is suspected by the passive
method [15]. Fig. 8 shows the basic operation flow for hybrid
islanding detection procedures.
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Fig. 8 The flow chart describing the process of a hybrid islanding
detection procedure.

According to literatures, most of the hybrid methods
proposed are mainly applied in synchronous machine and
three phase system. For example, hybrid methods proposed in
[34-36]. Some others hybrid methods are using multiple
system parameter to identify any possibility of islanding
operation based on data mining and artificial intelligence, such
as methods proposed in [37, 38]. Method proposed in [39],
applies a combinations of UFP/OFP, UVP/OVP, SES and
SVS methods. Although hybrid methods provide better
effectiveness at detecting islanding, but currently, only Japan
requires renewable energy source DG systems to have at least
one passive and one active islanding detection method
implemented in a DG system [40]. This is because most of the
proposed methods are still in the research and development
stage, yet to reach practical implementation in real systems.

D.Communication Base Methods

Communication base methods are based on communication
between utilities and DG [15]. Islanding is detected when the
status of utility circuit breaker and the information was send to
DGs. These methods require telecommunication system to be
equipped to alert DG when islanding occurs, then DG will
take action to trip from local load. These techniques are more
accurate and have better reliability than local islanding
detection techniques, but the need for communication
equipment which are expensive, make these methods
uneconomical to implement [39].

1. Transfer Trip Scheme

Transfer trip scheme is cooperated with Supervisory
Control and Data Acquisition (SCADA) system to monitor the
status of circuit breakers and recloser at utility grid which
could island a DG in a distribution system [41]. Hence, this
method also commonly known as SCADA islanding detection

method [5]. The method requires a good interaction between
the utility and DG, so that necessary action can be taken in the
event of any abnormalities in the system [28]. When a PV
inverter is installed, the use of SCADA for islanding
prevention is straight forward: by installing voltage-sensing
devices in the local parts of the utility system. If these sensors
detect a voltage at a time when the utility source is
disconnected from that part of the system, a series of alarms
will alert the DG and corrective action will be taken. In
additional, the same system can also to be used at the same
time to provide signal for reconnecting the DGs once fault
clearance is confirmed [42].

2. Power Line Carrier Communication (PLCC)

Power Line Carrier Communications (PLCC) system relies
on communication channel in the utility power line. The basic
operation of PLCC is to send a low-energy signal between the
transmitter (T) installed on the utility side and receiver (R)
install on the DG side [43]. When islanding occurs, this
communication signal will be disrupted. In response the
receiver will sends a stopping signal to the PCU or a switch to
isolate the load from the DG [43, 44].

Fig. 9 shows an example of a system configuration that
includes a power line carrier method for islanding prevention.
There is a possibility to use the PLCC signal to perform a
continuity test of the line, because the line is used as the
communications channel. A PLCC transmitter (T) sends a
signal along the power line to a receiver (R). When a PLCC
signal is provided, a simple device acting as a receiver is
installed on the customer side of the PCC which can detect the
presence or absence of the PLCC signal. Thus, if the PLCC
signal disappears, this indicates a break in the continuity of the
line and the PCU can be instructed to cease operation in order
to meet desired power output to the load or open its own
switch to isolate the load from DG [9][6].
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Fig. 9 Topology of power line carrier communication control with
transmitter (T) and receiver (R) added to the system.

III. COMPARISONS AND DISCUSSIONS

Based on literatures, all methods meet the detection time
required by IEEE 929 and IEEE 1547 standard. Various
standards of requirement of anti-islanding protection are
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TABLE 1
A COMPARISON OF ISLANDING DETECTION METHOD BASED ON VARIOUS CHARACTERISTICS

Characteristic

Local Method

Remote Method

Passive

Active

Hybrid

Utility

Communication

Uses monitoring of
local voltage, current,

Used disturbance
signal injection from
DG to drive the

Combination of

Based on install
specific equipment
such as impedance at
the utility side to

Used communication
between the grid and

Principle of operations frequpncy apd operating point of the passive and active modify the impedance DGs by }nst'all
harmonic sensing at system towards to the method communication
PCC frequency/voltage tri that can be seen at the equipment.
q y/voliage trip PCC during islanding quip ?
limits.
occurs.
NDZzZ Large Small Small None None
Response Time Short Slightly shorter than Longer than active Fast Faster

passive method

method

Possible if not proper
to select trip threshold

Possibility lower than

Possible if the value of

. . Possible in high Q- . impedance sized out of | Impossible if occurs of
Operation failure when small power only use passive or . o
. factor - the minimum variation Ferro-resonant
mismatch between active method of phase
utility and local load. P i
. Direct influence on .
Effect on Distribution Lower than Active
None power system such as None None
System . method
voltage fluctuation
.. Medium (Required
System cost Low (Minimal additional equipment High Very high Extremely High
Hardware) L
and circuitry)
Depends on consume .
L. Effective (can detect
and supply condition islanding even in
Effectiveness (Less efficient on s Very effective Very effective Most effective
source-load balance
source-load balanced L
.. condition)
condition)
Multiple DGs operation Possible Not possible Possible Possible Possible
Influence by The
Number of Connected None Yes Yes None None
Inverter
Degraded (Reduced
power quality, system Degraded but much
Effect on power quality No degradation transient response, more lower than active No degradation No degradation
voltage stability and method

others)

described in [3-6, 11, 45, 46]. Table 1 shows the comparison
based on islanding detection method characteristics. The table
indirectly shows the common advantages and disadvantages
of passive, active, hybrid and remote methods.

Passive method is the basic requirement of grid connected
DG because this method is economical and practical. In
addition, passive methods cause no degradation to power
quality and are easily implemented. The drawbacks of passive
methods are the large NDZ and difficulties of threshold
setting. Moreover, passive method is not guaranteed for all
load conditions, especially in load-source balance condition.
Active methods are developed to reduce NDZ of passive
methods, thus most of the active methods have very small
NDZ (even eliminated) compared to passive methods, except
in cases of high Q factor loads. But the concept behind the
active methods is to drive the operation point of the system
towards UFP/OFP and UVP/OVP trip limits, by destabilizing
the system. Consequently, active methods can degrade the
system stabilization and power quality. This issue will become

more significant when more inverters are connected in same
DG. In this paper, it can be observed that active methods are
heavily emphasized in most of the research and development
on detection method. Current PV grid connected systems are
mostly applied in small scale basis to render the deteriorating
effects of using active detection methods less significant.
Currently among all active methods, SVS and SFS methods
are considered the most effective methods for PV based DG
[10]. Both methods are commonly applied simultaneously to
offer the highest effectiveness and smallest power
degradation. Furthermore, SVS and SFS are not difficult to
implement.

For large PV grid connected system, passive method and
communication based methods will be the preferred choice.
The reason is that these methods provide good power quality
as their operation principle is not dependent on destabilizing
the system to detect islanding. On the other hand, the
drawback of passive methods is the presence of a large NDZ
and in some cases may cause failure in detection. Hence, high
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concern should be given to the setting of correct detection
threshold value for passive methods to avoid mal-function.

Communication base detection has perfect performance but
the system and operation cost is extremely high, due to the
additional telecommunication devices and sensors installed at
utility side. Hence, these methods are usually applied to large
scale systems with sensitive load, where power quality and
system stabilization are highlighted instead of system cost.
Therefore, with the objective to solve problems of those three
common methods, hybrid detection methods have been
proposed to reduce NDZ, provide better power quality and
cheaper system cost. Yet, at the moment hybrid methods are
not implemented in real systems except Japan [47]. Because
most of the methods are still in proposal level and more
researches have to be done, in order to ensure the method can
be implemented widely in real system application.

IV. ConcLusioN

The overview of several possible islanding detection
methods suitable for PV grid-connected system have been
discussed and analyzed. As a conclusion, it is difficult to
define a generic method for a specific application, because
most of the methods discussed are governed by the nature of
application and system dependent elements. In addition, the
setup and operation cost is always the vital factor for anti-
islanding method. Hence, careful selection has to be made
based on the understanding of the actual history of islanding
probability occurrence in a particular system. This is to ensure
that the control system is reliable as well as achieving minimal
compromising between cost, system quality and safety risks.
In fact, the choice of anti-islanding methods is dependent on
national electrical rules and regulations, because every
country has its own guidelines of DG interconnection
requirements.
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