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Abstract—The purpose of this research is to develop a security 

model for voice eavesdropping protection over digital networks. The 
proposed model provides an encryption scheme and a personal secret 
key exchange between communicating parties, a so-called voice data 
transformation system, resulting in a real-privacy conversation. 

The operation of this system comprises two main steps as follows:  
The first one is the personal secret key exchange for using the keys 
in the data encryption process during conversation. The key owner 
could freely make his/her choice in key selection, so it is 
recommended that one should exchange a different key for a 
different conversational party, and record the key for each case into 
the memory provided in the client device. The next step is to set and 
record another personal option of encryption, either taking all frames 
or just partial frames, so-called the figure of 1:M. Using different 
personal secret keys and different sets of 1:M to different parties 
without the intervention of the service operator, would result in 
posing quite a big problem for any eavesdroppers who attempt to 
discover the key used during the conversation, especially in a short 
period of time. Thus, it is quite safe and effective to protect the case 
of voice eavesdropping.  

The results of the implementation indicate that the system can 
perform its function accurately as designed. In this regard, the 
proposed system is suitable for effective use in voice eavesdropping 
protection over digital networks, without any requirements to change 
presently existing network systems, mobile phone network and VoIP, 
for instance. 

Keywords—Computer Security, Encryption, Key Exchange, 
Security Model, Voice Eavesdropping.   
 

I. INTRODUCTION 
HIS research presents a model of voice eavesdropping 
protection system over digital networks with a highly 

personalized security.  In particular, the two parties of 
conversation could set their own encryption keys and rules, 
other than solely from their network service providers, in 
which we could expect a better level of performance in 
security. 

In the second millennium, digital networking system is one 
of key infrastructures in the knowledge based society as it 
provides information and knowledge exchanges in forms of 
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voice, data, image or video.  Voice on the digital network is 
sliced up into small packets.  The packets travel individually 
to their destination, not necessarily over the same route, and 
are reassembled in proper sequence when they arrive.   

Security is required for reliable digital voice development. 
Unfortunately, securing voice over digital networks such as 
VoIP (Voice over Internet Protocol) is difficult as it is 
vulnerable to worms, viruses, denial of service and 
eavesdropping if not properly handled. 

The present work is concerned with the problem of voice 
eavesdropping in particular and how to develop a model of 
protection system with a highly personalized security. The 
following, a working principle of the proposed model is 
described.  Briefly speaking, the speaker’s voice data are 
encoded according to the standard coding scheme, and then 
encrypted by his/her personal key before sending over the 
network.  And a receiving device will decrypt the arrival 
packets with another personal key accordingly, and decode the 
resultant packets back into its original voice.  As for a key 
used in the encryption, and another key used in the decryption 
processes are determined by the two conversation parties. 
Furthermore, the speakers in the conversation parties could set 
their encryption and decryption rules, for example, encrypt 
20% or 25% of the total voice packets so-called the figure of 
1:M.  By this technique, it is rather difficult for eavesdroppers 
to discover the speaker’s voice or the secret keys by applying 
the so-called cryptanalysis. This is because the eavesdroppers 
do not know which parts are encrypted (discussed later).  In 
addition, partial encryption would definitely take less time 
than full encryption.  

II. LITERATURE REVIEW 
To develop the eavesdropping protection over the mobile 

phones or the Internet network, the following approaches 
should be reviewed [1], [3]-[8]. 

As for the security of the Internet network, in the approach 
of [1], the bit streams of G.729 [2] encoded voice data are 
partially encrypted.  And the data are divided into two 
segments, one to be encrypted and the other to be left 
unencrypted.  While in model [3], encoded inter-frames of 
voice data are interleaved at first to solve the problem of 
continuous packet loss. Then, the interleaved voice data are 
encrypted.  Furthermore, SRTP [4] is the standard used in 
eavesdropping protection in RTP (Real-time Transport 
Protocol) traffic.  
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In the security of the mobile phones, we have studied the 
eavesdropping protection of the Global System for Mobile 
communications (GSM) network [6] [7].  Since the voice data 
are encrypted between the MS (Mobile Station) and the 
network only, the GSM system is not an end-to-end 
confidentiality service [7].  Moreover, the key used in the 
encryption process is determined by the network operator.  
And from the above-mentioned problems, this research [8] 
proposes the end-to-end security for GSM users.  In doing so, 
the data channel of GSM is used to route the voice as data to 
secure the unencrypted link between the BTS (Base 
Transceiver Station) and MSC (Mobile Switching Center).  

III. CONCEPTUAL   MODEL  

A.  Conceptual Design of Eavesdropping Protection  
    1.  Voice Data Encryption 

This research proposes the model of voice eavesdropping 
protection over digital networks.  In doing so, the following 
items should be defined. 

1. Users could set their own keys, and different pairs could 
be set with different keys, not necessarily a single key should 
be used for all.   

2. Users could set their own rules of encryption  (1 : M 
block) (discussed later). 

However, the encoded voice data before sending over the 
network are in the form of packets.  Hence, in this work, 
partial-frame encryption scheme is investigated to be another 
choice in preventing eavesdropping, assuming the partially-
encrypted voice data to be packet error.  So, when the data are 
decoded, they cannot be understood as in the case of all frame 
encryption.  Moreover, partial frame encryption takes less 
time in encryption and decryption than all frame encryption. 

      2.  Key Management 
In this work, the keys are sent between the parties in a 

different signal channel other than the signal channel of the 
conversation.  It is recommended to use other media such as e-
mail, SMS, etc.  This is to avoid the keys from being trapped 
in eavesdropping. From this, only the communicating parties 
know the keys that create the exclusive-privacy circumstance. 

B. Voice Data Transformation Model 
 

 
 

Fig. 1 Voice data transformation model 
     

From Fig. 1, we describe how the voice data transformation 
model resolves the specified problems as follows. The process 
begins with encoding the voice data. Then, the encoded voice 

data are partitioned into blocks and encrypted with the key 
(Encrypt* means 1-to-M block encryption in this model).  

Referring to the above model, the voice data are 
transformed into the uneavesdropped data and then sent over 
the network to the terminal receiver.  After that, the receiver 
decrypts the voice data, using the key as well (Decrypt* 
means 1-to-M block decryption in this model).  And finally, 
the voice data are decoded before transforming back to the 
voice signals that can be understood as the original voice. 

1.  Key Exchange Setup 
In the following, we present the process of key exchange 

between the communicating parties: user A and user B via 
SMS (Short Message System). By this way, we use a sending 
key of 64 bits in the encryption and decryption schemes 
according to DES (Data Encryption Standard) algorithm as 
shown in Fig. 2.   

 
A B

key-a

key-b

 
Fig. 2 Delivering a key between user A and user B   

2.  Encryption and Decryption 
By this technique, the sender needs the same key used in 

the encryption process as the key used in the decryption 
process of the terminal receiver.  And to enable 
standardization for widespread use, an algorithm exposure is 
recommended such as the DES algorithm. 

As above-mentioned, the encryption and decryption start 
with user A’s sending device by segmenting the packets of 
encoded voice data into blocks, 64 bits each.  Then, each 
block of the data is encrypted with 1-to-M block (M is the 
number of blocks in each group of the packets).  Simply 
mean, the first block of each group is encrypted with the key 
while the next block(s) (M-1 block) is (are) not encrypted as 
shown in Fig. 3: examples of 1-to-2 blocks and 1-to-3 blocks 
encryptions (the blocks shown in black color are encrypted 
blocks) in order. 

 

(a)  
 

 
 (b) 

 

 
 

Fig. 3 Encrypted encoded voice data of 1-to-2 blocks is shown in (a) 
and 1-to-3 blocks is illustrated in (b) 

 
In practice, each communicating party can choose a 

different ratio in the real-conversation scenarios. That is, they 
can specify the ratio of the encrypted and unencrypted blocks 
for 1-to-M block by themselves such as 1:1, 1:2, 1:3, 1:4, or 
1:5.  So, the eavesdroppers could not know which ones are 
encrypted and which ones are not which is difficult for the 
cryptanalysis. Moreover, by this technique, the 
communicating parties keep the ratio of 1-to-M block in secret 
for themselves. 
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C. Calculation of M Value 
According to the proposed principle, when there is a packet 

error happening with the encoded voice data sent over the 
network, the quality of voice at the receiving terminal is lower 
and it cannot be understood.  So, we apply this to the 
eavesdropping protection by comparing the encrypted 
encoded voice data with the packet error or the packet loss.  
Then, the calculation of the smallest number to be encrypted is 
presented in order to find the most suitable value that still 
could preserve the voice data security. In this case, we use a 
formula for the following calculation: the E-model from 
G.107 [10] to find the quality of voice or a MOS (Mean 
Opinion Score) derived from a transmission rating factor R as 
shown in the equations as follows: 
 
For  R<0 :   MOS = 1 
For  0<R<100 : MOS = 1+0.035R+R(R-60)(100-R)7∗10-6         (1) 
For  R>100 :   MOS = 4.5 

 
Here, R value is related to the packet loss as shown in the 

following equations. 
 

R = Ro – Is – Id –  Ie + A       (2)   
  
Where Ro is Basic signal-to-noise ratio   
 Is is Simultaneous impairment factor    
 Id is Delay impairment factor   
 Ie is Effective equipment impairment factor 
 A is Advantage factor 
 

Ie = Im + ((95–Im) ∗ Pe / ((Pe/ B) + Pr))         (3) 
 

where    Im is  Equipment impairment factor 
 Pe is Packet-loss probability 

   Pr is Packet-loss robustness factor 
 B is Burst ratio  
 

From the above equations, we can determine the 
percentage of the packet loss of G.729 encoded voice that 
provides low voice quality and unknown one.  From this, 
MOS of the voice after transformation is less than 2 that is not 
to be understood.  And in the model, we place MOS=1.6 in an 
equation 1, obtaining R=29.82.  And then, place R value in an 
equation 2, together with placing the sum of Ro and Is 
variables (2 terms: intrinsic quality) that is 84.3 [11] in the 
equation 2.  As for Id and A variables, they are aside from the 
condition, so they are not used in this calculation.  After that, 
we obtain Ie=54.47 and then place this value in an equation 3, 
together with Im=10, B=1, and Pr=19 [12] [13].  Finally, the 
packet loss from the calculation is about 20%.  And from the 
calculated packet loss we find that at least 20% of the 
encrypted voice data cannot be intercepted.  Hence, M should 
be an integer number chosen from 1 to 5.  

IV. DESIGN AND IMPLEMENTATION 
The system consists of two main processes: Transmit and 

Receive processes as shown in Fig. 4: the sequence diagram 
of the system. 

The key exchange starts with exchanging the key by the 

communicating parties before sending voice data over the 
network.  At this point, the speaker sends the key used in 
encryption to the prospect receiver.  As shown in Fig. 4, the 
voice data are transmitted over the voice data transformation 
system, while user A establishes the connection and then 
encryption.  And next, user A sends the option of encryption, 
the encrypted M value, to user B.  On the other hand, user B 
sends his/her own encrypted M value to user A.  Then, the 
voice data are encoded and the encoded voice data are 
encrypted.  After that, the data are sent over the network to the 
other party. 

 

 Fig. 4 Voice data transformation system process 
 

In implementing the system, there are two main sections: 
key exchange and communication. By this way, we have 
implemented the eavesdropping simulation on a PC. 

V.  EXPERIMENTAL RESULTS 
In this experiment, we perform: all frame (encryption for all 

blocks of voice data) or partial frame (1-to-M block 
encryption; M is the number of blocks encrypted at the first 
block) encryption.  In this regard, the time used in speech 
encryption and decryption has been taken into consideration.  
And the one that takes less time to do so could imply that it 
enables longer battery life, especially in mobile, portable 
devices such as the mobile phones that need limited battery 
power consumption.  At the same time, we also consider the 
security from eavesdropping after encryption.  

To learn that which encryption scheme takes less time and 
preserves speech security, we propose a variety of encryption 
schemes for G.729, G.723.1 [6.3 kb/s], G.723.1 [5.3 kb/s], 
G.726 [32 kb/s], and AMR [12.2 kb/s] encoded voice data. 
 

A. Encryption of G.729 Encoded Voice Data  
Here, a variety of encryptions for G.729 encoded voice data 

are tested as illustrated in the following three processes. 

1.  Preparatory Process for G.729 Speech Encoding 
Standard 

At the beginning, speech is recorded for five minutes in the 
form of raw 16-bit mono PCM at a random frequency of 8,000 
Hz.  And after recording, the file size is 4,800,000 bytes. 
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Then, the file is encoded using speech encoding algorithm, the 
ITU-T G.729 standard at 8 kb/s, producing the new file size of 
300,000 bytes to use in the next experimental process. 

 2.  All Frame Encryption 
There are three processes in speech encryption and 

decryption as shown in the following. 

Step 1 
At first, encrypt the file from the above preparatory process 

with the DES algorithm block by block (1 block has 8 bytes or 
64 bits) until all blocks in the file have been completely 
encrypted.  Take the time from the beginning to the end of 
encrypting all blocks in the file and then record the timing 
result in Table I. 

Step 2 
This step is the simulation of eavesdropping.  After the 

encrypted file from step 1 is decoded, then we listen to this 
decoded file by using Sound Forge 4.5h software to open it.  
Listen to the speech and record the listening result in the table. 

Step 3 
This step is the process of normal decryption and decoding 

back by using the same file from step 1.  At the same time, 
take the total time of decrypting and record the timing result in 
the table.  Then, decode the file derived from the decryption 
process and open it by using the Sound Forge 4.5h software.  

 
 
 
 
 
 
 
 

 
 
 
 

3.  1-to-M Block Encryption (M = 2, 3, 6, 11 in order) 
In this section, let M be the block number, and we choose 

M value for 2, 3, 6, and 11 to perform the experiment.  The 
details of the results are shown in the following. 

 
 

Step 1 
In the beginning, encrypt the file from the preparatory 

process with the 1-to-M block encryption.  Take the time from 
the beginning to the end of this encryption.  Then, record the 
timing result in Table I. 

Step 2 
This step is the simulated eavesdropping.  After the 

encrypted file from step 1 is decoded, then we listen to this 
decoded file by using the Sound Forge 4.5h software to open 
it. Record the listening result in the table. 

Step 3 
This step is the process of normal decryption and decoding 

by using the same file from step 1.  At the same time, take the 
total time of decrypting and record the timing result in the 
table.  Then, decode the file derived from the decryption 
process and open it by using the Sound Forge 4.5h software. 

B.  Encryptions of G.723.1 [6.3 kb/s], G.723.1 [5.3 kb/s], 
G.726 [32 kb/s], and AMR [12.2 kb/s] Encoded Voice Data 

In this experiment, we study the change of the encryption 
periods of the remaining encoded voice data and then decode 
the file.  Next, listen to the speech using the Sound Forge 4.5h 
software, as the same experimental processes as for G.729. 

In summary, from Table I obviously, the more the 
unencrypted and the undecrypted blocks are, the less the 
encryption and the decryption times will be.  Besides, in terms 
of eavesdropping simulation, it could be further concluded 
that the more the number of unencrypted blocks is, the less 
voice security will be.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
VI. CONCLUSION 

Finally, this proposed approach of voice eavesdropping 
protection over digital networks could meet the defined 
objective as shown in the experimental results and the system 
prototype. Therefore, given that a client device is equipped 
with those aforementioned features in the future, we are quite 

Speech 
Quality

Encryption
Time (sec.)

Decryption
Time (sec.)

Speech 
Quality

Encryption
Time (sec.) 

Decryption
Time (sec.)

Speech 
Quality

Encryption
Time (sec.)

Decryption
Time (sec.)

Speech 
Quality

Encryption
Time (sec.)

Decryption
Time (sec.)

Speech 
Quality

Encryption
Time (sec.)

Decryption
Time (sec.)

All blocks 1 0.11 0.10 1 0.08 0.08 1 0.07 0.07 1 0.9 0.91 1 0.16 0.15

1 block-to-2 blocks 1 0.06 0.05 1 0.05 0.04 1 0.04 0.04 1 0.48 0.49 1 0.09 0.09

1 block-to-3 blocks 1 0.05 0.05 1 0.03 0.03 1 0.03 0.03 1 0.38 0.37 1 0.07 0.07

1 block-to-6 blocks 4 0.02 0.02 2 0.02 0.02 2 0.02 0.02 1 0.26 0.27 1 0.05 0.05

1 block-to-11 blocks 4 0.02 0.02 3 0.02 0.02 3 0.01 0.01 1 0.21 0.22 2 0.04 0.04

G.726 [32 kb/s] (Ratio : 2:1) AMR [12.2 kb/s] (Ratio : 10:1)

Encrypt / Decrypt

G.729 (Ratio : 16:1) G.723.1 [6.3 kb/s] (Ratio : 20:1) G.723.1 [5.3 kb/s] (Ratio : 24:1)

TABLE I 
 THE COMPARISON OF LISTENING RESULTS, ENCRYPTION AND DECRYPTION TIMES, AND THE RATIO OF THE BEFORE-ENCODING AND AFTER-

ENCODING FILE SIZES OF G.729, G.723.1 [6.3 kb/s], G.723.1 [5.3 kb/s], G.726 [32 kb/s], AND AMR [12.2 kb/s] SPEECH ENCODING STANDARDS 

 A 4-point scale of listening: 4-fully understand, 3-fair, 2-poor, 1-not understanding at all 
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confident to obtain an effective way to protect against voice 
eavesdropping. 
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