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Abstract—We present a new approach to evaluation of Cyber
Security in Power Systems using the method of modeling the power
systems Infrastructure using software agents. Interfaces between
module and the home smart meter are recognized as the primary
points of intrusion.
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|. INTRODUCTION

OWER systems deliver electrical power from the

generation site through a transmission network to the
ultimate users of electrical energy. Modern power systems are
sometimes referred to as the ‘Smart Grid’. The term smart grid
is used because modern power systems have become very
agile and adaptive by learning about customers and their needs
and by considering efficiency, reliability, economics and even
sustainability in making decisions about operations and
operating conditions of the system. In order to achieve this
type of advanced flexibility, power systems have become
increasingly reliant on Information and Communication
Technology (ICT) [7], [10]. While there have been significant
benefits through this evolution of the power system, it has also
led to a significant increase in the vulnerability of the power
system to cyber attacks and electronic intrusion.

The most stunning example of these issues in recent days is
the Stuxnet event [1], [2], [10], in which electronic viruses
were used to disrupt the function of specific types of Siemens
Supervisory Control and Data Acquisition (SCADA) systems,
which are configured to control and monitor specific industrial
processes. Many thousands of machines were infected by the
Stuxnet virus, but the virus contained very specific targets, and
only those units were actually affected. In the remaining
SCADA systems, the virus lay dormant and eventually
removed itself after a certain amount of time. In the Stuxnet
event, the specific industrial processes that were in fact
targeted were the centrifuges in Iran that were being used for
the enrichment of uranium. The effect of the Stuxnet virus was
immediate and dramatic, and caused the abrupt suspension of
the nuclear program in Iran until the infected controllers could
be cleared of the virus. Interestingly the Stuxnet virus is now
open source, allowing anyone access to the code through the
internet. The Stuxnet event clearly shows that it is certainly
possible to have a significant impact on industrial processes
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and to adversely affect the operation of complex
interconnected systems, such as is the case in the effort by Iran
to develop nuclear technology.

This proposal identifies a comprehensive set of cyber
security challenges for real-world power systems including:
information security, communication infrastructure security,
and application-level security. Developing a strategy for
addressing the vulnerability of the power grid is clearly the
final goal of this work; however, before such a strategy can be
created, a detailed understanding of the vulnerability must be
developed. This detailed understanding can be created through
the modeling of power systems and the subsequent testing and
evaluation of cyber vulnerabilities, as presented in this
proposal.

Il.METHODS

A. Overview

We propose to develop a software agent modeling system to
represent the power system. There are three broad categories
of components which work together to form the power system.
These components can be broadly described as: (1) power
generation, (2) power distribution, and (3) power
delivery/utilization. Our agent models will simulate the
dynamics of each of these categories of components. For
example, within the power generation category, there are
various types of generation stations including coal, natural
gas, hydro electric, wind, solar, nuclear, etc. Each of these
types of generator stations has unique characteristics such as
start up times, levels of operation, expenses, and the need for
consistent fuel supply, among others. Each agent model will
capture the unique characteristics of the component for
generation.

The generation models will be connected to the locations of
utilization using models for transmission and distribution.
Typically most transmission lines use high-voltage three-
phase alternating current (AC). Transformers are used to
convert electrical power from the generation levels to high
voltages for transmission. Models for these transformer
components will be developed. The transmission lines
themselves will also be modeled and will have specific
characteristics including losses, coronal discharge, likelihood
of failure, etc. High-voltage direct-current (HVDC) lines are
also used for greater efficiency in long distance transmission.
HVDC links can be better controlled in situations where there
are sudden new loads or blackouts in parts of the network.

Electric transmission networks are interconnected into
regional, national or continental networks, thereby providing
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multiple redundant alternative routes for power to flow should
failures occur. Electricity is transmitted at high voltages (110
kV-750 kV) to reduce the energy lost in long-distance
transmission. Power is usually transmitted through overhead
power lines. Underground power transmission has a
significantly higher cost but is sometimes used in urban areas
or other sensitive locations. The models will have to
incorporate these attributes.

Once power is delivered to an area in which it will be
utilized, the transmission network is subdivided into
distribution networks. The distribution networks typically
operate at lower voltages than the transmission voltages, but at
significantly higher voltages than the levels at which electric
power is utilized. Transformers are used to bring down
voltages and then a network of distribution lines is used to
deliver the power. Again, these components and their behavior
can be modeled with agent technology.

The utilization of power is typically by the private citizen at
the household level and by the corporate user at the industrial
level. Generally, each of these users has a demand profile, and
power companies attempt to match their production with these
dynamic demands. Smart meters which record time-of-use and
real-time or near real-time notification to the power utility are
at the core of new Advanced Metering Infrastructure (AMI).
Smart meters promote efficient and intelligent use of
electricity by providing customers with a mechanism to reduce
costs of electrical power by scheduling their utilization to off-
peak periods. On the other hand, AMI may be the first place
where wide spread cyber interference with the operation of the
power utility ICT infrastructure may occur. This is because the
smart meter is installed on the user’s premises and is
susceptible to hacking 24 hours a day and 7 days a week. The
consequences of this type of attack on the power system can
be dramatic in that this usage information drives production
and transmission control. Erroneous and misleading
information about power usage will result in serious
production and distribution problems. Models for AMI will be
created in the agent simulation.

A critical factor in the operation of the electrical power
system is that the electrical energy cannot be stored. This
means that electrical power must be generated at the same rate
at which it is consumed. The control system that governs the
generation of electrical power must synchronize precisely with
the demand. If the demand for power exceeds the supply
various scenarios could occur. Depending on the extent of the
under supply, brown outs and scheduled power interruption
may be required. In the worst case of unplanned under supply,
transmission equipment and even generating plants will fail
and regional blackouts will result.

To limit the risk of failure, electrical power systems are
highly interconnected with multiple sources from which power
may be supplied. One can immediately see that with such
operating conditions, there is a great need for precise
regulation, and there is very little tolerance for unmatched
consumption and supply. All of this leaves the power system
highly vulnerable to cyber attacks. Any latency in control
signals, and/or errors in information used to make supply

decisions can lead to significant problems in the function of
the system.

A key issue in this project will be the basis on which the
model of the power system components will be formulated.
The approach proposed will be to use the various models of
the components of the power systems that are available in the
literature. Numerous modeling packages have been developed
and are available in the public domain [11]. In addition,
MatLab has an extensive Power Systems Toolbox [12] which
can be used to define the characteristics of the Agent models
of each of the components in the simulation. Due to the
extensive, sophisticated, and wide availability of these
packages, it is expected that it will be relatively straight
forward to incorporate the dynamic external behavior of the
components into the agent simulation.

It will be critically important to examine and explicitly
define the interfaces between the power system components. It
is at these interfaces that cyber attacks will likely be carried
out. By affecting the data communication between
components, a would-be attacker will try to misalign the data
between components and their actual operations.

B. Additional Cyber Security Challenges

There are clearly a number of additional cyber security
challenges that must be overcome in order to develop a system
that will be immune to cyber attacks [10]. These challenges
include:

Physical Access. The physical infrastructure has not been
built to seriously restrict access, particularly in the case of
remote infrastructure. Thus entities which are focused on
attacking the system can, with relative ease, come into contact
directly with the system that we are trying to secure.

Long Term Deployments. The equipment which forms the
Power System is typically deployed for many decades. The
equipment’s life span is very long when compared to typical
information technology equipment. As a result, potential
cyber-attackers of the infrastructure have a target that is
unchanged for a very long time.

Typically “fail-open” Function. Most power system
infrastructure is designed to fail-open. This means that in the
event of failure the unit will continue to provide power to the
system to the best of its ability. This approach is common in
power systems in order to maximize service under fault
conditions. However, this also means that a component under
attack will not shut down or stop operating in the event that an
attack is initiated against it. Thus the attacker has an unlimited
opportunity to continue an attack until an intrusion becomes
successful.

Legacy Systems. The power system is dependent on a large
number of components that are called legacy systems. These
legacy systems were built and put into service at a point in
time when significant security mechanisms were not
considered necessary.

C.Attributes of Cyber Secure Power Systems

In order for a power system to be secure from cyber attack,
the system must have attack-resilient monitoring to detect and
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recognize that an attack is underway. The system must have
protection and control algorithms that have cyber resilience.
The system must be able to withstand a coordinated attack, as
this is a common feature of these attacks. The secure power
systems must have sophisticated strategies to deal with attacks
on Advanced Metering Infrastructure. Finally, a key issue is
that power systems must have adequate trust management and
data attribution so that it will be straightforward to identify
who is responsible for data, control signals, and
communication signals.

The agent models will eventually include these additional
challenges.

II1. LIMITATION OF CURRENT SIMULATIONS

The currently available models and simulations have been
focused primarily on operations [7], [10]. Therefore, they are
designed to optimize the basic infrastructure of the power
system with regard to functionality but are totally inadequate
to deal with malicious and direct focused threats to the system.
Traditional models and algorithms are robust enough to deal
with random and naturally occurring faults, but in order to
deal with malicious cyber attacks, there is a pressing need to
develop novel models and attack resilient algorithms which
span across generation, transmission, and distribution systems.
The new models need to quantify the potential consequences
of a cyber-attack on the power grid. This must include load
loss, stability violations, equipment damage, and economic
loss. The new models must characterize various forms of
cyber-attacks including denial of service attacks, intrusion-
based attacks, malware-based attacks, isolated attacks, and
coordinated attacks. The countermeasures must address both
outsider and insider attacks, and also operator errors. The
algorithms must consider sophisticated attacker models (in
addition to brute-force attacks) wherein the attacker(s) has
knowledge of both cyber security and power system operation
with the potential to cause maximum damage.

Fundamentally new algorithm characteristics will include:
(1) Real-time correlation (temporal and spatial) of data
streams and data logs to ensure consistency of data obtained
from substations and control centers are needed. Appropriate
hardware and software will need to be introduced in order to
affect this type of confirmation of data streams. (2)
Continuous monitoring and evaluation will be required in
order to assess system stability/uncertainty due to cyber
attacks (e.g., denial of service causing delayed or dropped
sensing/control signals, etc.) (3) Physical defenses such as
rerouting and network partitioning will have to be
immediately available, as well as power defenses such as
generation shift, reactive power dispatch, load shedding, etc.
(4) Coordinated cyber attacks over the spatial and temporal
extent of the power system will have to be considered as well.

IV. RECENT PROGRESS

The development of agent based models has been an
important research theme in our lab. We have a great deal of
expertise in the modeling and simulation of complex

interacting systems using agent technology. We first started
developing agent models in 1998 and shortly thereafter
developed our own agent execution environment called
TEEMA [27], [28]. The TEEMA environment has been used
to model everything from load balancing [26], scheduling
[13], [22], [23] to shopping [30] and e-commerce [24], and to
a great extent health care system components. These include
mammogram retrieval [19], [25], neuro-surgery ward
utilization [20], and diabetes within the patient [14], [20] and
diabetic patient interaction with the health care system [15],
[16]-[18], [21], [29]. This work in agent based modeling
demonstrates our ability to develop sophisticated simulations
using agents and our ability to extract complex unpredictable
system dynamics from the behavior of these agent models.

Objectives:

The short term objectives will be to develop an accurate
representation of a subset of the components which form the
power system. We will first build only a single generation
station facility (likely a coal fired power plant model), a
simple  transformer/transmission/transformer  distribution
model, and a set of users both industrial and household. We
will concentrate on the interfaces and the communication
links. Our development will be in a cyclic spiral in which the
scope and fidelity of the simulation increases with each cycle.
This will represent 5-6 autonomous agent models which will
interact. We will then challenge this simulation with various
attacks such as denial-of-service, authentication, delay,
erroneous data, loss of connectivity, etc. We will attempt to
characterize the dynamics of this very small scale model.
Based on these results we will expand the model and will add
new components, such as additional generation, more complex
transmission and distribution, and a full profile of users. We
will quickly move to adding the AMI, as it is our belief that
power utilities are keen to install these systems in order to
improve operations, but are also weary of the dangers of the
tampering and affecting of system operations.

Our long term objectives are to develop a framework for the
systematic investigation of cyber vulnerability of the power
systems. Thus we plan to characterize the dynamics of cyber
attacks on the power system and extract from our simulations
the fundamental dynamics of these systems in order to define
this framework.

V.LITERATURE REVIEW

This area of research is very new and is very important to
our modern society [7]-[10]. As indicated, there is a pressing
need to evaluate cyber vulnerabilities and to develop strategies
to limit the consequences of these types of attacks.

There is little scientific literature available in this area. A
number of position papers have been proposed, which speak
mainly to the importance of this work rather than the work
itself [3]-[6].

It is universally agreed that modeling and simulation will be
the most effective paradigm to investigate this system
weaknesses [10].

The precise form of the structure of the model is open to
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debate. However, given our long record of effective modeling
of complex systems using agent technology, we are in a
unique position to rapidly develop effective simulations which
can then be used to test behaviors of the power system under
attack.

Impact:

The impact and significance of this research is enormous
[71, [10]. The Government of Canada recently reported to the
National Parliament on the state of Canada’s preparedness for
cyber attacks on critical infrastructure. Power utilities are
scrambling to address this issue. Locally, in Saskatchewan, the
utility SaskPower has expressed a significant desire to have
work done in this area.

VI. SUMMARY AND CONCLUSIONS

The objectives of the proposed research program are to
build a simulation of the typical components of a power
generation system with sufficient detail to allow an
examination of the issues around security of these systems
from threats of cyber attack. This is a pressing and important
problem in today’s world. Canadian society is in significant
danger of negative consequences if such attacks were to occur
without appropriate planning and defensive strategies in place.

Our scientific approach will be to develop a software agent
simulation of the power system. The use of software agents
allows the development of independent software
representations of each component. The interfaces between
components then become the critical points at which cyber
attacks can be initiated. The effects of various forms of cyber
attacks will be considered, including denial of service, delay,
failure of components, etc. Mitigation strategies can be tested
within the model. Our development process will be an
expanding cyclical spiral allowing an expanding degree of
fidelity to be incorporated into the simulation. This is
important practical and applied research which critically needs
to be done for the safety and security of Canadian society.
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