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Abstract—In this paper, a two factor scheme is proposed to
generate cryptographic keys directly from biometric data, which
unlike passwords, are strongly bound to the user. Hash value of the
reference iris code is used as a cryptographic key and its length
depends only on the hash function, being independent of any other
parameter. The entropy of such keys is 94 bits, which is much higher
than any other comparable system. The most important and distinct
feature of this scheme is that it regenerates the reference iris code by
providing a genuine iris sample and the correct user password. Since
iris codes obtained from two images of the same eye are not exactly
the same, error correcting codes (Hadamard code and Reed-Solomon
code) are used to deal with the variability. The scheme proposed here
can be used to provide keys for a cryptographic system and/or for
user authentication. The performance of this system is evaluated on
two publicly available databases for iris biometrics namely CBS and
ICE databases. The operating point of the system (values of False
Acceptance Rate (FAR) and False Rejection Rate (FRR)) can be set
by properly selecting the error correction capacity (ts) of the Reed-
Solomon codes, e.g., on the ICE database, at t; = 15, FAR is 0.096%
and FRR is 0.76%.

[. INTRODUCTION

Biometrics and cryptography are two technologies widely
used for providing security. Biometrics, being strongly asso-
ciated with the user, ensures his identity; while cryptography
provides security to the encrypted data as long as the cryp-
tographic keys are secrete. In a secure authentication system,
the user’s identity should be verified with high degree of as-
surance, and at the same time, the system should be revocable,
i.e., if the authentication data is found to be compromised, it
should be possible to replace that data with a new one which
is independent of the data being replaced. Unfortunately,
neither biometrics nor cryptography meet these requirements
simultaneously: biometrics are non-revocable and cryptogra-
phy cannot ensure the user identity. Hence researchers have
been trying to combine biometrics with cryptography to design
a secure authentication system.

In this paper, a two factor scheme is proposed based on
iris biometrics that can (re)generate a 94-bit entropy crypto-
biometric key using an iris image and a password. The iris im-
age is decomposed using Gabor filters and a 1,188-bit binary
string is obtained from the decomposed phase information.
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This binary string is denoted as an iris code. In the user
enrollment step, the key is obtained directly from the iris
code by using one-way hash function and a revocable template
is created for the user. The user tries to access the system
through the authentication step by providing his iris image and
password. Since one-way hash functions require exactness in
the input to produce the same output, it is necessary to have
an iris code exactly the same as the reference iris code at the
time of authentication. However, it is well known that two iris
codes obtained from two iris images of the same eye always
contain some variability. Hence, the proposed system uses the
fuzzy sketches idea and error correcting codes to remove the
differences between the reference and test iris codes.

The proposed system is an extension of the previous work
on cryptographic key regeneration from the same authors [1]
which is originally based on Hao et al. [2] system. The system
in[1] can obtain variable length keys with 83-bit entropy
where the length depends on the accuracy of the system. The
scheme proposed in this paper provides increased security to
both, the biometric and the key. This scheme uses a well-
known cryptosystem — Advanced Encryption Standard (AES)
— to protect the shuffling key using a password. The novelty of
this scheme is that, it can regenerate the reference iris code of
a user by providing another iris image from the same user at
the time of authentication. This system provides 94-bit entropy
cryptographic keys. The length of the keys obtained using the
proposed scheme is independent of the system accuracy. In
fact, hash value of the iris code is used as a cryptographic key;
hence, the key length can be changed by changing the hash
function. This system also uses a random shuffling key which
makes the iris template revocable, improves the verification
performance, and helps to increase the security of the system.

In this scheme, the biometric matching problem is trans-
formed into an error correction issue. Reed-Solomon codes
(RS) and Hadamard Codes (HC') are used to correct the
errors (variability) in iris codes. This system also focuses on
the requirement of the password to make such systems truly
revocable.

The rest of this paper is organized as follows: related works
about combining biometrics and cryptography are briefly
summarized in SectionIl. SectionIIl and SectionIV explain,
in a more detailed way, the enrollment and authentication
steps, respectively. The databases, experimental protocols, and
security analysis are given in Section V. Section VI finalizes
this paper with conclusions and perspectives.
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II. COMBINING BIOMETRICS WITH CRYPTOGRAPHY:
RELATED WORKS

There are numerous works that suggest combination of
biometrics and cryptography. A more detailed description of
the related research work in this field can be found in [3]. The
related works are divided into two categories based on their
main purpose which is: (a) to protect biometric data and make
it revocable, such as, [4], [5], [6], [7], and (b) to use biometric
data to obtain user specific cryptographic keys, such as,[1],
(81, 121, [9], [101, [11], [12].

The systems in the first category are generally referred to
as cancelable biometric systems. They use one-way trans-
formation to convert the biometric signal (or feature vector)
into irreversible form. Different templates can be issued for
different systems using the same biometric. But, these systems
require matching of the templates with some kind of distance
measure, which means that these templates have variability
and cannot be used as cryptographic keys.

The systems related to the second category, key
(re)generation systems, possess the properties of cancelable
biometrics, and additionally, they can produce stable keys
which can be used for cryptographic purposes. These systems
either extract some stable bits from the biometric [13], [11],
[12], or combine some random information with the biometric
data so that a stable string can be extracted using another
biometric sample at the time of authentication[1], [8], [2],
(91, [10], [14].

[II. ENROLLMENT: TEMPLATE GENERATION

This system is based on iris biometric. It uses an Open
Source Iris Recognition System (OSIRIS)[15] to extract bi-
nary iris codes from iris images. Iris codes extracted from dif-
ferent images of the same eye have two types of errors [2], [1]:
(a) Background errors which are random in nature and occur
due to camera noise, image capture effects, iris distortions,
etc., and (b)Burst errors which result due to eye-lids, eye-
lashes, specular reflections, etc. The proposed system treats iris
code matching as an error correction problem. A random key is
encoded using RS and HC'. The errors between two iris codes
being compared are transferred onto the encoded key and are
corrected by the decoding part. Fig. 1 shows the schematic
diagram of the enrollment process. The encoding part is
discussed in subsectionIII-A. In order to improve the error
correction capacity and security, the iris code modifications
suggested in[1] are used, which shuffle the iris code with a
shuffling key and then add zeros uniformly to the iris code.
These iris code modifications are discussed in subsection III-B.

A. Random Key Encoding

A user specific random key K, having ks blocks of m bits
each, is generated and encoded by RS (ns, ks, ts) to obtain ng
blocks of m bits each. RS(ns, ks, ts) can correct t5 erroneous
blocks where, ts = (ns—ks)/2. The HC (k) encodes a (k+1)-
bit block into a 2*-bit block. The number of bits in each block
is set as m = k + 1 and the two codes are cascaded such that,
the output of RS, the ng blocks, are encoded using HC'(k)
to obtain (ns x 2%)-bit pseudo-iris code, 0ps. For these two
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Fig. 1. Schematic diagram for user enrollment phase

codes to operate in concatenated form, it is required to set
k =m—1. The HC(k) can correct at most 2¥~2 —1 errors in
every block of 2* bits. More details about the error correcting
codes can be found in[16].

B. Iris Code Modification

The accuracy of any biometric system depends on the ability
of that system to separate genuine users from impostors.
Genuine and impostor Hamming distance distribution curves
show this ability of the system. Larger overlap between the
two curves means higher recognition errors such as False
Acceptance Rate (FAR) and False Rejection Rate (FRR). The
iris code shuffling scheme introduced in [1] is used to increase
the separation between the two curves. The iris code is divided
into = blocks of y bits each. The iris code blocks are aligned
with the z-bit shuffling key and the blocks where the key bit
is one are sorted first and the remaining blocks are sorted at
the end to obtain a shuffled iris code. This scheme increases
Hamming distance for impostor comparison, but the Hamming
distance for genuine user comparison remains unchanged.
Thus it helps in reducing the FAR and FRR of the system.
Shuffling also makes the iris code more random which is an
added advantage for better security.

Other modification to the iris code is the zero insertion
to increase the Hadamard code error correction capacity.
Originally, the Hadamard code error correction capacity is
25% (maximum). From the iris code Hamming distance dis-
tributions, it was found that, it is required to correct more than
25% errors. So, specific number of zeros are inserted in the iris
codes to be compared, which reduces the number of possible
errors that can occur in a block, e.g., in a n-bit block with
p errors, the error ratio p/n can be reduced to p/(n + q) by
adding ¢ zeros to the n-bit block. Note that, the zero insertion
is carried out in reference as well as test iris code. Using
this technique, the Hadamard code error correction capacity
is changed to 35%. The amount of zeros and the parameters
of RS are interdependent and should be selected such that
the length of iris code after adding zeros should be either
greater than or equal to (n, x 2%). If that length is greater
than (ns x 2%), the first (ngs x 2*) bits are taken as modified
reference iris code (6, ;), and the remaining bits are called
discarded bits (64;5). The locked iris code, (0jock ), is formed
by,

9100k = aps 2] erlpef . (D
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The shuffling key is a long random bit string which is not
possible to remember. Hence, the shuffling key, 0;,cx, and 64,5
are encrypted by a password and the encrypted data along with
the hash value of the key K, H(K), is stored as a template
for the user.

Here, it is worthwhile to point out an important aspect about
the use of the password. The password makes the system truly
revocable. If the template is found to be compromised, it can
be replaced by another template by changing the random key
K, shuffling key, and password, and using another iris code.
The data provided by the user is an iris code and a password.
If the system does not employ password, then the only secrete
is the iris code (which is compromised), and though the new
template is different from the older one, it is no more secure
and is directly susceptible to attacks. In this case an attacker
does not even need to carry out any cryptanalysis because he
will have the iris code from his previous successful attempt
which is enough to obtain the cryptographic key. Instead, if
the system uses a password along with the iris biometrics, the
password can be changed and the attacker will have to carry
out the cryptanalysis of the encrypted data again.

IV. AUTHENTICATION: CRYPTOGRAPHIC KEY
REGENERATION

A cryptographic key can be regenerated from the stored
template by providing a genuine iris sample along with the
correct password. Fig.2 shows the schematic diagram of the
key regeneration process. Similar to the enrollment stage,
OSIRIS is used to extract a test iris code, 0;¢s¢, from the pro-
vided iris sample. The iris code modification steps described
in subsectionIII-B are carried out on the 6., to obtain a
modified test iris code 6},,,. This 0;,., is used to unlock the
O10ck and obtain a trial value of the encoded random key K’
as explained in the following subsection.
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Fig. 2. Schematic diagram for user authentication phase (It is assumed that
the template data is already decrypted)

A. Template Unlocking and Random Key Regeneration

The locked iris code 0,1 is XORed with the modified test
iris code 0, to get 0, and from (1),
9;75 = glock: ©® ezest B
9175 D 0;'()./' D egcst ’

b, e | 6)

where e is the error vector between the two iris codes. The
0,5 is decoded using the HC/(k) to correct background errors.
HC (k) operates on blocks having 2¥ bits each and the blocks
having fewer errors than the error correction capacity of
HC(k) are decoded correctly and those which have more
errors are decoded incorrectly. This results in ng blocks of m
bits each. If the number of blocks that are decoded incorrectly
by HC(k) is less than or equal to ¢, then those blocks can
be corrected by RS to obtain a trial value of the key K’. The
hash value of K’ is compared with H (K), and if found equal,
the key K’ is processed further to regenerate the reference iris
code. If the two hash values are not equal, the normalized test
iris image is translated horizontally in both directions (up to
10 times in each direction) to adjust for rotation and next trial
value K is calculated. If the hash values do not match for any
of the values of K’, a user mismatch is declared. The value of
ts can be tuned to achieve desired accuracy in terms of FAR
and FRR.

B. Regenerating Reference Iris Code and Cryptographic Key

In this step, the reference iris code which was locked at the
time of enrollment is regenerated. The regenerated random key
K' is re-encoded using RS and HC'(k) to obtain 6. This 0,
is used to unlock the 6, to obtain the regenerated modified
reference iris code 67/, § as:
ei/ef = elock S glp,g . 3)

Since, H(K) = H(K'), K' = K, and 0, = 0. Thus,

9:«,6f - elack' ©® eps - e;ef . (4)

The regenerated code 67/, ¢ is augmented with the discarded
bits from the iris code 045, to obtain the shuffled reference
iris code with zeros. Since the locations of the inserted zeros
are known, they can be removed easily to get the shuffled iris
code. Iris code de-shuffling is applied on this code to obtain
the regenerated reference iris code 0,..,. Hash value of this
regenerated iris code is used as a cryptographic key. The hash
function determines the length of this key, thus the length is
independent of the accuracy of the system.

V. DATABASE, EXPERIMENTAL RESULTS, AND SECURITY
ANALYSIS

Publicly available and well-known iris-databases, Casia-
BioSecure (CBS) database [15] (OKI device subset) and Iris
Challenge Evaluation (ICE) database [17], were used to eval-
uate the system. At first, various tests were carried out on
CBS database to find the best performance parameters, and
then with these parameters, the system was tested on the ICE
database.

The CBS database has two parts: (a) BiosecureV1 contain-
ing 1,200 images from 60 eyes of 30 persons with 20 images
from each eye, and (b) CasiaV2 - which is a subset of CASIA
Version 2 database. It also contains 1,200 images from 60 eyes
of 30 persons with 20 images from each eye. Each of these
two parts is divided into two datasets as:
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1) Reference (enrollment) dataset composed of the first 10

images of each eye, and

2) Test dataset composed by the remaining 10 images.
The benchmarking protocol as described in [15] was followed,
which yields 6,000 trials for genuine matches and 6,000 trials
for imposter matches for each part of the database. These trials
also result in comparison between images obtained in different
sessions and different illumination conditions.

In order to show the robustness of the proposed system
across databases, the system was tested on the NIST-ICE
database [17] with parameters (m,ns, k, etc.) obtained from
CBS database tests. This database consists of 2,953 images
from 244 different eyes. Two experiments were carried out
for this database: Exp-1 — with right eyes, and Exp-2 — with
left eyes. All possible comparisons between iris images were
carried out for the two experiments, i.e., for Exp-1, 12,214
genuine, and 1,002,386 impostor comparisons, and for Exp-2,
14,653 genuine, and 1,151,975 impostor comparisons.

OSIRIS is used to extract iris codes from these images.
OSIRIS has two main parameters: filters and analysis points.
The OSIRIS parameters are set to 6 filters and 198 analysis
points which yield 1,188 bit iris codes. In order to match the
iris code structure, the number of blocks is set to x = 198 and
number of bits in each block y = 6 for the shuffling algorithm.
Thus the shuffling key length is set to 198 bits which will be
protected with a password of eight characters.

A. Results

As explained earlier, the parameters of the proposed system
such as number of zeros to be added to iris codes, ng,ts, m,
etc., are tuned on the CBS database. Empirically it is found
that the best value for the number of zeros to be inserted
in the iris codes is 792. These zeros are inserted uniformly
in the iris code (e.g., two zeros after every three iris code
bits). This increases the iris code length to 1,980 bits, and in
order to make it compatible with the coding scheme, the first
1,952 bits are called as 9;,(#- and the last 28 bits are called
as 64;5. The addition of zeros distributes the iris code bits in
such a way that, there can be 20 to 21 iris code bits in a
particular 32-bit Hadamard code block. Thus, the maximum
error correction capacity of HC' becomes 7/20 = 0.35 (i.e.
35%). After finding the best performance parameters on CBS
database, the system was tested on ICE database with the same
parameters. The error correction capacity of the Reed-Solomon
codes, t5, acts as a threshold, which can be changed to get the
desired accuracy in terms of FAR and FRR, e.g., by changing
ts from 9 to 16, the FRR can be reduced from 4.61% to 0.69%,
but consequently, the FAR increases from 0% to 0.33%. Table I
shows the results on both the databases for various values of
t,. Note that, the parameters obtained from CBS database tests
are also applicable to the ICE database, which demonstrates
the portability of the system.

B. Security Analysis

The main purpose of the system proposed in this paper is
to obtain strong keys from biometric data denoted as crypto-
biometric keys. Therefore, it is important to estimate the en-
tropy of these crypto-biometric keys. The secrete information

TABLE I
RESULTS FOR THE PROPOSED SYSTEM; USING PASSWORD AND ZERO
INSERTION (& 35% ERROR CORRECTION); ng = 61, m = 6.

Biosecure V1 Casia V2 ICE-Exp-1 ICE-Exp-2

s "FAR | FRR | FAR | FRR | FAR | FRR | FAR | FRR
1 0 30.53 0 49.70 0 49.39 0 52.99
2 0 22.12 0 35.78 0 33.26 0 37.74
3 0 16.37 0 26.27 0 24.26 0 25.78
4 0 12.88 0 19.25 0 16.50 0 20.10
5 0 10.65 0 14.82 0 12.67 0 16.25
6 0 8.98 0 11.70 0 10.31 0 11.81
7 0 8.35 0 9.52 0 7.29 0 9.42
8 0 7.27 0 7.32 0 5.93 0 7.71
9 0 6.60 0 5.97 0 4.61 0 6.26
10 0 5.87 0 4.85 0 3.63 | 0.001 | 4.54
11 0 5.28 0.02 377 | 0.001 248 | 0.002 | 3.49
12 0.02 4.57 0.08 3.13 | 0.005 2.13 | 0.033 | 3.05

13 0.03 3.97 0.12 2.12 | 0.021 1.46 | 0.018 2.12

14 0.32 3.25 0.52 1.57 | 0.055 1.04 0.13 1.41

15 | 0.70 2.67 1.15 1.07 | 0.096 | 0.76 0.21 1.09

16 1.38 2.00 2.50 0.63 0.33 0.69 0.31 0.94

17 2.71 1.43 5.30 0.30 0.95 0.47 3.14 0.61

18 5.55 1.00 9.68 0.25 1.81 0.38 5.62 0.46

19 9.57 0.63 17.52 | 0.15 11.37 | 0.26 7.62 0.39

20 | 16.18 | 0.42 | 2820 | 0.05 11.77 | 0.15 14.77 0.29

21 | 2442 | 023 | 41.32 | 0.03 1420 | 0.13 18.38 | 0.20

22 | 3622 | 0.13 | 56.72 0 21.99 | 0.11 30.80 | 0.13

used in this system is iris code and shuffling key. The shuffling
key can be re-obtained by decrypting the template data using a
password. In order to have high security, it is suggested to use
a randomly generated 8-character password which can have
52 bits entropy [18].

There are two ways an attacker can follow to obtain the
cryptographic key: (a) by guessing the (un-shuffled) iris code
and password separately, or (b) by obtaining modified iris code

1os; and the password.

In an iris code, all bits are not independent, but there
exist some correlations. The number of degrees of freedom
in iris codes can be calculated from the experimental data
by following the procedure given in[19]. From the current
experimental data, the number of degrees of freedom of the
un-shuffled iris codes was found to be N = 561. The coding
scheme allows 35% (P = 196) bits to be wrong. Using the
similar approach as of Hao et al. [2], the entropy is estimated
to be,

! 2N
PUN=P)

~ 42 bits . 5)

The shuffling key, which is securely encrypted by a pass-
word having 52-bit entropy, is required to regenerate the
reference iris code. This means that an attacker has to carry
out 242 x 252 = 29 trials to successfully regenerate the
reference iris code. Hence the total entropy of the final key is
H =52+ 42 = 94 bits. Note that the 561 degrees of freedom
is a statistical estimate; at present, it is unknown how to find
out the uncorrelated iris code bits without knowing the iris
code itself [2].

The shuffling scheme makes the iris codes more random.
The number of degrees of freedom of the modified iris code
(0;.;) can be calculated in a similar way and is found to
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be 1,172 bits. If an attacker tries to obtain the modified iris
code (0;.,,), the security estimate can be calculated using
equation (5), which results in 83 bits. These calculations are
followed by the de-shuffling phase which requires the crypt-
analysis of the encrypted data to obtain the shuffling key. The
cryptanalysis requires 2°2 calculations which results in total
entropy of 83 + 52 = 135 bits.

In order to enhance the security, the authors propose to
limit the maximum number of login attempts before lockout.
Moreover, it is proposed that a smart card should not be used
in such systems because it can allow an unlimited number of
off-line calculations which can help cryptanalysts. It means
that, the templates should be stored on a central database.
Note that, the biometric data is not stored in its plain form.
The templates contain user specific (and also system specific)
random information in encrypted form which makes cross-
matching between databases impossible. Thus it also takes care
of the user privacy.

VI. CONCLUSIONS AND PERSPECTIVES

In this paper, a biometric based cryptographic key genera-
tion scheme is presented. The keys are strongly bound with
the user’s identity since the user iris along with the password
is required to regenerate the keys. This scheme combines the
entropy of iris (42 bits) with the password entropy (52 bits)
to have 94-bit entropy keys, which is higher than any other
comparable systems [2], [8], [1]. This system uses password
which helps in improving the verification performance of
the system and increases the security. It was shown that the
password is an essential element of the system to make it truly
revocable. The experimental results show good performance
(e.g., 0.096% FAR at 0.76% FRR for ICE-Exp-1) on different
publicly available databases such as CBS and ICE database
and also demonstrate the portability of the system.

This scheme can be adopted to other biometric modalities.
The requirement for such modification is that the biometric
features should be in form of a binary vector and the error
correcting codes are chosen to match the error characteristics
of those features. This system can be extended to include more
biometric modalities to obtain a multi-biometric cryptographic
key.
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