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Abstract—In this paper, we explore a new scheme for filtering
spoofed packets (DDOS attack) which is a combination of path
fingerprint and client puzzle concepts. In this each IP packet has a
unique fingerprint is embedded that represents, the route a packet has
traversed. The server maintains a mapping table which contains the
client IP address and its corresponding fingerprint. In ingress router,
client puzzle is placed. For each request, the puzzle issuer provides a
puzzle which the source has to solve. Our design has the following
advantages over prior approaches, 1) Reduce the network traffic, as
we place a client puzzle at the ingress router. 2) Mapping table at the
server is lightweight and moderate.
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. INTRODUCTION

ISTRIBUTED denial of service attack pose a major
threat to the availability of internet services. CERT
defined the term DOS as follows [1],

e  Occupancy of limited resources of difficult to renew
such as network bandwidth, data structure or memory
of a system.

e Changeable or damage network data, for instance
delete system configuration, shutdown web services.

e Changeable or damage physical information.

DDOS attack can be organized from the following factors.

e Lack of security in the whole internet

e Launching attack tools has more capability to launch
sophisticated attack.

e Network bandwidth or resource attack can inevitably
be avoided.

e Any host on the internet can be a victim of attack.

DDOS means there are more than one object which is DOS
attacker (either automated tools or human). A DDOS attacker
can greatly reduce the quality of a target internet service or
even can completely break the network connectivity of a
server generally to achieve resource overloading; a DDOS
attacker will first compromise a large number of hosts and
subsequently instruct this compromised host to attack the
service by exhausting a target resource.
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Due to lack of built in security mechanism in the current
internet infrastructure an attacker can easily get access to a
large number of insecure computers with exploit/attack
programs such as trinoo, TFN etc.
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Fig. 1 DDOS Attack

In Feb. 2000, a string of DDOS attacks crippled popular
wed sites including CNN.com, yahoo.com, eBay.com for
several hours. In 2003, for example, one honey pot research
project saw 15,164 unique zombies from a large botnet within
days. In 2004, the witty worm created 12,000 zombies within
45min. IP spoofing has often been exploited by DDOS attack
to 1) conceal flooding sources and dilute localities in flooding
traffic 2) coax legitimate host into becoming reflectors
redirecting and amplifying flooding traffic.

IP spoofing is commonly associated with malicious
network activities, such as DDOS attacks, which block
legitimate access by either exhausting victims severs resources
[2] or saturating stud networks access links to the internet [3].
On the other hand, defending against DDOS attack is
extremely difficult because there is usually no explicit attack
pattern to distinguish legitimate packets from malicious ones.
Moreover to hide the source of attack programs generally fill
IP header fields, especially the 32-bit source IP address, with
randomized values. This IP spoofing technique has made the
detection and filtering of DDOS traffic extremely difficult and
it has become a common feature of the many DDOS attack
tools.

To design an effective and feasible DDOS countermeasure,
there are several requirements a DDOS defense mechanism
should meet [4].

Il. RELATED WORK

Currently there are several mechanisms to counter DOS and
DDOS attack. These schemes can be roughly categorized into
four classes: attacker-end based, network-based, victim-end
based, and hybrid. The attacker-end based approaches [8, 9]
attempt to identify DDOS attack traffic or spoofed IP packets
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at attack sources. Once DDOS attack traffic or spoofed
packets are detected, proactive filtering mechanisms are
activated to stop attack traffic from entering the Internet. The
network-based approaches count on Internet routers to defend
against DDOS attacks in a cooperative manner. Schemes in
this category perform either the trace back of the attack traffic
or complex filtering operations on routers. IP traceback
schemes [10, 11,12,13,14, 15, 16, 17, 18] focus on identifying
the origins of spoofed DDOS attacks, rather than stopping
these attacks. The victim-end approaches [19, 20, 21] try to
enhance the resilience of Internet servers against DDOS
attacks. The advantages of the victim-end approaches are that
they do not require support from the Internet routing
infrastructure and that they strongly motivate the victim to
deploy these schemes owing to the direct benefit to the victim
itself.

Schemes in the fourth category can be considered a hybrid
of network-based and victim-based approaches. These
schemes require support from the Internet routing
infrastructure and from the victim or victim network. In these
schemes, routers mark each incoming IP packet in a
deterministic or probabilistic manner. Then, in victims or
victim networks, attack packets are identified and discarded
on a per packet basis according to marks left by internet
routers [22, 23, 24]. An IP traceback method is employed to
construct the attack graph, and subsequently IP packets
marked with one of network edges in the attack graph are
discarded [22,23]. In another scheme [24], each participating
router marks some bits (one or two bits) in the Identification
field of an IP packet according to the router’s IP address and
the TTL value in the IP header. In this way, an IP packet will
arrive at its destination along with a unique identifier
representing the path it has traversed.

The Internet currently carries an enormous amount of
undesirable network communication. This is evidenced by the
growing infestation of worms and viruses such as Nimda,
Code Red, and SQL Slammer [25, 26, 27], reconnaissance
attacks such as port scans, targeted distributed denial-of-
service attacks, and spam. Client puzzles [28, 29, 30, 31, 32,
33, 34, 35, 36, 37, 38, 39] have been proposed as a
mechanism for controlling such communication. Being
protected generates a cryptographic puzzle that a client must
answer correctly before it is given service. Such a mechanism
gives devices the ability to selectively push back load to the
source of an attack when overloaded. While the standard
defense for preventing undesirable communication is to apply
a binary filter to traffic, such a defense is difficult to use due
to the impact of false positives and the inability to completely
differentiate good traffic from bad. Client puzzles provide a
complementary weapon to filtering in that they provide an
analog control against traffic that may potentially be
deleterious. In contrast to filtering, client puzzles also limit an
attacker’s ability to send bad traffic to multiple victims
concurrently by consuming their computational resources.

In our approach we are combining the attacker-end based
and victim-end based approach together, in which the DDOS
attack is almost completely removed. In the attackers end hint
based hash reversal puzzle is used and in the victim end a path
fingerprint approach is used.

I1l. CLIENT PuzzLE

Client puzzle is a technique that strives to improve the
DDOS attack: the client is required to commit computing
resources before receiving resources.

A. Puzzle Protocol

The client attaches a cookie consisting of its nonce and a
timestamp. A server requiring puzzles generates a puzzle and
answers along with a hash of the answer, server nonce, puzzle
expiration time, puzzle maturity time and flow identifier. The
server then sends back to client, the client cookie, puzzles and
its parameters, flow identifier and a server cookie consisting
of the above hash, server timestamp, puzzle maturity and
expiration time. The client upon receiving the puzzle
calculates the solutions and sends back the answer along with
the server cookie. Upon receipt of this message, the servers
uses the server timestamp to index into the server nonce table
to obtain the server nonce, checks that the nonce has not
expired and verifies the answer by regenerating the hash and
comparing it against what the client sent. If it does, the correct
answer has been given and the server accepts the packet.

Client Client cookie Server [ Issuer

Client cookie, server coolie,
F.F

Client cookie, Server
cookie, A

Client nonce »  Server nonce
table table

Fig. 2 Client Puzzle Protocol

A good puzzle should have the following properties,

e Creating a puzzle and verifying the solution is
inexpensive for the server.

e The cost of solving the puzzle is easy to adjust from
zero to impossible.

e The puzzle can be solved on most types of client
network.

e It is not possible to precompute solutions to the
puzzles

e  While the client is solving the puzzle the server does
not need to store the solution or other client specific
data.

e The same puzzle may be given to several clients.
Knowing the solution of one or more clients does not
help a new client in solving the puzzle.

e A client can reuse a puzzle by creating several
instances of it.

Some of the puzzles are, Time-lock puzzle [5], Hash-
reversal puzzle [6], multiple hash reversal puzzle [6], Hint
based hash reversal puzzle [7]. We here present a new way to
use puzzle to mitigate DDOS attack. In this proposed scheme
the client puzzle is placed in the ingress router. Client puzzle
is placed in the ingress side in-order that the network traffic
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will be reduced as the spoofed packets are filtered in the
beginning it self. Any of the above mentioned puzzles can be
used. In this paper we are using the “Hint based hash reversal
puzzle” for delivering fine grained puzzles in which a single
hash reversal puzzle is given to the client along with a hint
that gives the client an idea of where the answer lies. The hint
is a single value that is near the answer and solves the
coarseness problem to hash-reversal puzzles.

To adjust the difficulty of the puzzle, the accuracy of the
hint is increased or decreased. The creation of puzzle is
outsourced to a secure entity we call a bastion. For example,
suppose a randomly generated number ‘X’ is used as an input
to the hash h(x). To generate a puzzle with O(D) difficulty, the
issuer passes the client the hash and a hint x-u(0,D). Where
u(0,D), is the randomly chosen number uniformly distributed
between 0 and D. The client then starts at the hint and
searches the range linearly for the answer. The number of
hashes done by the client to find x varies probabilistically but
the expected value is d/2. An arbitrary number of servers or
routers can use the same bastion, and can safely share the
same set of puzzles. Once constructed, the puzzles will be
digitally signed by the bastion so that they can be redistributed
by anyone. The client can solve the puzzles off-line, so that
users don’t have to wait for puzzles to be solved. Solving a
puzzle gives a client access, for a time interval, to a channel
on the server (i.e.,) to a small slice of the servers’ resources
and the server ensures no virtual channel uses more than its
fair share of available resources.

The client must present their solution with the server cookie
which was attached to the puzzle. To verify correctness, the
server uses the timestamp to index into the nonce table and
obtains the corresponding nonce, performs a hash of the client
solution with the nonce and checks to see if it matches the
echoed server cookie. Across 1000 puzzle verifications on our
evaluation systems, the average time was 1.24ps.

10000

.E.,!-f‘v-—-\.f'w--_p-"h-., r--m-rr‘-"‘""‘!._..,

5
S 100D |
3 :
i
E 100 ;
= i
£
E
= 10 e
5 r
o
p I
| a - —
- E = T, |
(=9 t I Axie c-;f"

i Fathuore

! = - barhpucrs

o

0 25000 SODOD  7RODO  100DOD 125000 150000

Puzzle selulion ime [micnsecands)

Fig. 3 Puzzle generation versus solution time

Latency (sec

a 5 10 15 20 25 a0
Request

Fig. 4 Latency for a legitimate client without puzzles (During and
after attack)

o . ] s

Fig. 5 Latency for a legitimate client without puzzles (During and
after attack)

At the end the client who solves the puzzle will be allowed
to pass through the path to reach the server which it wants to
access. In the graph shown above with and without using the
puzzle clearly shows that only a small amount of spoofed
packets will be passing through the ingress router. The clients
which don’t solve the puzzle will be considered spoofed and
the IP packet will be discarded.

IV. PATH FINGERPRINT

In this scheme, each IP packet is embedded with a unique
path fingerprint representing the route an IP packet is
traversed, and IP packets with incorrect path fingerprint is
considered spoofed. The proposed scheme eliminates some
weakness of conventional schemes and is designed
specifically for defending against spoofed DDOS stack. The
path fingerprint scheme is placed at the server which the client
want s to access the servers resources. To generate a pth
fingerprint representing the route an IP packet traversed, it is
assumed that each participating router assigns each of its
network interface a n-bit random number, and these random
numbers are kept securely. A path fingerprint of an IP packet
is composed of two fields: a d-bit distance field and an n-bit
path identification field where the former represent the
number of intermediate routers traversed, and the latter
denotes an identifier derived from the random numbers
associated with the traversed network information in the route.
The path fingerprint of an IP packet is stored in the IP packet
header and thus it is delivered to the destination host along
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with the packet. The path fingerprint procedure is presented as
follows, whenever a participating router receives an IP packet;
it first examines the distance field. If its value is O, the
receiving router is then aware that it is the first participating
router the packet encountered in the path. In this case, the
receiving router sets the distance field to 1 and sets the path
identification field to the random number associated with the
incoming interface of the packet. On the other hand, if the
distance field is already a non-zero value its value is just
incremented by one and updates the path identification field
with H(PID,N;), where PID represents the current value of
path identification field in the packet, N; denotes the random
number of the incoming weak collision resistance.

Algorithm 1: Computation of path fingerprint on a

participating router,

1. Let P denote an incoming IP packet

2. Pudist and P.pid denote the distance and path

identification fields in packet P respectively.

3. Let Ni denote the random number associated with the
incoming interface of P.
For the first time the value of P.dist is initialized to 0.
P.dist&P.dist + 1
P.pid<& H(P.pid,Ni)
End

[i] [

No ok

‘UlP.Pid ‘ ‘ 1|§1d1 ‘

Fig. 6 Path fingerprint

In the example depicted, a packet traverses from the source
S to the destination D across routers R1 to R2. The first router
in the path R1 sets the distance field to 1 and sets the initial
Pid value to the random number of the incoming interface,
i.e., N1. Afterwards, each router increases the distance field
and updates the Pid field according to the previous Pid value
and the random number of the current incoming interface. H
denotes the hash function. The 16-bit identification field in the
IP header is chosen to be overloaded, the space for storing a
path fingerprint. This 16-bit is divided into two fields; one is
5- bit long used to store distance value and the remaining bits
are used to store the Pid value.

In the server we maintain a queue for holding the incoming
IP packets. We currently recommended that several
scheduling techniques such as FCFS (first come first Served),
priority, round robin, multilevel queue, multilevel feed back
queue can be used for scheduling the incoming IP packets. We
don’t make any claim that which scheduling algorithm is the
best, this may warrants further research. In our scheme the
service requests are serviced in FCFS fashion. In this way,
filtering of spoofed IP packets will be quite straight forward if
the table that contains the mapping of IP addresses and their
path fingerprint is present.

A. Construction and Updating of SIPF Table

SIPF table is the table which will be used for discarding the
spoofed packets. The table consists of 3 fields namely, IP, Pid,
Counter where, IP represents the various source IP address,
Pid represents the path fingerprint and counter represents the
no. of times a particular source has visited the server. The
SIPF table is constructed and its entries will be updated if
there are changes in the topology of internet or in the internet
paths due to dynamic routing. Here SIPF table have entries for
IP addresses that ever connected to the destination in the past
communications. So the SIPF takes only a small set of values.

A new entry will be added to the table if the destination
host receives IP packet from a new IP address. Thus we can
say that SIPF needs only a moderate amount of storage and at
the same time, reducing the time for searching. The path
fingerprint of a specific source IP address is explicitly
explored by the use of ICMP echo-request message. Before an
entry of a new source IP address can be made, the destination
host sends an ICMP echo-request message to the source IP
address. Then the path fingerprint in the returned ICMP echo-
reply message is treated as the most upto date path fingerprint
of that source IP address.

There are 2 main reasons for invoking exploration of the
path fingerprint of a specific IP address. The first refers to the
arrival of an IP packet with a new IP address. The second
directs to the necessity of updating SIPF table entry. Consider
the first case when the packet from a new client arrives, a
SIPF table cannot accommodate the mapping of all possible IP
addresses replacing an old SIPF table entry with a new one is
also an important issue that needs to be addressed. So we need
a replacement algorithm. In our scheme the replacement
algorithm we use is MFU (most frequently used) algorithm.
This algorithm is based on the arguments that the entry with
the smallest count was probably just brought in and yet to be
used. There can be almost 232 entries. So, when the table is
full then the IP address of the source which has frequently
visited will be replaced by the new incoming IP packet. The
algorithm below shows the updation of SIPF table.

Algorithm 2: Updation of the SIPF table.

1. Let P denote the incoming packet and Q represents
the scheduling queue

2. Let P.IP and P.pf denote the source IP address and
the path fingerprint stored in the packet header of P.

3. Let ICMP.addr denote the value of ICMP echo
request of the new incoming packet

4. If P.pf = SIPF.pf then

5. If SIPF.counter >35 then

6. Delete the entry from the SIPF table, move the IP
Packet to the end of the queue Q.

7. Else SIPF.counter €< SIPF.counter+1

8. Endif

9. Else

10. Send an ICMP echo request to the source

11. If ICMP.pf = P.pf then

12. Update the new entry P.1D, and P.pf to the SIPF table

13. SIPF.Counter « 1

14. Else

15. Spoofed, drop the packet P.
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16. Endif
17. Endif

The no. of entries that are allowed in the SIPF table is upto
the administrator of the internet servers. In our proposed
scheme we have assumed that a maximum number of times a
particular source can request the server as 35. Once the
maximum value is reached the corresponding entry will be
deleted. This mechanism is used because the entire request
will be responded without much delay and all the clients will
get its turn without much delay.
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V. CONCLUSION AND FUTURE WORK

In this paper, we presented a defending technique against
spoofed DDOS traffic. This technique intends to complement,
rather than replace existing schemes. For instance, the
proposed scheme helps to discard spoofed packets in the
ingress routers by using client puzzles and at the egress side
we use the path fingerprint scheme. Furthermore, by weeding
out a majority of spoofed attack packets, our approach allows
some resource management systems, that share resource fair
amount many participants, to work better. In our approach, at
the ingress side we place the client puzzle mechanism by
which most of the spoofed packets are discarded and the
packet which crosses the ingress router is embedded with a
unique path fingerprint that represents the Internet path it has
traversed. By learning path fingerprints from past traffic, the
victim can efficiently establish the SIPF table which contains
the mappings of source IP addresses, corresponding path
fingerprints, and the frequency by which the a particular client
has contacted the server.

A spoofed packet can be easily identified by consulting the
SIPF table since it is very unlikely that a spoofed packet can
have a path fingerprint identical to that of the spoofed IP
address. Thus, by identifying and filtering spoofed packets, a
spoofed DDoS attack can be identified and prevented. This
makes the proposed scheme an effective and efficient
approach for defending against spoofed DDoS attacks.
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