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Abstract—Biometric techniques are gaining importance for
personal authentication and identification as compared to the
traditional authentication methods. Biometric templates are
vulnerable to variety of attacks due to their inherent nature. When a
person’s biometric is compromised his identity is lost. In contrast to
password, biometric is not revocable. Therefore, providing security
to the stored biometric template is very crucial. Crypto biometric
systems are authentication systems, which blends the idea of
cryptography and biometrics. Fuzzy vault is a proven crypto
biometric construct which is used to secure the biometric templates.
However fuzzy vault suffer from certain limitations like non-
revocability, cross matching. Security of the fuzzy vault is affected
by the non-uniform nature of the biometric data. Fuzzy vault when
hardened with password overcomes these limitations. Password
provides an additional layer of security and enhances user privacy.
Retina has certain advantages over other biometric traits. Retinal
scans are used in high-end security applications like access control to
areas or rooms in military installations, power plants, and other high
risk security areas. This work applies the idea of fuzzy vault for
retinal  biometric  template. Multimodal biometric  system
performance is well compared to single modal biometric systems.
The proposed multi modal biometric fuzzy vault includes combined
feature points from retina and fingerprint. The combined vault is
hardened with user password for achieving high level of security.
The security of the combined vault is measured using min-entropy.
The proposed password hardened multi biometric fuzzy vault is
robust towards stored biometric template attacks.

Keywords—Biometric Template Security, Crypto Biometric
Systems, Hardening Fuzzy Vault, Min-Entropy.

I. INTRODUCTION

HE biometric crypto system utilizes the advantages of

both biometrics and cryptography for ensuring high
security.  Some of the applications include financial
transactions, border security and military applications.
Biometrics and cryptography can be combined in two methods
namely Biometric based key release and Biometric based key
generation.

Biometric based key release method involves the separation
of biometric matching from cryptography. If the biometric
templates are matched successfully then cryptography key is
released. eg. Smart card. Here biometric plays the role of a
wrapper.

In biometric based key generation method, biometrics and
cryptography are combined together at a much higher level. In
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this method the secret key is extracted from the combined key
and biometric template. A fuzzy vault is a biometric based
key generation cryptographic construct. This work focuses on
the mixing of two different biometric modalities for
constructing the multimodal fuzzy vault. Fingerprint and
retina are utilized to construct the multimodal biometric vault.

A. Advantages of Retina

Retinal scan captures the pattern of blood vessels in the eye.
Retina as a biometric has certain merits compared to other
biometrics. It is highly secure and uses a stable physiological
trait. Retina is very difficult to spoof. Retinal patterns are
different for right and left eye. They are unique even for
identical twins. More over, retinal patterns do not change with
age. Unlike other biometric traits, the image will not fall on
the retina for dead person. Retina is located deep within ones
eyes and is highly unlikely to be altered by any environmental
or temporal conditions. Therefore retina is best suited
biometric for high security systems.

B. Construction of Fuzzy Vault

Fuzzy vault is a cryptographic construct proposed by Juels
and Sudan [2]. This construct is more suitable for applications
where biometric authentication and cryptography are
combined together. Fuzzy vault framework thus utilizes the
advantages of both cryptography and biometrics. Fuzzy vault
eliminates the key management problem as compared to other
practical cryptosystems.

In fuzzy vault framework, the secret key S is locked by G,
where G is an unordered set from the biometric sample. A
polynomial P is constructed by encoding the secret S. This
polynomial is evaluated by all the elements of the unordered
set G.

A vault V is constructed by the union of unordered set G
and chaff point set C which is not in G.

V=GUC

The union of the chaff point set hides the genuine point set
from the attacker. Hiding the genuine point set secures the
secret data S and user biometric template T.

The vault is unlocked with the query template T'. T is
represented by another unordered set U. The user has to
separate sufficient number of points from the vault V by
comparing U’ with V. By using error correction method the
polynomial P can be successfully reconstructed if U’ overlaps
with U and secret S gets decoded. If there is not substantial
overlapping between U and U’ secret key S is not decoded.
This construct is called fuzzy because the vault will get
decoded even for very near values of U and U’ and the secret
key S can be retrieved. Therefore fuzzy vault construct
become more suitable for biometric data which show inherent
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fuzziness hence the name fuzzy vault as proposed by Sudan
[2].

The security of the fuzzy vault depends on the infeasibility
of the polynomial reconstruction problem. The vault
performance can be improved by adding more number of
chaff points C to the vault.

C. Multimodal Fuzzy Vault

Multimodal fuzzy vault performs well compared to the
traditional unibiometric systems [5]. Multibiometrics provides
better recognition accuracy, enhances very high security,
flexibility and user convenience [13, 14]. It can be used in
applications like financial transactions, for securing secret
cryptographic keys, email communications etc.

Biometric templates are not revocable when compromised
like passwords [12]. A template represents a set of salient
features that summarizes the biometric data (signal) of an
individual. A compromised template would mean the loss of a
user’s identity [9,10]. A potential abuse of biometric
identifiers is cross-matching [11]. Therefore biometric
template security is very crucial to protect user privacy. It is
very difficult for an attacker to compromise multi biometric
modalities.

The proposed multimodal fuzzy vault contains point set
from two different biometric modalities say fingerprint and
retina namely K¢and K, Then Chaff points are added to the
vault to conceal the genuine points.

V= (KUK, UC)

The Chaff points are generated in such a way that they do
not lie on Kf and K, In this proposed vault the secret S is
locked by two unordered sets Us and U,.

Table | shows the notations used.

TABLE
NOTATIONS USED
Notations Meaning
S Secret Key
sc Secret Key + Cyclic Redundancy
Code (CRC)
G Genuine set
C Chaff set
List scrambled
VS Vault
SC* SC Generated after Decoding
Q Query Template

D. Limitation of Fuzzy Vault Scheme
Fuzzy vault being a proven scheme has its own limitations

[5].

(i) If the vault is compromised, the same biometric data
cannot be used to construct a new vault. Fuzzy vault
cannot be revoked. Fuzzy vault is prone to cross-
matching of templates across various databases.

(ii) Due to the non-uniform nature of the biometric
features it is easy for an attacker to develop attacks
based on statistical analysis of the points in the vault.

(iii) The vault contains more chaff points than the
genuine points. This facilitates the attacker to
substitute few points from his own biometric feature.
Therefore the vault authenticates both the genuine
user and the imposter using the same biometric
identity. As a consequence, the false acceptance ratio
of the system increases.

(iv) Original template of the genuine user is temporarily
exposed. During this exposure the attacker can glean
the template.

To overcome the limitations of fuzzy vault, password is
used as an additional authentication factor. The proposed
multimodal fuzzy vault is hardened by password. This
enhances the user-privacy and adds an additional level of
security.

E. Fuzzy Vault Hardening

The hardened fuzzy vault overcomes the limitations of non-
revocability and cross-matching by introducing an additional
layer of security by password. If the password is
compromised the basic security and privacy provided by the
fuzzy wvault is not affected. However, a compromised
password makes the security level same as that of a fuzzy
vault. Therefore, security of the password is crucial. It is very
difficult for an attacker to compromise both the biometric
template at the same time. The proposed method constructs a
multimodal biometric fuzzy vault using the feature points
extracted from retina and fingerprint. The multimodal
biometric fuzzy vault is then hardened using the password.

Steps in hardening scheme:

1. A random transformation function is derived from the
user password.

2. The password transformed function is applied to the
retina template.

3. The password transformed function is applied to the
fingerprint template.

4. Fuzzy vault frame work is constructed to secure the
transformed templates by using the feature points from
both the retina and fingerprint.

5. The key derived from the same password is used to
encrypt the vault.

Fig. 1 depicts the steps involved in the construction of the
multi biometric fuzzy vault.
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Fig. 1 Hardening Multi Biometric Fuzzy Vault

The organization of the paper is as follows: Section Il
elaborates the construction and operation of fuzzy vault.
Section 1l explains the proposed password hardened
multimodal biometric fuzzy vault. Section IV discusses the
experimental results and the security analysis of the vault.
Section V presents the conclusion.

Il. BACKGROUND

Umut uludag et al [1] uses the concept of fuzzy vault to
protect a secret S of 128 bits length. The general notations
used in the literature are shown in table I. The x and y
coordinates of the fingerprint minutiae are used as the
locking/unlocking unit ‘u” (x|y) of the vault. The secret key
S (128 bits) is added with its CRC code (16 bit) to obtain SC
(144 bits). SC is divided into 16 bit segments to obtain the
polynomial coefficients. Two sets namely, the Genuine set
(G) and chaff set (C) are generated.

G = [y, 2z, (g, 2lag ) (2450, 225 )]
C=liend)(eg.d5) . (e,.d,J]

oy 2, =12, Mi=12,.4A)

dy = Ple), =12 M

Wi = Listscramb led (GTT O

During decoding process, query minutiae set (Q) is
compared with the vault to isolate the genuine point set.
These points are used to reconstruct the polynomial. The
coefficients are mapped back and SC* is obtained. SC* is
divided by the CRC primitive polynomial. If the Remainder is
not zero, Query template (Q) does not match and the secret
decoded is not correct. If the Remainder is zero, Query
Template (Q) matches and the Secret(S) is decoded
successfully. The same idea is used for retina and the retinal
bifurcation points acts as lock/unlock data.

The security of the fuzzy vault depends on the infeasibility
of the polynomial reconstruction and the number of chaff
points. Using this construct, 128 bit secret data like Advanced
Encryption Standard (AES) key can be protected.

Karthick Nandakumar et al [5] show the password hardened
fingerprint fuzzy vault in which password acts an additional
layer of security. Srinivasa Reddy [3] followed the same idea
of [5] to implement an iris based hardened fuzzy vault. The
basic idea of hardening multimodal biometric fuzzy vault is
derived from the work done by Karthick Nandakumar et al [5]
and Srinivasa Reddy [3].

Iris based hard fuzzy vault proposed by Srinivasa Reddy [3]
applies a sequence of morphological operations to extract
minutiae points from the iris texture. This idea is utilized for
extracting the locking/unlocking unit from the retina. To
identify the bifurcation feature point on the retinal texture the
method proposed by Li Chen[16] is utilized. Section 3
presents the proposed password hardened multimodal
biometric fuzzy vault.

I1l.  PROPOSED METHOD

The proposed work constructs the password hardened
multimodal fuzzy vault in three steps. In the first step the
retinal biometric template and fingerprint template are
subjected to random transformation using password
separately. This process enhances the user privacy and
facilitates the generation of revocable templates that resists
cross matching. This transformation reduces the similarity
between the original and transformed template.

In the second step, multimodal fuzzy vault is constructed to
secure the transformed templates. The key used in fuzzy vault
construction is randomly generated and transformed using the
same password. The key can also be generated from the
retinal structure or from the fingerprint features for better
security.

In the third step, the vault is encrypted by the key derived
from the password. In this vault, password acts as an
additional layer of security.

A. Extraction of Feature point from Fingerprint and Retina

The proposed work uses the algorithm of Sharat
S.Chikkerur [8] for extracting the fingerprint minutiae. Fig. 2
(a) shows the original fingerprint template and Fig. 2 (b)
shows the highlighted fingerprint template with minutiae
points.

The proposed work uses the idea of Li Chen [16] for
extracting the bifurcation structure from retina. Thinning and
joining morphological operations are performed on the retinal
texture. These operations highlight the retinal vascular
patterns. Then the bifurcation feature points are extracted
from the vascular patterns. The (x, y) co-ordinates of the
fingerprint minutiae and bifurcation feature points of the
retina act as lock/unlock data for the vault. Fig. 2(a) shows the
fingerprint image and Fig. 2(b) shows the fingerprint template
with highlighted minutiae points. Fig.3 (a) shows the retina
image Fig. 3(b) shows the retinal vascular tree and Fig.3(c)
shows the vascular pattern after thinning and joining
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operation. Fig 3(d) highlights the retinal template with
bifurcation points.

(c) Red: Permuted Points and Blue: Transformed Points

Fig. 2 Fingerprint Minutiae Extraction and Password
Transformation

B. Implementation of Password Hardened Multi Modal
Fuzzy Vault

The proposed system is implemented in Matlab 7.0.
Fingerprint samples are taken from FVC2002 DB2 fingerprint
database. Fingerprint images are resized to 256 X 136. Retina
samples are taken from DRIVE database. The retinal images
taken from the DRIVE data base are resized to the standard
256 x 256 format.

This implementation identifies the lock/unlock data by
highlighting the fingerprint minutiae and retinal bifurcation
structures. The (X, y) attributes, of the fingerprint minutiae and
retina bifurcation structure, where ‘x’ and ‘y’ represents the
row and column indices of the both the biometric images are
found out. Permutation and Translation operations are applied
on the minutiae point and bifurcation feature points by using
the password separately. The transformed feature points are
protected in the combined fuzzy vault. In this implementation
128 bit random key is generated. This key can also be
generated from the retinal structure or fingerprint for added
security. This key is transformed by the 64 bit user password
and is used to encrypt the vault.

(a) Retinal image (b) Retinal vascular tree

(c) Thinned and joined image (d)Highlighted Bifurcation

feature

(e) Red: Permuted Points and Blue: Transformed Points

Fig. 3 Retina Feature Extraction

a. Feature Point Transformation

The fingerprint template and retinal vascular tree containing
the highlighted bifurcation feature points are subjected to
simple permutation and translation. Fig 2(b) shows the
minutiae before transformation and Fig 2(c) shows the
minutiae after transformation for fingerprint. Fig 3(d) shows
the feature point before transformation and Fig. 3(e) shows
the feature point after transformation for retina. This results in
the original feature points being transformed into new points.

The user password is restricted to the size of 8 characters.
Therefore, the length of the password is 64 bits. These 64 bits
are divided into 4 blocks of each 16 bits in length.

The feature point highlighted in fingerprint template and
retinal vascular tree is divided into 4 quadrants. One
password block is assigned to each quadrant Permutation is
applied in such a way that the relative position of the feature
point does not change.

Each 16 bit password block is split into two components T,
of 7 bitsand T, of 9 bits in length. T, and T, represent the
amount of translation in the horizontal and vertical directions,
respectively.

The new feature points are obtained by the following
transformation.
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X, = (E, +T,) mod(2°7)
T, = (%, + T, mod(279)

Where X, and X’, are the horizontal distance before and
after transformation respectively. Similarly Y, and Y',are the
vertical distance before and after transformation respectively.
This transformation is applied for both fingerprint and retina
template.

b. Encoding

The transformed features are encoded in the multi
biometric fuzzy vault. Password acts as an extra layer of
security to the multi biometric vault. It resists an imposter
from modifying the vault. The minutiae points from
fingerprint and bifurcation points from retina are combined
together. Secret message is generated as a 128 bit random
stream. This secret message is transformed with the password.
The 16 bit CRC is appended to transformed key S to get 144
bit SC. The primitive polynomial considered for CRC
generation is

g L) =a' a2 +a* +1

In the combined set, the minutiae points whose Euclidian
distance is less than D are removed. 16 bit lock/unlock unit ‘u’
is obtained by concatenating x and y (each 8 bits) coordinates.
The “u” values are sorted and first N of them are selected. The
Secret (SC) is divided into 9 non overlapping segments of 16
bits each. Each segment is converted to its decimal equivalent
to account for the polynomial coefficients (Cg, C; ...Cy). All
operations takes place in Galois Field GF(2').

The projection of ‘u” on polynomial ‘p’ is found. Now the
Genuine points set G is (u;, P(u;)). Random chaff points are

generated which are 10 times in number that of the genuine
points. Both the genuine and chaff point sets are combined to
construct the vault. The vault is List scrambled. The encoding
operation is shown in Fig. 4.

c. Decoding

In the authentication phase, the encrypted vault and
bifurcation feature point are decrypted by the user password.
Password based transformation is applied to the query feature
points and the vault is unlocked.

From the query templates of the fingerprint and retina,
unlocking points (N in number) are extracted. The unlocking
set is found as in encoding. This set is compared with the
vault to separate the genuine point set for polynomial
reconstruction. From this set, all combinations are tried to
decode the polynomial. Lagrangian interpolation is used for
polynomial reconstruction. For a specific combination of
feature points the polynomial gets decoded.

In order to decode the polynomial of degree 8, a minimum
of at least 9 points are required. If the combination set
contains less then 9 points, polynomial cannot be
reconstructed. Now the coefficients and CRC are appended to
arrive at SC*. Then SC* is divided by the CRC primitive
polynomial.

If the remainder is zero, query image does not match
template image and the secret data cannot be extracted. If the
remainder is not zero, query image matches with the template
image and the correct secret data can be extracted. In this case
SC* is divided into two parts as the 128 bit secret data and 16
bit CRC code.
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Fig. 4 Multi Biometric Fuzzy Vault: Encoding
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Parameters used in Implementation

The parameters used in this implementation are shown in
Table 1l. Chaff points hide the genuine points from the
attacker. More chaff points makes the attacker to take much
time to compromise the vault but consumes additional
computation time. The chaff points added are 10 times in
number that of the genuine points.

TABLE Il
PARAMETERS FOR VAULT IMPLEMENTATION

Parameter Fingerprint Retina Multimodal
No. of. Genuine points(r) 20 30 50
No. of Chaff points(c) 200 300 500
Total no. of points 220 330 550

(t=r+c)

IVV. EXPERIMENTAL RESULTS AND SECURITY ANALYSIS

The vertical and horizontal distances of the retinal
bifurcation features and fingerprint minutiae are used for the
polynomial projections. The retinal and finger print template
is transformed for three different user passwords to check for
revocability. Tables 11l and IV show the sample fingerprint
minutiae point and the sample retinal bifurcation points from
four quadrants after transformation using three different user
passwords ‘security’, ‘template’ and ‘quadrant’ respectively.
Fig. 6 and Fig. 7 illustrate the password transformations.

Consider a 8 character user password ‘security’, the ASCII
value of which is given by (115, 111, 99, 117, 114,
105,116,121) or 64 bits. These 64 bits are divided into four
blocks of 16 bits each and these are further divided into 7 bits
and 9 bits for transformation in horizontal and vertical
directions respectively. Fig. 6 and Fig. 7 illustrate the
password transformations.

The feature point transformation is done with other two user
passwords namely ‘template’ and ‘quadrant’ whose ASCII
codes are (116, 101, 109, 112, 108, 97, 116 101) and (113,
117, 97, 100, 114, 97, 110, 116) respectively. For the same
original template different transformed templates are obtained
when password is changed. This property of hardened fuzzy
vault facilitates revocability. Different passwords can be
utilized for different applications to avoid cross matching.

In the proposed method the security of the fuzzy vault is
measured by min-entropy which is expressed in terms of
security bits. According to NandaKumar [7] the min-entropy
of the feature template M" given the vault V can be calculated

as
r
(m + J
n+1 1)
Where

r = number of genuine points in the vault

¢ = number of chaff points in the vault

t = the total number of points in the vault (r + c)
n = degree of the polynomial

H (M7 V) =-log,

The security of the single modal fingerprint, retina and
multi modal vault is tabulated in Table. V. In order to decode
a polynomial of degree n, (n+1) points are required.

The security of the fuzzy vault can be increased by
increasing the degree of the vault. Polynomial with lesser
degree can be easily reconstructed by the attacker. Polynomial
with higher degree increases security and requires lot of
computational effort. This makes more memory consumption
and makes the system slow. However they are hard to
reconstruct.In the case of the vault with polynomial degree n,
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if the adversary uses brute force attack, the attacker has to try
total of (t, n+ 1) combinations of n+ 1 element each. Only (r,
n+1) combinations are required to decode the vault. Hence,
for an attacker to decode the vault it takes C(t, n+1)/C(r, n+1)
evaluations. The guessing entropy for an 8 ASCII character
password falls in the range of 18 — 30 bits. Therefore, this
entropy is added with the vault entropy. The security analysis
of the password hardened multi biometric fuzzy vault is
shown in Table V.

(c) Password 'quadrant'

Fig. 6 Transformed Fingerprint minutiae

If the number of feature points is less than (n+1) then
Failure to Capture Rate occurs. (FTCR). Multi modal
biometric fuzzy vault minimizes the FTCR.

(a) Password 'security" (b) Password 'template’

(c) Password 'quadrant’

Fig. 7 Transformed Retinal Features

V. CONCLUSION

Password hardening of the multi biometric fuzzy vault
introduces two layers of security namely password and
biometrics. Even if the attacker gains the password, he/she
may not be able to access the genuine feature points. It is
computational very hard for an attacker to identify the genuine
feature points. When the attacker compromises both the
biometrics and password simultaneously then he/she can
capture the vault. This is not possible in real life situation.
Hence the proposed password hardened multi biometric fuzzy
vault is robust against stored biometric template attacks. The
performance of the vault can be improved by the application
non —invertible transformation and multiple biometric traits.
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TABLE1II

FINGERPRINT MINUTIAE POINTS AFTER TRANSFORMATION

Feature points before

Transformation code

Feature point after

drant . .
Qu:n(rjan transformation from password transformation
Password Horizontal Vertical Horizontal Vertical

Distance (Xy) Distance (Y,) Ty Ty Distance (Xu) Distance (V)
|
‘security’ 57 357 32 37
‘template’ 43 64 58 101 33 37
‘quadrant’ 56 373 31 53

1
‘security’ 49 373 80 97
‘template’ o 108 54 368 85 92
‘quadrant’ 48 356 79 80

11
‘security’ 57 210 43 213
‘template’ 54 131 54 97 40 197
‘quadrant’ 57 194 43 197

\Y
‘security’ 116 121 78 131
‘template’ a1 138 58 101 78 239
‘quadrant’ 110 116 72 254

TABLE IV
RETINA BIFURCATION FEATURE POINTS AFTER TRANSFORMATION
Feature points before Transfo;::;t]lon code Feature point after
Quadrant transformation transformation
and _ password .
Password Horizontal I\D/izzgrﬁil: Horizontal I\Dlles gﬁgé
Distance (X, Tu Ty Distance (X,

() (Yv) 0 ()

1
‘security’ 57 357 51 113

‘template’ 122 12 58 101 52 113
‘quadrant’ 56 373 50 1

1
‘security’ 49 373 208 18
‘template’ 159 29 54 368 213 13

‘quadrant’ 48 356 207 1
11

‘security’ 57 210 39 231

‘template’ 110 149 54 97 36 215

‘quadrant’ 57 194 39 215
v

‘security’ 116 121 169 220

‘template’ 181 221 58 101 169 200

‘quadrant’ 110 116 163 215
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