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Abstract—Persuasive technology has been applied in marketing,
health, environmental conservation, safety and other domains and is
found to be quite effective in changing people’s attitude and
behaviours. This research extends the application domains of
persuasive technology to information security awareness and uses a
theory-driven approach to evaluate the effectiveness of a web-based
program developed based on the principles of persuasive technology
to improve the information security awareness of end users. The
findings confirm the existence of a very strong effect of the web-
based program in raising users’ attitude towards information security
aware behavior. This finding is useful to the IT researchers and
practitioners in developing appropriate and effective education
strategies for improving the information security attitudes for end-
users.
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I. INTRODUCTION

S the dependence on information processing and the

interconnection of various information systems via the
internet increase, so is the risk to information systems. As a
result, organisations have increased their spending on
information security technologies [1-3]. However, despite
increased spending organisations still continue to experience
electronic attacks.  This is because inappropriate and
destructive human behaviours involved in the use of
information systems substantially inhibit the effectiveness of
information security technology [1,4,5,6].

According to many IT gurus, appropriate and constructive
human-computer behaviour represents the key to the success
of information security. Human behaviour is however
complex and multifaceted, and this complexity defies the
expectations for control and predictability that IT developers
routinely assume for technology [1]. Hence, it is not a great
surprise that in the 2006 Australian Computer Crime and
Security Survey, respondents cited “changing user attitudes
and behaviour regarding computer security practices” to be
the most challenging aspect of computer security management
[7].

From time to time, social psychology researchers tried to
test the assumption that human attitudes serve as their
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behavioural predispositions. Substantive research illuminated
the strong relation between attitude and behaviour [8].
Therefore, a change in attitude is likely to result in a
modification of behaviour [9]. In recent years, research has
been carried out on using technology to persuade users to
change their attitudes and behaviour. Fogg [10] labels this
phenomenon as “persuasive technology”. It is defined as a
computing system, device, or application intentionally
designed to change a person’s attitudes or behaviour in a
predetermined way [11]. Persuasive technology has been
applied in marketing, health, environmental conservation,
safety and other domains and is found to be quite effective in
changing people’s attitude and behaviours [12-14]. This
research extends the application domains of persuasive
technology to information security awareness in two specific
manners: first, a web-based program based on persuasive
technology was developed to improve the information security
awareness of users; second, in order to measure the
effectiveness of this web-based program, an instrument based
on the Theory of Planned Behaviour (TPB) [15] was
constructed and tested through a pilot study. The findings in
broad terms offer support for the assertion that persuasive
technology has the potential to bring a change in the attitude
towards information security.

The rest of the paper is structured as follows. First, a brief
but critical literature analysis is provided. Second, a seven-
stage research design is described. Third, the development of
a web-based program is explained. Next, the empirical results
are presented and discussed. Finally, some concluding
remarks are made and future directions of the research are
suggested.

II. LITERATURE ANALYSIS

Literature analysis focuses on three specific aspects which
are important to address the research concern: information
security awareness, use of technology to change user attitudes,
and theoretical framework to measure user attitudes. Each is
briefly described below.

A. Information Security Awareness

Effective user security behaviours are vital to the success of
information security. End user behaviours can be grouped into
three categories: malicious, neutral and beneficial [1].
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Information security researchers and practitioners recognised
that user security behaviours, in particular, neutral and
beneficial user security behaviours can be changed by
increasing the information security awareness of users. Social
psychology has been used successfully in changing the
attitude and behaviour of people and this can be extended to
make security awareness programs more effective. Thomson
and von Solms [9] highlighted some of the social techniques
that could be pertinent to an information security awareness
program. Sipeon [16] explored the possibilities offered by
motivation/behavioural theories in information security and
presented a persuasion strategy aimed at increasing user’s
commitment to security guidelines.

B. Use of Technology to Change User Attitudes

In recent years, technology has been used to persuade users
to change their attitudes and behaviour. This field of research
has been termed “Captology”. Fogg [10] defined captology as
design, research, and analysis of interactive computing
products created for the purpose of changing people’s attitude
or behavours. Persuasion has been viewed as the major
strategy for influencing people. Since computing technology
is pervasive, it allows persuasion messages through
technology to be interactive rather than one-way, that is,
altering and adjusting the pattern of interaction based on the
characteristics or actions of the persuaded party — the user’s
inputs, needs and context [17]. This application of persuasion
strategy by means of computing technology is defined as
persuasive technology.

TABLEI
PERSUASIVE TECHNOLOGY STRATEGIES
Strategies
Computer as a) Reduction: Persuading through
Persuasive Simplifying

Technology Tools | b) Tunneling: Guided Persuasion

¢) Tailoring: Persuasion through
customization

d) Suggestion: Intervening at the Right
Time

e) Self-monitoring: Taking the Tedium
Out of Tracking

f) Surveillance: Persuasion through
observation

h) Conditioning: Reinforcing Target
Behaviours

a) Simulated cause-and-effect scenarios:
Offering Exploration and Insight

b) Simulated environments: Creating
Spaces for Persuasive Experiences

¢) Simulated Objects: Providing
Experiences in Everyday Contexts

a) Physical Attractiveness

b) Similarity

¢) Influencing through language: Praise

d) Reciprocity

e) Authority

Computers as
Persuasive Media
(Simulation)

Computers as
Persuasive Social
Actors

Fogg [10] developed a functional triad for captology, which
neatly organised three different ways people respond to

computer technology. Firstly, the computer as a tool persuade
people by making some behaviour easier or more efficient to
do, or leading people through a process or performing
calculations or measurements that motivates. Secondly, the
computer as a medium can persuade people by allowing
people to explore cause-and-effect relationships, or providing
people with vicarious experiences that motivate or helping
people rehearse a behaviour. Thirdly, the computer as a social
actor can persuade people by rewarding people with positive
feedback, or modelling a target behaviour/attitude or
providing social support. A summary of persuasive
technology strategies are organised in Table I.

Captology can be applied in a variety of fields, including
health, safety, environment, personal relationships,
consumerism, education and community involvement.
Empirical results have shown that persuasive technology can
change people’s attitude and behaviours to some extent [12-
14]. This research extends the application of persuasive
technology to information security awareness.

Although a range of programs have been reported in the
literature to increase awareness toward information security,
there have been few studies that evaluate the effectiveness of
these programs. We developed an instrument based on the
Theory of Planned Behaviour (TPB) which was used to
measure the effectiveness of the information security
awareness program.

C. Theory of Planned Behaviour

TPB is one of the most widely applied models in addressing
the causation of diverse human behaviour. It also attracted the
interests of many information systems scholars, and has been
observed to be highly valid [18]-[19]. According to TPB [15]
intention is the immediate determinant of the corresponding
behaviour and that this intention is, in turn, a function of a
person’s attitude toward the behaviour, his/her subjective
norms which reflects social influence and outside the
individuals’ control that may in turn affect his/her behaviour
and intention. During the past decade, TPB has been applied
to examine a wide variety of behaviours with considerable
success. The behaviours include condom use [20-22], class
attendance [23-24] leisure activities [25], participating in
regular exercise [26,27]. The findings of these esearch
conclude that the best single predictor of a person’s behaviour
is the intention to perform the behaviour.

The TPB can not only serve as a predictor of a person’s
behaviour, it can also be used to measure a person’s belief
change, attitude change and ultimately behaviour change [8].
For example, Valois and his co-researchers [28] used TPB to
verify the effect of persuasive messages on nursing students’
beliefs and attitudes regarding provision of care to people
living with HIV/AIDS. Quine and his co-researchers [29]
designed and evaluated an intervention based on the TPB to
encourage the use of protective helmets in school-age cyclists.
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I1l. RESEARCH PROPOSITIONS

The aim of this research is to test the effectiveness of a
web-based program in order to change the attitudes of end-
users towards information security awareness. Three
important aspects of information security discussed in the IT
literature were chosen: password management, e-mail
management and virus protection. Each aspect is briefly
described below:

Password security is essential to the security of information
systems [30]. While the majority of organisational and home
users rely heavily on user-generated passwords as a basic
form of authentication to sensitive information and personal
resources, the insecure creation of passwords and password
usage could open the first door to a malicious attacker. In
contrast, good password management behaviour can be a
defense against intrusion into a computer system [31]-[33]. In
their study, Zviran and Haga [34] investigated the core
characteristics of user-generated passwords and associations
among those characteristics. Their findings confirm that user-
selected passwords are still being made up of the
characteristics of personal details meaningful to the user, are
relatively short, are comprised of alphanumeric characters, are
rarely changed, and are usually written down. These findings
indicated a need to raise the security consciousness of system
users. Many organisations and practitioners provide guidelines
on good password security practices which if adopted can help
protect information resources from both external and internal
attacks.

Another vital component of information security aware
behaviour is email management. A key aspect of email
management is concerned with spam emails. Spam email is
unsolicited email that may consist of commercial advertising,
pornography or get-rich-quick schemes [33]. The problems
posed by spam have grown from simple annoyances to
security issues such as virus attacks. The deluge of spam costs
up to an estimated $20 billion each year in lost productivity
[35]. Users can help limit the chances of being attacked by
being security cautious and taking actions against spammers
and by following a good email management practice [36]-
[38].

Virus software, commonly known as ‘malware” is a
software inserted into an information system to cause harm to
that system or other systems, or to subvert them for uses other
than those intended by their owners [39]. Malware affects
everyone: government, business and individual users.
However, it is the individual home users who are more
vulnerable because of their lack of awareness about the
possible harmful effect of malware. Different types of
malware are commonly observed including virus, worms,
spyware among others. As the reliance of home users on the
Internet increases so do the threat of malware. The lack of
user awareness and their subsequent inaction contributes to
the increasing prevalence of malware. The number of new
viruses discovered every month continues to increase [40].
The Global Information Security Survey 2005 [41] found that

virus attacks are the source of the greatest financial losses.
Without any protection against viruses, users could become
the unwitting vehicle for disrupting the information systems in
the organisation. Good malware protection practices consist of
installation of anti-virus software, keeping anti-virus software
updated, use of firewall and installation of software patches
among others.

Drawing upon the above mentioned security aspects, the
following hypotheses were formulated which would be
examined through a pilot study:

H1: There is no significant difference between pre-program
post-program attitudes toward password management.

H2: There is no significant difference between pre-program
post-program attitudes toward virus protection.

H3: There is no significant difference between pre-program
post-program attitudes toward e-mail management.

IV. RESEARCH DESIGN

This research follows a seven stage research approach:
literature review; approval of ethics application, interviews
with IT security experts, development of web-based program;
design of instrument; pilot study and analysis of results. Stage
1 involved a literature review of information security,
persuasive technology and TPB. The literature review
identified information security topics and persuasive strategies
to be used in designing the web-based program aimed at
increasing the information security awareness of users. In
stage 2, a formal ethics application was lodged with the
researchers’ educational institution in order to ensure that
national and university imposed guidelines relating to privacy
and data collection were faithfully adhered to.

In stage 3, two semi-structured interviews were conducted
with IT executives from a leading tertiary educational
institution. The goal of interviews was to gain insights into the
security behaviour of students. These executives have good
first-hand knowledge of the information security behaviours
of students and staff.

In stage 4, a web-based program was then developed using
two persuasive strategies: tunneling and influencing through
language. The aim of the web-based program was to change
the attitudes of students toward information security in the
password management, virus protection and e-mail
management.

In stage 5, to measure the effectiveness of the web-based
program, an instrument was developed based on TPB [15]. In
stage 6, a pilot study was conducted with 30 students from the
Arts Faculty (15 females and 15 males) who acted as end-
users. The students’ attitudes toward information security
awareness were measured before and after they had used the
web-based program in a computer laboratory.

In stage 7, paired t-tests were used to compare the mean
difference between pre-program and post-program attitudes
(the higher the better). If there is a significant difference
between the means of pre-program attitudes and post-test
attitudes, we can conclude that this persuasive web-based
program is effective in changing students’ attitudes toward
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security awareness.

V. DESIGN OF WEB-BASED PROGRAM

For each of the information security aspects (discussed in
Section I11), a list of good information security practices were
identified. A web-based program was developed to educate
users on good information security practices. Two of the
persuasive strategies that were used to develop the web-based
program are tunneling and influencing through language

Tunneling technology is defined as using computing
technology to guide users through a process or experience
providing opportunities to persuade the users along the way.
For users, tunneling makes it easier to go through a process.
For designers, tunneling controls what the user experiences -
the content, possible pathways, and the nature of the activities
[10]. It is a strategy in which an interaction sequence is
carefully laid out to provide maximal exposure to persuasive
strategies. Plous [42] argued that once people are committed
to an idea or a process, most people tend to stick with it, even
in the face of contrary evidence. Examples of effective
tunneling technology applications are software installation,
registration on web site, and dieting web site [10].

The tunneling technology approach was used to develop the
information security awareness web-based program. The web-
based program sequentially displays the items one by one to
produce an interaction tunnel. Each web page presents only
one information security practice. On each page, the user is
presented with one multiple-choice question. The question
assesses the user’s awareness of a particular information
security practice. If the user answers correctly, he/she would
be praised; otherwise he/she would be informed of the correct
practice.

The user can then navigate to the next question. For
example the user is asked “How many characters do you have
in your password?” If the user select the correct answer “8
characters or more”, he/she would be praised. However, if
he/she answers incorrectly, he/she would be told “Your
password is too short! Hackers can guess your password
instantly! Your password should have at least 8 characters!”.
After the user has answered all the questions relating to
password management, a summary of good security practices
for the topic is presented to reinforce the information to ensure
that they are more likely to be remembered.

Computing products can use written or spoken language in
an attempt to convey social presence and to persuade people.
By offering praise, via words, images, symbols, or sounds,
computing technology can lead users to be more open to
persuasion. This persuasive strategy is praise. Prior research
has shown that people who received computer praise,
responded significantly more positively than did people who
received no evaluation [10]. Language is used in the web-
based program to promote good IT security behaviours and
leverage the power of relationships. In our web-based
program, when the user chooses the correct answer to a
question, positive feedback is provided to praise the user.

V1. INSTRUMENT DESIGN

To evaluate the effectiveness of the web-based program in
influencing students’ attitudes in information security, a
research instrument based on TPB was developed. TPB can be
used to measure a person’s belief change, attitude change and
ultimately behaviour change [8]. According to TPB, a
person’s behaviour is immediately determined by his/her
intention and that this intention is, in turn, a function of
his/her attitude toward the behaviour, his/her subjective norms
which reflects social influence and outside the individuals’
control that may in turn affect his/her behaviour and intention.
Since the web site is aimed at changing the attitudes of users
toward information security, the construct that is relevant in
this research is the “attitudes toward behaviour”. “Attitudes
toward the behaviour” refers to the degree to which the person
has a favorable or unfavorable evaluation of the behaviour in
question.

Guidelines from TPB [43] were used to construct the
instrument for measuring users’ attitudes toward password
management; virus protection and e-mail management. The
instrument consists of twenty one items. The strength of
attitudes toward behaviour was measured on a 5-piont Likert
scale from extremely worthless to extremely useful or
extremely harmful to extremely beneficial. The items were
arranged so that the stems are a mix of positive and negative
statements. Items that have negative stems are recorded in the
data analysis, so that lower rating for a negative stem reflects
a positive attitude toward target behaviour.

VII. ANALYSIS OF RESULTS

The participants were required to attend an information
security awareness program which is based on persuasive
technology. To evaluate the effectiveness of the persuasive
web site program in changing students’ attitude toward
information security awareness, the participants were asked to
complete the instrument developed based on TPB before and
after attending the information security awareness program.
Thirty students from the Arts Faculty participated in the pilot
study.

The means and standard deviations for password
management, virus protection and e-mail management are
shown in Table I, Table Il and Table IV respectively. As we
can see from the tables, the means for all the items are higher
after participants have attended the information security
awareness program.
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Pre-program Post-programe

Password Management+ M 5D+ M SDe
Patticipants (n=30) o

Length of password 367099 433 076
Cotnposition of password 38301 420 089
Selection method of a password 403 09 423 080«
TUsage of password 297 103 357 0%
Wemorization of password 343 10 30 09
Sharing a password 393 0468 410 048
Frequency of password change 297 03 363 089

i

*=Mean, SD=5tandard Deviation +

TABLE 1l

ATTITUDES TOWARD VIRUS PROTECTION

Pre-program Post-programe

Virus Protection + M SDe M D+
Participants (n=30)¢
Installation of anti-virws software 430 102 433 07
Keep anti-virus software updated 430 088 453 0468
Autornatic update 410 103 433 01
Frequency of update 400 0% 403 0%
Configuration of anti-virus software 360 077 411078
Use of firewall 303108 420 031
Installation of software patches 343 086 383 089
Stdents” behavior when ¢
encountered with IT incident 7078 395097

M=Mean; SD=Standard Deviation ¢

TABLE IV
ATTITUDES TOWARD E-MAIL MANAGEMENT

Pre-program Post-programe

E-tnail managements' M 50w M 50w
Participants (1=30)¢
Use anti-virus software to scan+
e-mail attachment 403 067 423 063 v
Delete e-mails from people ¢
you do not know NIV 41 066 v
Check with friends withe
unezpected e-mails from them 297 08 300 084«
Do not send personal details «
with e-mails 340 104 417 03w
Use of spam filter mooum 410 0w
Tse of phishing filter 353 073 397 036 -

*=Mean, SD=Standard Deviation «

Before performing student t-tests to determine whether
significant differences exist between student attitudes prior
and after the conduct of the web-based program, it is
important to verify whether the attitude data follows a normal
distribution.  This was achieved using the Shapiro-Wilk
normality test for both pre-progarm and post-program attitude
data. The Shapiro-Wilk values for pre and post-presentation
attitude responses were far greater than 0.05; hence the
distribution of student responses can be assumed to follow a
normal distribution.

In order to find out whether there exists a statistically
significant difference in the overall attitude of students prior
and after the web-based program attendance, a paired-sample
t-test (2-tailed) was conducted with a 95% confidence
interval. The results of the paired-sample t-test, which are
shown in Table V, indicate the existence of a significant
difference in student attitudes towards each of the three
security aspects (i.e. e-mail management, password
management and virus protection) confirming the existence of
a very strong effect of the web-based program in raising
student attitudes towards information security aware behavior.

TABLEV

RESULTS OF STUDENT T-TESTS
Security Pre-program | Post-program
Aspect M SD M SD

t-value | p-value

Password 355 | 0.9 397 | 08 -6.2 .000
management
E-mail 358 | 0.8 404 | 0.7 -7.2 .000
management
Virus 375 | 1.0 420 | 0.8 -7.9 .000
protection

1190



International Journal of Business, Human and Social Sciences
ISSN: 2517-9411
Vol:2, No:10, 2008

VIIL.

This research has used a theory-driven approach to evaluate
the effectiveness of the use of persuasive technology in
improving the information security awareness of end users. A
web-based program based on the principles of persuasive
technology was prepared and an instrument to measure its
effectiveness was also developed by referring to TPB. A pilot
study involving 30 students (who acted as end-users)
participated in an experiment in which they were required to
complete the same instrument prior and after attending the
web-based program presentation. The findings indicate the
existence of a significant difference in student attitudes
towards each of the three security aspects (i.e. e-mail
management, password management and virus protection)
confirming the existence of a very strong effect of the web-
based program in raising student attitudes towards information
security aware behavior. This finding is useful to the IT
researchers and practitioners in developing appropriate and
effective education strategies for improving the information
security attitudes for end-users.

This finding however needs to be treated with caution
because the participants of this research were confined to
students from the Arts Faculty only. Hence, this research
could be extended to students from other disciplines,
academics and administrative staff of the University. Gender
difference in attitudes toward information security awareness
could also be investigated. Only three information security
awareness topics were included in the study. Other security
topics could be included in future research.

Furthermore, other persuasive strategies like simulated
cause-and-effect and similarity strategies were not used in the
web site design. These strategies could be explored in the next
version of the web site. Finally, the evaluation of the
information security awareness program was carried out
immediately after the implementation of the program. The
long-term effectiveness of persuasive technology is still
unknown. These and related issues need to be addressed in
longitudinal studies.

CONCLUSION AND LIMITATIONS
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