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Abstract—Cloud Computing has recently emerged as
compelling paradigm for managing and deliveringvieess over the
internet. The rise of Cloud Computing is rapidlyanbing the
landscape of information technology, and ultimatelying the long-
held promise of utility computing into a realitysAhe development
of Cloud Computing paradigm is speedily progressaugcepts, and
terminologies are becoming imprecise and ambiguasswell as
different technologies are interfering. Thus, itcdmes crucial to
clarify the key concepts and definitions. In thappr, we present the
anatomy of Cloud Computing, covering its essentahcepts,
prominent characteristics, its affects, architegltudesign and key
technologies. We differentiate various service ameployment
models. Also, significant challenges and risks naegl tackled in
order to guarantee the long-term success of CloohgDting. The
aim of this paper is to provide a better understamndf the anatomy
of Cloud Computing and pave the way for furthereggsh in this
area.
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|. INTRODUCTION

a In this paper, we present the anatomy of Cloud Ggng.
We cover the essential definitions of Cloud Compgitirom
different perspectives, prominent characteristiesyd its
organizational affects. The architectural designd ey
technologies on which clouds are underlying is aiscussed
to provide a better understanding of the cloudsineatMore
importantly, service and deployment models of ckwde
clearly differentiated, to eradicate the conceptsbiguity.
Also, significant challenges and risks need arkléakin order
to guarantee the long-term success of Cloud Comguiihe
aim of this paper is to provide a better understamaf the
anatomy of Cloud Computing and pave the way fothir
research in this area.

The rest of this paper is organized as follows.tiSec2,
introduces an overview about Cloud Computing, idicig
definitions, characteristics and affects. In seatti8, we
differentiate different service and deployment mnisddn
Section 4, we present the architecture of cloudsl an
underlying technologies. Finally, we reflect thealdbdnges of

CLOUD Computing has recently emerged as a compellingiopting Cloud Computing and our conclusion in Best 5

paradigm for managing and delivering services dher
internet. The rise of Cloud Computing is rapidlyanjing the
landscape of information technology, and ultimatelyning
the long-held promise of utility computing into aatity.
Cloud computing is attractive to business owners itas
eliminates the requirement for users to plan ahéad
provisioning, and allows enterprises to start frtime small
and increase resources only when there is a risgelivice
demand.

As the development of Cloud Computing paradigm
speedily progressing, concepts, and
becoming imprecise and ambiguous, as well as difter
technologies are

and 6 respectively.

Il. CLouD COMPUTING OVERVIEW

This section presents a general
computing, including its definitions,
organizational affects.

charactensti and

A. Defining Cloud Computing

In this section we gather integrative definitiorigtee Cloud
iBroposed by many experts from different perspestive

terminologiee a Cloud computing has been coined as an umbrella term

describe a category of sophisticated on-demand atngp

interfering. The hype around Clougkrvices initially offered by commercial provideltsdenotes a

Computing further muddies the message. The overalodel on which a computing infrastructure is viewasl a

confusion about the paradigm and its capacitiesstuhe
Cloud into an excessively general term that inctudémost
any solution that allows the out-sourcing of alhds of
hosting and computing resources. There are marngitiefs
of Cloud Computing, but they all seem to focus wst certain
aspects of the technology [1] — [6]. Moreover, tlaiety of
technologies [1] in the Cloud, as well as the défé notions
of service models [7], [8], makes the over-all piet
confusing. Thus, it becomes crucial to clarify ke concepts
and definitions.
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“cloud,” from which businesses and individuals a&sce
applications from anywhere in the world on dema®@id The
main principle behind this model is offering conipgt
storage, and software “as a service”. There are yman
definitions of Cloud Computing, but they all seemfdacus on
just certain aspects of the technology [10].

An early definition of Cloud computing has beenposed
as follows: A computing Cloud is a set of networkabled
services, providing scalable, QoS guaranteed, rlyma
personalized, inexpensive computing platforms omated,
which could be accessed in a simple and pervasivye[$].

Markus Klems claims that immediate scalability and
resources usage optimization are key elementshioCloud.
These are provided by increased monitoring, andraaition
of resources management in a dynamic environment.

overview of cloud
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Other authors disagree that this is a requirementah
infrastructure to be considered as a Cloud [2].

= On-demand service provisioning: Computing Clouds
provide resources and services for users on denusels can

A Berkeley Report in February 2009 states “Cloudustomize and personalize their computing envirarimkater

computing, the long-held dream of computing asilayythas
the potential to transform a large part of the hdustry,
making software even more attractive as a serjRje”

From an economic perspective, Cloud Computing fsdé
as follows: “Building on compute and storage vilizetion
technologies, and
Computing provides scalable and affordable comptitities

as on-demand services with variable pricing schemes

enabling a new consumer mass market” [4].
From the Quality of Service perspective, Cloudsehbgen

defined as a large pool of easily usable and aitdess
developm

virtualized resources (such as hardware,
platforms and/or services). These resources can
dynamically reconfigured to optimum resource ustian.
This pool of resources is typically exploited bpay-per-user
model in which guarantees are offered by the Itrfvature
Provider by means of customized SLA's” [5].

leveraging the modern Web, Cloul!

on, for example, software installation, network foguration,
as users usually own administrative privileges.

* QoS guaranteed offer: The computing environments
provided by computing Clouds can guarantee QoSusers,
e.g., hardware performance like CPU speed, I/O Wwath
d memory size. The computing Cloud renders QoS in
general by processing Service Level Agrement (Skth
users.
= Autonomous System: The computing Cloud is an
autonomous system and it is managed transparentgers.
Hardware, software and data inside clouds can
automatically reconfigured, orchestrated and codatgd to

esent a single platform image, finally rendeedgers.

& Scalability and flexibility: The scalability and flexibility
are the most important features that drive the gerere of the
Cloud computing. Cloud services and computing plats
offered by computing Clouds could be scaled ack@s®us
concerns, such as geographical locations, hardware

be

The US National Institute of Standards and Techglo performance, and software configurations. The cdmgu

(NIST) has published a working definition [6] the¢ems to

platforms should be flexible to adapt to variouguieements

have captured the commonly agreed aspects of cloatia potentially large number of users.

computing.
This definition describes cloud computing using:
- Five characteristics:
network access, resource pooling,
measured service.

rapid elasticiyd

- Four deployment models: private clouds, communit

clouds, public clouds, and hybrid clouds.

- Three service models: Software as a Service (Saa

Platform as a Service (PaaS), and Infrastructura 8grvice
(laasS).

An encompassing definition of the Cloud taking intd’

account cloud features has been proposed as follGlesids
are a large pool of easily usable and accessibtealized
resources (such as hardware, development platf@madgor
services). These resources can be dynamically figcoed to
adjust to a variable load (scale), allowing also&o optimum
resource utilization. This pool of resources is i¢gfly

exploited by a pay-per-use model in which guarantaee
offered by the Infrastructure Provider by meansugtomized
SLAs. On the other hand, looking for the minimunmeoon

denominator would lead us to no definition as nongks

feature is proposed by all definitions. The sefezftures that
most closely resemble this minimum definition woube

scalability, pay-per-use utility model and virtwzaiion [11].

B. Cloud Characteristics

on-demand self-service, abro

C.Affects

Recently, there has been a great deal of hype aitoud
computing. Cloud computing is on the top of Garsést of
the ten most disruptive technologies of the nextrgeSince

loud Computing makes several promises, in termsnué,

anagement and operational costs, enterprises need
gnderstand the affects of cloud computing whichfaceised
on the following specific topics [12]:

= The organizational change brought about with cloud
omputing: The type of organizational change that cloud
computing results in can be demonstrated by takihgpk at,
for example, IT procurement within enterprise. Sistigally,
procurement is based on obtaining estimates forgghithen
getting those estimates signed-off by managemealidw the
procurement to proceed. Capital and operationabbisdare
kept separate in this process, and it can takeraexm®nths
between the decision to procure hardware and thdwaae
being delivered, setup and ready to use. The uselooi
computing can greatly reduce this time period, thare is
more significant change related to the empowerroénisers
and the diffusion of the IT department’s authorityor
example, a company'’s training coordinator who resgia few
servers to run a week-long web-based training eowan
bypass their IT department and run the trainings®un the
cloud. They could pay their cloud usage-bill usitigeir
personal credit card and charge back the amouakpanses

The features of Cloud Computing are that it offergo their employee.
enormous amounts of power in terms of computing and= The economic and organizational implications of the

storage while offering improved scalability and sticity.
Moreover, with efficiency and economics of scalépud
computing services are becoming not only a cheapkttion
but a much greener one to build and deploy IT ses/[8].

utility billing model in cloud computing: New cloud

computing pricing models based on market mechanigras
starting to emerge but it is not yet clear how soaddels can
be effectively used by enterprise. An example ahsmodels

The Cloud computing distinguishes itself from othefs used by Amazon’s Spot Instances8, which allosersito

computing paradigms in the following aspects [1]:

bid for unused capacity in Amazon’s data centemnfqiazon
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B. Service Models
Cloud computing is gaining popularity to the exttdt the

runs the user’s instances as long as the bid ibgher than
the spot price, which is set by Amazon based oir tfeta

center utilization. . . new Xaa$S service category introduced will gradutdke the

" Th.e security, legal _and privacy issues thaF cloud place of many types of computational and storageues
computing raises. Security, legal and privacy issues argsed today [7]. Cloud computing delivers infrastoue,
widely acknowledged as being important in cloud pating.  piatiorm, and software (application) as servicesjctv are
Most of the security and privacy issues in clouthpating are  made available as subscription-based servicepayas-you-
caused Dby users’ lack of control over the physicglo model to consumers. These services in industey
infrastructure. This leads to legal issues thatadifected by a respectively referred to as Infrastructure-as-adger(laasS),

a

cloud’s physical location, which determines itsigdiction.
Furthermore, multi-tenancy brings the need for m@hitions
towards security and privacy. For example, denfaseyvice

(DoS) attacks were a common concern even beforedclo

computing became popular, but when an applicatisn
targeted by a DoS attack in the cloud, the usevarer could
actually end-up paying for the attack through theareased
resource usage. This could be significantly higtrem the
peak usage of that application in an in-house datder with
limited resources.

Il.  SERVICE AND DEPLOYMENT MODELS

There are diverse dimensions to classify cloud agimnp,
two commonly used categories are:
(deployment models) and service type (service ns)del

= From the service boundary’'s view, cloud computiag ¢
be classified as public cloud, private cloud anbridy cloud.
The public cloud refers to services provided toemdl
parties. The enterprises build and operate prictded for
themselves. Hybrid cloud shares resources betwesticp
cloud and private cloud by a secure network. Virfeavate
Cloud (VPC) services released by Google and Amaaen
examples of Hybrid cloud.

= From the service type’s view, cloud computing can b

classified as Infrastructure as a Service (laaB)}fdm as a

Service (PaaS) and Software as a Service (Saa%S S§

provide services to end users, while laaS and RaaBde
services to ISV and developers - leaving a margir8f-party
application developers.

A. Deployment Models

The cloud model promotes four deployment models.

service boundary

Platform-as-a-Service (PaaS), and Software-as-@cger
(SaaS). Table | summarizes the nature of thesgaats and
lists some major players in the field [8].

| TABLE |
SERVICEMODELS
Category Characteristics Product Type  Vendors & Pralucts
SaaS Customers are Web SalesForce.com
provided with applications (CRM)
applications that and services Clarizen.com (Project
are accessible (Web 2.0) Management) Google
anytime and from Documents, Google
anywhere. Mail (Automation)
PaaS Customers are Programming  Google AppEngine
provided with a APIs Microsoft Azure
platform for and Manjrasoft Aneka
developing frameworks;
applications hosted Deployment
in the Cloud. system.
laaS Customers are Virtual Amazon EC2 and S3;
provided with machines GoGrid; Nirvanix
virtualized management
hardware and infrastructure,
storage on top of ~ Storage
which they can management
build their
infrastructure.

Infrastructureas-a-Service (laaS) or Hardware-as-a-
ervice (HaaS) solutions deliver IT infrastructirased on
virtual or physical resources as a commodity totarers.
These resources meet the end user requiremenesns tof
memory, CPU type and power, storage, and, in mbsheo
cases, operating system as well. Users are bitieal jpay-per-
use basis. They have to set up their applicationgop of
these resources that are hosted and managed ircelatiers

» Private cloud: The cloud infrastructure is operated soley?Wned by the vendor. Amazon is one of the majoyesin

for an organization. It may be managed by the amgaion or
a third party and may exist on premise or off prami

= Community cloud: The cloud infrastructure is shared b)p

several organizations and supports a specific camtgnthat
has shared concerns (e.g., mission, security remeints,
policy, and compliance considerations). It may tmnaged by
the organizations or a third party and may exispmmise or
off premise.

providing laaS solutions. Amazon Elastic Computeudl
(EC2) provides a large computing infrastructure argkrvice
ased on hardware virtualization. By using AmazomrbW
Services, users can create Amazon Machine ImagbBsjA
and save them as templates from which multipleaimsts can
be run. It is possible to run either Windows or wirvirtual
machines, for which the user is charged per houeézh of
the instances running. Amazon also provides stosagéces

= Public cloud: The cloud infrastructure is made availabldVith the Amazon Simple Storage Service (S3), usarsuse

to the general public or a large industry group @nalwned by
an organization selling cloud services.

= Hybrid cloud: The cloud infrastructure is a composition

of two or more clouds (private, community, or pablihat
remain unique entities but are bound together agdsrdized
or proprietary technology that enables data andicgtipn
portability (e.g., cloud bursting for load-balangimetween
clouds).

Amazon S3 to host large amount of data accessiile f
anywhere [8].

= Platform-as-a-Service solutions provide an application or
development platform in which users can creater tbain
application that will run on the Cloud. More pregis they
provide an application framework and a set of ARittcan be
used by developers to program or compose applitafar the
Cloud. PaaS solutions often integrate an IT inftegtre on
top of which applications will be executed. Thighe case of
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Google AppEngine and Microsoft Azure, while otherstorage sub-layer provides unlimited storage anching

solutions,
implementations. Google AppEngine
developing scalable web applications that run gndbdata
centers maintained by Google. It defines an apjiicanodel
and provides a set of APIs that allow developerstaike
advantage of additional services such as Mail, fate,
Memcache, and others. AppEngine manages the empouoiti
applications and automatically scales them up/doasm
required. Google provides a free but limited seyiwhile
utilizes daily and per minute quotas to meter amitep
applications requiring a professional service. A&zisra cloud
service operating system that serves as the dewelaf run-
time, and control
Platform. By using the Microsoft Azure SDK, devetop can
create services that leverage the .NET FramewoHes&
services have to be uploaded through the Microfafire
portal in order to be executed on top of Windowsurkz
Additional services,
management, web services orchestration, and atoeSQL
data stores, are provided to build enterprise eppdins.
Aneka, commercialized by Manjrasoft,
implementation and provides end users and devedopith a
platform for developing distributed applications fbe Cloud
by using .NET technology. The core value of Anekaai
service oriented runtime environment that is deptbgn both
physical and virtual infrastructures and allows éxecution of

applications developed by means of various progrengm

models [8].

= Software-as-a-Service solutions are at the top end of the

Cloud computing stack and they provide end useth an
integrated service comprising hardware,
platforms, and applications. Users are not allowed
customize the service but get access to a spexgifitication
hosted in the Cloud. Examples of SaaS implememtsitare

the services provided by Google for office autoomtisuch as h
gle Documents, and Google Calenda‘fiemand' Virtual network advances, such as VPN, atipp

Google Mail, Goo

which are delivered for free to the Internet usard charged

for professional quality services. Examples of caroial

solutions are SalesForce.com and Clarizen.com, hwhi
provide online CRM (Customer Relationship Managetnen

and project management services, respectively [8].

IV. ARCHITECTUREAND UNDERLYING TECHNOLOGIES

This section describes the architectural model toed key
technologies currently used for Cloud Computing.

A. Architecture

Many organizations and researchers have defined
architecture for Cloud Computing. Basically the fehsystem
can be divided into the core stack and the managerrethe
core stack, there are three layers: (1) Resourc@lgform
and (3) Application.

The resource layer is the infrastructure layer Whis
composed of physical and virtualized computingrasie and
networking resources.

The platform layer is the most complex part whichild be
divided into many sub-layers; e.g. a computing &amork
manages the transaction dispatching and/or tagidsting. A

environment for the Azure Sersice

such as workflow execution and

is a pure Paa§

such as Manjrasoft Aneka, are purely SPaaapability.
is a platform for The application server and other components suppert

same general application logic as before with eitbe-
demand capability or flexible management, such that
components will be the bottle neck of the wholeeys[13].

Based on the underlying resource and components, th
application could support large and distributechsections
and management of huge volume of data. All the rlaye
provide external service through web service orptbpen
interfaces. Cloud Architecture is depicted in Figlir
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Fig. 1 Cloud Architecture

B. Technol ogies behind Cloud Computing

A number of enabling technologies contribute to udio
computing, several state-of-the-art techniques ideatified

developmeH[]:

= Virtualization technology: Virtualization technologies
partition hardware and thus provide flexible andilalsle
computing platforms. Virtual machine techniqueschsias
VMware and Xen, offer virtualized IT infrastructsreon

users with a customized network environment to ss¢doud
resources. Virtualization techniques are the basése Cloud
gomputing since they render flexible and scalatdedware
services.

= Orchestration of service flow and workflow: Computing
Clouds offer a complete set of service templatesi@mand,
which could be composed by services inside the cimgp
Cloud. Computing Clouds therefore should be able to
automatically orchestrate services from differemirses and
of different types to form a service flow or a wiokv
transparently and dynamically for users.

= Web service and SOA: Computing Cloud services are
tHSrmaIIy exposed as Web services, which followitidustry
standards such as WSDL, SOAP and UDDI. The services
organization and orchestration inside Clouds colé
managed in a Service Oriented Architecture (SOA}eh of
Cloud services furthermore could be used in a SOA
application environment, thus making them availaiole
various distributed platforms and could be furtlaecessed
across the Internet.

= Web 2.0: Web 2.0 is an emerging technology describing
the innovative trends of using World Wide Web tedbgy
and Web design that aims to enhance creativityrinétion
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sharing, collaboration and functionality of the Waldeb 2.0
applications typically
features/techniques:

- CSS to seperate of presentation and content

- Folksonomies (collaborative tagging,
classification, indexing & social tagging).

- SemanticWeb technologies.

- REST, XML and JSON-based APIs.

- Innovative Web development techniques such az.Aja

- XHTML and HTML markup.

- Syndication, aggregation and notification of Wedata
with RSS or Atom feeds.

- Mashups, merging content from different sourctignt-
and server-side.

- Weblog publishing tools.

- Wiki to support user-generated content.

- Tools to manage users’ privacy on the Internet.

The essential idea behind Web 2.0 is to improve tr{ﬁ

interconnectivity and interactivity of Web applicats. The
new paradigm to develop and access Web applicatioalsles
users access the Web more easily and efficientlpudC
computing services in nature are Web applicatiorschv
render desirable computing services on demand this a
natural technical evolution that the Cloud compytadopts
the Web 2.0 technique.

= World-wide distributed storage system: A Cloud storage
model should foresee:

- A network storage system, which is backed byrithisted
storage providers (e.g., data centers), offersagtorcapacity
for users to lease. The data storage could be taiyrenerged,
and managed transparently to end users for whatdatr
formats. Examples are Google File System and Am&&rA
Mashup is a Web application that combines data froane
than one source into a single integrated storagé fthe
SmugMug is an example of Mashup, which is a digitadto
sharing Web site, allowing the upload of an unladinumber
of photos for all account types, providing a puidid API
which allows programmers to create new functiogalénd
supporting XML-based RSS and Atom feeds.

- A distributed data system which provides datarcss
accessed in a semantic way. Users could locatesdataes in
a large distributed environment by the logical nanstead of
physical locations. Virtual Data System (VDS) isodo
reference.

implements the MapReduce paradigm and provides a
include some of the follogin distributed file system — the Hadoop Distributete FBystem.

The MapReduce and the Hadoop are adopted by rgcentl
created international Cloud computing project oh¥al, Intel

socialand HP.

V.CHALLENGES

Despite the initial success and popularity of theud
computing paradigm and the extensive availability o
providers and tools, a significant number of chadles and
risks are inherent to this new model of computiRgpviders,
developers, and end users must consider theseechesi and
risks to take good advantage of cloud computinguds to be
faced include user privacy, data security, datak-lo¢
availability, disaster recovery, performance, doiitg,
energy-efficiency, and programmaubility.
= Security, Privacy, and Trust: Security and privacy affect
e entire cloud computing stack, since thereisagsive use
of third-party services and infrastructures tha& ased to host
important data or to perform critical operations this
scenario, the trust toward providers is fundamettdatnsure
the desired level of privacy for applications hdsia the
cloud [8]. Legal and regulatory issues also neednton.
When data are moved into the Cloud, providers niapse to
locate them anywhere on the planet. The physication of
data centers determines the set of laws that caappked to
the management of data. For example, specific cgypphy
techniques could not be used because they arellooted in
some countries. Similarly, country laws can impdbkat
sensitive data, such as patient health recordstoabe stored
within national borders [10].

= Data Lock-In and Standardization: A major concern of
cloud computing users is about having their dat&dd-in by
a certain provider. Users may want to move data and
applications out from a provider that does not mibetir
requirements. However, in their current form, cloud
computing infrastructures and platforms do not empl
standard methods of storing user data and appicati
Consequently, they do not interoperate and usex de not
portable. The answer to this concern is standaidiza

= Availability, Fault-Tolerance, and Disaster Recovery: It
is expected that users will have certain expeatatetbout the
service level to be provided once their applicatiane moved
to the cloud. These expectations include availgbif the

= Programming model: Users drive into the computing service, its overall performance, and what measareso be

Cloud with data and applications. Some Cloud pnogning
models should be proposed for users to adapt taCthad
infrastructure. For the simplicity and easy accet<loud
services, the Cloud programming model, howeverukhoot

taken when something goes wrong in the system r it
components. Generally, users seek for a warrarfiyrdéhey
can comfortably move their business to the cloumt tis
Service Level Agreement (SLA). SLAs, which inclu@eS

be too complex or too innovative for end users. Thgqguirements, must be ideally set up between cies®rmand
MapReduce is a programming model and an associatg§gud computing providers to act as warranty.

implementation for processing and generating latge sets
across the Google worldwide infrastructures. ThepRkeduce

= Resource Management and Energy-Efficiency: One
important challenge faced by providers of cloud patimng

model firstly involves applying a map operationsmme data seryices is the efficient management of virtualizedource
records — a set of key/value pairs, and then psesea reduce pools. Physical resources such as CPU cores, gistes and
operation to all the values that shared the sameTkee Map- network bandwidth must be sliced and shared amangaV
Reduce-Merge method evolves the MapReduce parabigm machines running potentially heterogeneous worldodd].

adding a merge operation. Hadoop is a frameworkdoning | addition to optimize application performance,négnic
applications on large clusters built of commodigydware. It yesource management can also

improve utilizatiom an
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consequently minimize energy consumption in dataters. [13] L. Qian, Z. Luo, Y. Du, and L. Guo, “Cloud CompgimAn Overview,"

; e ; ; in Proc. 1st international Conference on Cloud Computing, Beijing,
This can be done by judiciously consolidating wodd onto China, 2009, 626 - 631,

smaller number of servers and turning off idle teses. [14] W. Voorsluys, J. Broberg, S. Venugopal, and R. Buyy¢Zost of virtual
machine live migration in clouds: A performance laaéion,” in Proc.

VI. CONCLUSION 1st International Conference on Cloud Computing, Beijing, 2009, pp.

. 254 - 265.
In this paper, we have presented the anatomy ofidClo

Computing, covering its essential concepts, prontine
characteristics, its affects, architectural desigansd key
technologies. Also, service and deployment modéldauds
were clearly differentiated. Although, a great papity and
apparent success have been visible in this argaijfisant
challenges and risks need to be tackled by induatrg
academia in order to guarantee the long-term saatfe€loud
Computing. Visible trends in this sphere includee th
emergence of standards; the creation of value-addedces
by augmenting, combining, and brokering existingnpate,
storage, and software services; and the availalilit more
providers in all levels, thus increasing competag&n and
innovation. As the development of Cloud Computing
paradigm is speedily progressing, we hope our wweik
provide a better understanding of the anatomy odu@l
Computing, and pave the way for further researdhimarea.
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