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Kerem Ok, Cem Cevikbas, Vedat Coskun, Mohammed Alsadi, Busra Ozdenizci

Abstract—Un-keyed SIM cards do not contain the required
security infrastructure to provide end-to-end encryption with Service
Providers. Hence, new, emerging, or smart services those require
end-to-end encryption between SIM card and a Service Provider is
impossible. SIMSec key exchange protocol creates symmetric keys
between SIM card and Service Provider. After a successful protocol
execution, SIM card and Service Provider creates the symmetric keys
and can perform end-to-end data encryption when required. In this
paper, our aim is to analyze the SIMSec protocol’s security. According
to the results, SIM card and Service Provider can generate keys
securely using SIMSec protocol.

Keywords—End-to-end Encryption, key exchange, SIM card,
Smart card.

[. INTRODUCTION

ATEST SIM cards can provide secure end-to-end

encryption between SIM card and Service Provider, since
corresponding security keys are embedded to those —keyed—
SIM cards at manufacturing phase by the Card Issuer (CI).
However, most SIM cards those dispensed to the users today do
not have embedded keys that can be used for end-to-end
encryption between those —un-keyed— SIM cards and Service
Provider.

End-to-end encryption between Service Provider and the
Service Provider’s application on SIM card is a must
requirement for secure services. A Service Provider needs to be
sure that no one can modify the communication conducted with
the user. Data should be appropriately encrypted using a secure
protocol using a proper key length. Considering the property of
the SIM cards, using symmetric encryption protocols [1]-[5] is
favorable.

In [6], we have provided SIMSec protocol, an end-to-end
key exchange protocol, between an un-keyed SIM card and
Service Provider in which both parties are not equipped with an
encryption key at the beginning. The Service Provider can
implement this protocol in its application and then can OTA
load it to the SIM card with the permission of MNO. Then,
Service Provider’s application on the SIM card and the Service
Provider’s server can collaboratively create symmetric key
pairs. When the keys are generated at both sides, Service
Provider and SIM card can perform end-to-end encryption.
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In this paper, we discuss SIMSec protocol’s [6] security
issues and perform security analysis using Casper/FDR tool [7].
The remainder of this paper is organized as follows. We give
the related works in Section II. Section IIT includes the details
of security analysis of SIMSec protocol and results. In Section
IV, we conclude with implications of our study.

II. RELATED WORKS

SIM cards are classified as keyed and un-keyed. Keyed SIM
card are manufactured according to the latest GlobalPlatform
Card Specifications and are personalized during manufacturing
phase to include required private keys. This enables
security-requiring services such as digital signatures, mobile
financial services to be provided after the SIM card is issued to
a user. On the contrary, un-keyed SIM cards do not have any
previously installed private keys to be used by the off-card
entities for providing secure communication or any related
services.

In order for a Service Provider to communicate with a SIM
card securely, both parties should have encryption key so that
they can encrypt data they send and provide end-to-end
security. The issues related to end-to-end security issues are
given in our previous work [8]. After, in [6] SIMSec protocol
and its details is described creates an infrastructure for
generating required keys at both sides using a key exchange
protocol. The objective of the SIMSec protocol is to design a
security infrastructure for enabling end-to-end encryption
between the Service Provider and the SIM card. After this
infrastructure is set up, Service Providers will be able to offer
value added secure services to the users.

Research studies on smart cards are expanding in recent
years especially with the introduction of emerging technologies
such as NFC technology [9]-[11], Internet of Things [12], [13],
and mobile payment systems [14], [15]. Additionally, the
security of smart cards is also being studied in the literature
[16], [17] and key exchange protocols are proposed as well.

In a study on the key exchange protocol for smart cards [18],
authors proposed an end-to-end authenticated session key
exchange protocol for SIM cards based on Secure Sockets
Layer (SSL). The goal was to provide data integrity and
confidentiality, and to reduce the cryptographic load for the
SIM card by preventing exchange of plain text messages
between the SIM and the OTA platform,

In another study [19], an authentication and session key
distribution protocol is proposed for SIM cards those already
include pre-installed keys. The proposed protocol provides
end-to-end encryption between a keyed SIM card and Service
Provider's Secure Access Gateway (a gateway to receive and
send secure Short Message Service (SMS) messages). The
authors also provide a formal security analysis of the proposed
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protocol. Authors found out that the protocol ensures
confidentiality between a SIM card and a Service Provider. The
proposed authentication and session key distribution protocol
deals only with the private key equipped SIM cards; hence it
does not help solving our research problem for establishing a
session key.

For analyzing the security of value added SIM card
applications, some authors analyzed the security gap of
traditional SMS based mobile commerce application model and
designed a security model [20]. The model includes the
authentication process, intercommunicative process between
the SIM card and security access server, and the internal
process of the security access server. This study assumes the
integration of a private key in SIM cards prior to the execution
of the protocol, hence does not help to solve our research
problem.

In [21], a cryptographic protocol is proposed that provides
secure entity authentication, data integrity, and data
confidentiality. The protocol is based on Diffie-Hellman key
exchange protocol and uses a combination of public key and
secret key cryptography. The protocol provides mutual
authentication and key establishment in a multi-application
smart card environment. The authors study the protocol with
the assumption that the Service Providers have a key pair; and
the public key of each Service Provider's key pair is securely
loaded to a security domain of the smart card. Then, they use
the corresponding private key for the certification of RSA
public encryption keys, which are further used for the
establishment of a secure channel. This protocol assumes that
private keys and digital certificates exist on the smart card
before the key exchange, so does not help solving our research
problem.

III. SECURITY ANALYSIS OF SIMSEC PROTOCOL

SIMSec protocol is developed specifically for un-keyed SIM
cards, which have low computing power, and allows only
limited functions. 168-bit key is generated after protocol
successfully runs which will be used in 3DES algorithm, and
even 112 bit 3DES is assumed to be secure until 2030 by NIST
[22]. Thus, using a 168-bit key in 3DES algorithm will enable a
secure communication between Service Provider and SIM card.
The generated key will be used to encrypt sensitive information
and should provide desired security requirements. In this
section, we give the threat model, security requirements of the
SIMSec protocol and discuss possible threats.

A. Threat Model and Security Requirements

There are some possible threats that can challenge SIMSec
protocol. While key is being exchanged between SIM card and
Service Provider, an intruder may eavesdrop the
communication and try to hack the generated key. In order to
address all possible threats, the following security requirements
are identified:

*  Confidentiality of the key: An unauthorized third party,
even MNO should not be able to discover the key.

+ Data Integrity: During the key generation phase, any
attempt to interfere and modify the data sent between the

SIM card and Service Provider must be recognized by the
receiver.

*  Authentication of SIM card to Service Provider: Service
Provider should be able to authenticate the SIM card
during key exchange protocol.

*  Authentication of Service Provider to SIM Card: SIM Card
should be able to authenticate the Service Provider during
the protocol.

e Man in the Middle (MITM) Attack Protection: An
unauthorized third party —including MNO- should not be
able to perform MITM attack in order to establish another
key or to alter or modify the communication.

* Replay Attack Protection: When an unauthorized third
party —including MNO- replays a packet, the receiver
should terminate the protocol. When an unauthorized third
party —including MNO- delays a packet more than the
allowed lifetime, the receiver should terminate the
protocol.

B. Discussion of the Threats

In SIMSec protocol, SIM card and Service Provider uses an
SMS channel that is controlled by the MNO. Only V value is
exchanged via an alternative communication channel. On the
other hand, the exchange of IDsiv value between MNO and
Service Provider is performed using a secure communication
channel. This secure communication channel generally exists
between MNOs and Service Providers; otherwise they need to
set it up.

There are three different attacker types that our protocol shall
handle:

*  Aninternal attacker from MNO: As an institution, MNO is
assumed to be a trusted entity; however, MNO employees
are not individually trusted and are considered as potential
attackers. An insider may try to find out IDsiv data, listen
SMS channel, and even try to modify the communication.

*  Anattacker who knows public values: The SMS channel is
assumed to be an unsecure channel. Therefore, we assume
any attacker may attack the key exchange protocol with the
knowledge of public g and p values.

*  An attacker from another Service Provider: SIM card may
have executed the key exchange protocol with another
Service Provider previously, which makes the other
Service Provider aware of IDgnv data. Therefore, an
attacker from that Service Provider may also attack the
protocol with the knowledge of IDsiv and the public values
of g and p.

1. Confidentiality of the Key

In SIMSec protocol, an unauthorized third party including
MNO should not be able to discover the key, thus should not be
able to listen or alter the communication after the key is
established. The key exchange protocol is developed based on
Diffie-Hellman methodology. In this methodology, calculation
of (g°)? or (g*)® values by an unauthorized third party without
knowing numbers a and b is not possible. In order to generate
the key, the attacker needs to calculate at least one of these
numbers; so the confidentiality of the key between SIM card
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and Service Provider is ensured.

2. Data Integrity

In SIMSec protocol, the receiver should recognize any
modification to the data from an unauthorized third party. In
steps 8 and 15 [6], Service Provider and SIM card checks the
incoming hash value with the calculated one and recognize the
modification in the data, if any. As a result, the protocol
satisfies the integrity of the data between SIM card and Service
Provider.

3. Authentication of SIM card to Service Provider

Service Provider authenticates the SIM card in the protocol
by using V value in hash functions. Since V value is exchanged
via a secondary authenticated channel and only the user of the
SIM card has access to this channel, Service Provider
authenticates the SIM card.

SIM card's id value is also used in hash functions. SIM card's
id value is private and known only by the SIM card, the MNO,
and the other Service Providers that SIM card run the protocol
with. The MNO shares this data with the requesting Service
Provider via a secure channel maintained between them prior to
the protocol. When the SIM card sends a packet to Service
Provider, the packet also includes the hash of SIM card's id as
given in step 5 of the protocol; Service Provider checks the hash
in step 8 and ensures that the V value is used by the claimed
SIM card.

4. Authentication of Service Provider to SIM card

SIM card authenticates Service Provider by using V value in
hash functions. Since this V value is exchanged via a secondary
authenticated channel and only the SIM card user and the
Service Provider knows the value, the SIM card authenticates
the Service Provider.

5. Man in the Middle (MITM) Attack Protection

In the key exchange protocol, an unauthorized third party
should not be able to perform a MITM attack. In SIMSec
protocol, V value is created by the Service Provider for one
time use only and exchanged with the SIM card user from a
secondary communication channel as described in previous
sections. The MNO does not control this channel and is not able
to retrieve V value from this communication channel.

As it is seen in the protocol, when the SIM card sends a value
to the Service Provider and when the Service Provider sends a
value to the SIM card, V value is used in hash functions in steps
4 and 10. If an unauthorized party including MNO tries to
perform a MITM, it needs to guess this value, which has around
290 possibilities (10 characters long, 64 possibilities for each
character). Since V value is used by the Service Provider and
the SIM card for one time only, and if the Service Provider or
the SIM card identifies an unequal hash in steps 8 or 15, the
receiving party terminates the communication and a new V
value needs to be generated. As a result, using V value protects
the protocol from a possible MITM attack from an
unauthorized party including the MNO. As the computing
capabilities of attackers increases in time, the length of the V
value can be increased accordingly.

6. Replay Attack Protection

In the protocol, the SIM card and the Service Provider
accepts only one packet for exchanged V value. Thus,
performing a replay attack by repeating a packet is not possible,
since the receiver will reject it. Moreover, there is a small
period that V value can be used, so when an unauthorized party
performs a replay attack by delaying a packet, it is rejected after
this period ends.

C. Security Analysis of the SIMSec Protocol

The security properties of the protocol are discussed in
previous section. In this section, we analyze and verify the
protocol's security against possible attack types.

In order to analyze and verify the protocol, we used
Casper/FDR tool, which is defined in [7]. In Casper/FDR tool,
user specifies the protocol into a script using more abstract
notation similar to the notation that appears in academic
literature and then this script is used to translate the protocol
into Communicating Sequential Processes (CSP) code, which
is suitable for checking using Failure Divergence Refinement
(FDR) [7]. Afterwards, a FDR model checker analyzes CSP
code.

In this subsection, we first give the protocol description in
Casper/FDR and then we define the security requirements of
SIMSec protocol in Casper/FDR tool. Finally, the result of the
analysis with Casper/FDR is presented.

1. Description of the Protocol in Casper/FDR

SIMSec protocol is defined in SIMSec protocol and the
corresponding source code is given in Fig 1.

2. Confidentiality of the Key

We model the confidentiality of the key security requirement
in Casper/FDR tool as:

StrongSecret(A, key, [BD)
StrongSecret(B, key, [AD

According to the specification, the SIM card claims that the
key should be confidential with the Service Provider. In
addition; the Service Provider claims that the key should be
confidential with the SIM card. With the StrongSecret
specification, the program checks whether the attacker is able
to break the key at the protocol or not.

3. Authentication of SIM card to the Service Provider

We model the authentication of SIM card to Service Provider
security requirement in Casper/FDR tool as:

Agreement(A, B, [key])

The code specifies that SIM card should be authenticated to
the Service Provider, and both should agree on the value of key.

4. Authentication of Service Provider to the SIM card

We model the authentication of Service Provider to SIM card
security requirement in Casper/FDR tool as:

Agreement(B, A, [key])
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The code specifies that Service Provider should be
authenticated to the SIM card, and both should agree on the
value of the key.

#Description

0. -> SIMcard : SP

[SIMcard != SP]

<cardMsg i= Exp(G,x); hlResult:=
H1(SIMcard,v,cardMsg)>

1. SlIMcard -> SP : cardMsg % gx, hlResult
[SIMcard != SP]
<dhKey := Exp(gx, Y); spMsg := Exp(G,y);
hlResult®:= H1(SIMcard, v,gx);
h2Result := H2(SIMcard,v,gx, Exp(G,y),
dhKey);
key := H3(SIMcard,v, dhKey)>

2. SP -> SIMcard : spMsg % gy, h2Result
[h1Result==h1lResult"]
<dhKey := Exp(gy, X);

h2Result”:= H2(SIMcard, v, Exp(G,x), gy,
dhKey);

key := H3(SIMcard, v, dhKey)>
3. SIMcard -> SP o {key}{key}
[h2Result==h2Result"]

Fig. 1 Description of the protocol in Casper/FDR

Starting FDR

Checking assertion SECRET_M: : SECRET_SPEC [T=
SECRET_M: :SYSTEM_S
No attack found

Checking assertion SECRET_M: : SEQ_SECRET_SPEC
[T=  SECRET_M::SYSTEM_S_SEQ
No attack found

Checking assertion AUTH1 M::
AuthenticateRESPONDERToOINITIATORAgreement
_key [T= AUTH1_M::SYSTEM_1

No attack found

Checking assertion
AUTH2_M: :
AuthenticateINITIATORTORESPONDERAgreement
_key [T= AUTH2_M::SYSTEM_2
No attack found

Done

Fig. 2 Output of the Casper/FDR script

5. Result of the Analysis

After analyzing the protocol with the developed script in
Casper/FDR tool, no successful attack is detected and it is seen
that the key between the SIM card and the Service Provider is
generated securely. The output of the Casper/FDR is given in
Fig. 2.

IV. CONCLUSION

In this study, we have analyzed the SIMSec protocol’s [6]
security. First, we have defined the threat model and security
requirements, and then discussed these requirements. Finally,
we have performed a formal security analysis using

Casper/FDR tool. Our results show that SIMSec key generation
protocol securely generates symmetric keys on SIM card and
on Service Provider.
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