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Abstract—The main goal of the article is to present new rhotle
application architecture of banking IT solution yithng the Internet
Banking services that is particularly outsourcetfiist, we propose
business rationale and a SWOT analysis to expft@maasons for the
model in the article. The most important factor farr model is
nowadays’ big boom around smart phones and taldeicels. As
next, we focus on IT architecture viewpoint where design
application, integration and security model. Fipallve propose a
generic governance model that serves as a basihdospecialized
governance model. The specialized instance of gavee model is
designed to ensure that the development and thetenaince of
different parts of the IT solution are well govedria time.
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|. INTRODUCTION

Matustik Ondrej

In our research we focus on comparison of our gh
other relevant sources. Kelly in his book [1, pdéhinks that
Internet Banking it provided as Software-as-a-ssnitself,
because we do not need to install anything. Buveknow,
for many Internet Banking services we need to Ihs@me
supplement applications. Kelly also did not devehip idea
further and assume only monolithic architecture.

Also Mamhoom et al. in his book [2, page 8] undardt
Internet Banking as software a service, but alsooire
monolithic block.

There are also some article concerning the outsumf
nternet Banking services, such as Weier [3], buese
outsourcing ideas are about fully outsourcing o¥eleping
and maintenance of application, which is still paydthe bank.
We did not find the idea of developing the applmatoy third

OWADAYS, there is a big boom with modernParty on theirown risk.

technologies especially in the area of smart phames
similar devices using various operation systemmfr@rious
developers. These devices are often used for adoefse
Internet and of course that the users are demarligccess

I1l.  BUSINESS PERSPECTIVEWHY THE BANKS SHOULD DO
THIS

From the business point of the view, the applicetion the

to the Internet Banking as well.The issue is thaté are many smartphones and similar kind of the devices aredewe
operation systems and many devices and it is ney ead because everyone has a similar application. Buéldpment
cheap to develop and maintain so many speciff these applications is very expensive becausieeofiecessity
variants/versions of the front-end application foe Internet t0o develop, test and maintain several differentntfrend
Banking for all the technology alternatives. Intfahere are application versions and it is often very hardaenesignificant

not many reasons, why not to swap these activitiesther
parties. It means the bank would only define somieciples

revenues from these services.

Therefore we see two main possibilities for theurfet

and procedures that must be respected in the wooks development from the business point of view:

development and maintenance of the front-end agiics 1) Develop a unique application, which will be able to
(areas: functionality, integration, security, datmodel, generate the revenue to the bank. This way can tieelp
connectivity).From another point of view there &me many reduce the costs of the development of InternetkiBgn
applications closely connected with the InternetiBag that it services and attract the new customers to the bank.
makes sense to closely integrate some functionfatity the Obviously, to find a new kind of this service istreasy
Internet Banking and generally from the bankingvises to and will be very hard to find application of thetdmet
these applications. For example there can be closks Banking that will be so successful.

between the banks and the companies selling thetsiocia 2) Develop only basic set of functionality and coopenaith

internet or the applications to the smartphoneshtise cases
it also seems that it makes sense to interconhecservice
provider and the banking system to provide the iserin
much better way.

Il. CURRENT RESEARCH AND MARKET DEVELOPMENT
The idea of Internet Banking is described in mantiglas.
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3rd parties on the development of the front end
application. Because for the banks is enormoustylyto
develop whole scale of Internet Banking solutiohey
can be responsible only for the development oftidek-
end systems. The development of front-end systeiths w
be fully under control of third parties, when bamil set

the basic rules and the fully development of the
functionality will be under control of 3rd partyn Ithis
case the investment the banks’ investments arévedia
low and they can generate interesting revenues and
increase the number of the clients.
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Of course that there are several other ways of how
introduce Internet Banking on a new platforms, éasample
one bank in the Czech Republic enables to taketarpi with
your smart phone and send it within Internet Bagkas a
design to a new payment card. But to be honest, imawy
times do you ask for a new card?

One of the crucial questions will be - how will 3pdrties
profit on the development of this kind of the fraamd Internet
Banking application?

or divided into three layers namely presentatigpliaation
and data layer. Presentation layer covers the -fodt
application logic that users directly interact witiThe
application layer is the back-end application logansisting
of the main components providing the core Intefabking
services. Finally, the data layer is about theagterof data sets
as database systems, file systems and others.

As we suggest in Fig. 1, the development and maémiee
of presentation layer can be outsourced. In thaécthe IT

We assume that there are several models of howaito garchitecture is reduced into the two tier applmatfrom the

profit, mainly:

1) Sharing of the transaction revenues with banks
2) Being paid from the merchants

3) Earn the revenues from adds

4) Prepare the company to be sold

We can shortly summarize our proposed solutionhia t

SWOT analysis:

Strengths - lower costs of the solution, preparatd the
new solutions will be much faster, banks can baused on
their core business, and banks do not bear the ofsk
unsuccessful projects.

Weaknesses - the customers can be suspiciousatikenill
share part of the revenue, banks can miss realrypyities,
and banks can be very dependent on the servicédprsy

Opportunities - potential to coverage wide scalethof
devices and systems and by this wider market, ezquore
clients thanks to the new services and tools.

Threats - loss of the users data, misuse of ddta, t

companies will be not interested in cooperatiorhviiinks,
other banks can provide better services.

IV. NEEDED CHANGES

A.Business architecture

Internet Banking services are considered in thé¢ asxall
the application services accessible via InternebkiBey 1T
solution provided by a bank. The solution enabledient to
govern all the products the customer has activa bank and
use the services related to the products (for el@amppyment
services between accounts,...).

In general, we do not expect the changes in théicapipn
architecture of Internet Banking IT solution havgngicant

impacts on Bank's business processes. We suppase B

business architecture is therefore unchanged.

B.Information Technology Architecture

In the next text, we propose a logical model of sgro
architecture areas of our new model of InternetkBan T
solution. We suggest even some chosen
recommendations for the solution implementation, these
can be substituted.

The core of article is the logical model.

1. Application Viewpoint

We assume that today’'s implementations of
Banking IT solutions are typically based on theethrtier
application model. It means that the application ba viewed

bank’s point of view. We can conclude for that czat the
bank would provide the back-end services to thesgowr
applications (application instances or versiontheffront-end
layer) specialized for different devices and theperation
systems and middleware.

resentation Layer
nd applicasen

Application Layer
- back-end core application logic

!—-I-—\

Data Layer

- back-and data logic and siorages

ot an
il the applicason and data loyers

Fig. 1 Front-end application outsourcing model fiaus]

2. Integration Viewpoint

From the integration viewpoint, depicted in Figw& have
reduced our focus only on the integration betwdenftont-
end layer and the back-end layer provided by a baie
reason is that the other integrations (for examplee
integrations inside the bank) are stable and aténflaenced
with the implementation of the model.

The integration can be described through two sdts o
requirements. The first set of requirements is $ecuon what
functionality should be provided via the interfade means
what methods with what parameters should be pravidehe
esentation layer, this set of requirements styotgpends on
what functions the concrete bank provides as IBises. The
second set is about technical requirements omtegration as
for example requirement on the usage of web service
standards.

Actually nowadays, there is a broad adoption ofiser

technologiaalented architecture standards in the area ofrrimdtion

technology. Service oriented architecture is thghty
discussed for example by Marks [6] and the relastaddards
for example by Chappel [7]. These technologies and
approaches are suitable for the model, becausecee to set

Interneip an universal accessible interface that can edc&om

different devices and platforms. Web services (Vd& the
ideal solution to handle that request [10].

360



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:6, No:3, 2012

G i i——N
[ DB. Server

(DB Service Deployed)

JDBC

\
|
|
|
I
|
|
| =
|

[ | g
——————— - 1V
Apl. Server :
(IB Service Deployed) 1
|
|
|
|
|
|
|
|
]

W1
1N pue

E ws
Web Server
Portal (FE download)

Firewall .
IS

B
Samsung |
Galaxy |
——-

Technical Infrastructure of the Solution

1NIOS 8y} Jo |9POIN

FE apl. (ver 1)
(Android, ... )

FE apl. (ver 2)

_______________ e ——___ _FEapl(ery

a (0S, ) Egapl (ver3)
(Microsoft OS, ...)

Fig. 2 Integration and De}loyment Model [authors]

3. Security Viewpoint
Identification of the main potential security issue
1) Modification of the front end (FE) application ohet
client's side that results in undesirable or hatmfu
behavior of the application.

2) The lost of client’s data as the identificationalétat can
lead to unauthorized access to bank’s services

Let us now analyze the security from another pofntiew.
Our focus is to identify the situations where tkegity issues
mentioned can emerge.

FE application downloads from bank’s web portal:

In general, there are no big security issues, ibamk
provides portal where client can securely directgwnload
the application from.

FE installation on the smart phone:

The installation software is actually what is pa®d on the
portal, so the installation process should be withissues, if
there is no harmful software on the device moddyior
influencing the installation process and as a te=ausing the
damaged installation. There should be providechtdsh of FE
application to enable verification that the apgima has not
been changed.

FE application calling the interface (IB services):

suspect behavior with his / her account. The clieam be
notified about any operations by SMS or email thadbles
client’s monitoring.

V.GOVERNANCE SYSTEM
To ensure a smooth development of the Internet iBgnk

solution (front-end and back-end parts) and meetdfined
SLAs contracts related to the provided applicagervices, it

necessary to define and implement a governaysters for

our model, see Fig. 3. As for any governance sysletnus set
the main components of such the system. The comg®agee
typically considered:
procedures, tools. The definition respects chospeas of
approaches described in [5], [6] and [11].

processes, roles, principlesd

Analysis

Governed Processes

Organisation Structure

Roles

uffisag

Monitaring

Principles and procadures

Tools and technologies

Implementation

Fig. 3 Reference Governance Model [authors]

Meta Governance = The Governance system must be

developed in time, it is not a static system, nathteis a
dynamic one. The meta governance system ensures the
improvement of the governance in the organizatiotine.

The Governance = is a system of processes, raiesjges

and policies and tools that are implemented to renthat the

The calling can be safe if suitable mechanisms amtganization (governed area) is governed in a \way the set
technologies are used, but the risk is the apjiicatas been goals and strategy are met, see Fig. 4.

modified on the client side before the calling. Metessarily

during the installation process but even after. ogification

can lead to these unpleasant behaviors:

1) Application could be able to call the service witholient
permission and do undesirable operations or tréiosasc

2) When client connects / calls the services then the
application can do undesirable operations or tietimzs.

It is impossible let the bank bear all the risk dese bank
cannot guarantee the safe environment deployeteodlient’s
device.

Therefore there should be a model of risk sharieiyveen
the bank and the client. It means the client musntain his /
her device to reduce the risks of application modifon.

The bank can perform a monitoring to notify cliedout

Meta Governance Governance

Govemanca Processes

S

Collabaration

[ Roet ]

Governad Processes

O—':J*ﬁ:l—'o
e S

[(Roet ]

[Roez | [ Foles | [(Roe2 ] [ Roed |

Ansfacts
and tools

Artefacts
and 1ools

Org. unit/
people

Org unit |

Systems sl Systems

Fig. 4 Meta Governance and Governance Layers [&sitho

A.Governance processes

Analysis- analyzing of the current governance model asd it
implementation from the issues and problems pdirtew.

Design - redesigning of the current governance model to

better address the governance needs.

361



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:6, No:3, 2012

Implementation(includes training) - implementation of the
new version of the model.

Monitoring - monitoring of the implemented governance
model, looking for issues and problems.

B.Governed processes (standard)

The application system must be governed as anyr ot
application, but the governance model must addeges the
front-end part of the system even though the dewveént and
maintenance is not in the bank’s responsibilitycaase the
bank’s services are provided via the user interfasteonly via
application interface. As a result, it is not pb#sito reduce
the governance model only on the back-end parthef t
solution. That is why we need to cover even thedtipiarty
side in the governance model.

Among “standard” governed processes, it is possible
include processes of COBIT process model (part ©BO
framework) related to the change (analysis, devetoq,
testing, deployment) and run (problem and incidents
management, SLA management,...) of the applicatea,Fig.
5 other frameworks can be used [9].

Back-end |B Front-end
—_———— Services S — —_— Application -

( A Yoo
‘ Monitoriny | | Panming s [ Manftoring Planning & |
| anitoring ,—)i Organisation | | Orpanisation |
| T l || T l )
\ | T P2
e Ac &
; Delivery & Support |<-—| ‘,;“g;:;ﬁg_& } : Dthisiry & Soppor xmpiﬂmmn :
\ Bank L Third Party ] 3
Fig. 5 Collaboration between the bank and the sep(tom COBIT )

[4, page 26] processes perspective) [authors]

C.Governed processes (specific)

As specific processes of the governance model,utet
consider at least these: 4)
1) The vendors selection proce&pecialization of the RFI

and RFP processes of the organization) — if a bank
planning to implement the new model of Internet IBag

IT solution and outsource the development and

As a recommendation, the bank should provide aaport
with secure access where all the different instanoe
front end application are available. This guarasittet
the application download by a user is valid appita
and not modified (for example application with rgali
source code implemented).

Architecture exceptions and dispensations procgkss
architecture governance — dispensation procedghelie

is a request to avoid some principles or procedures
defined and approved by a bank, then there musebep
the process for governing such exceptions becaoge a
exception mainly if it is related to the securigydrucial.
Such a process is typically a part of the architect
exceptions governance mechanism in the organization
The mandatory application principles and policies
distribution process- the process ensure that all the
partners developing the front-end layer are infatrabout

all the mandatory application principles and pelciin
time.

Roles, Organization model, Artifacts and Tools lzes next
components of Governance model must be definedselaee
out of the scope of article. We only set their digifins.

Roles- the responsibility framework for different prese
tasks must be set.

Organization model- Assigning of concrete people,
organization roles or units to defined logical mlghe
previous component called “Roles”).

Artifacts- principles and policies encapsulated in différen
forms (patterns, models, guidelines and others) Fo
example security standards for the integration & F
application to IB back-end services or special FE
application requirements from the bank’s side.

Tools- mainly the application support tools, i.e. tlotpl

for FE applications download, or the development
frameworks and others.

VI. CONCLUSION

maintenance activities, it should implement prodess
to select the right vendors on the basis of defindes. A
bank must assign responsible person to the role®dsto
the process and support them with suitable ruldsawis.

2) The application compliance processevery application
that is not directly under control of a bank shoibie
controlled and checked if it is compliant with thank’s
principles and procedures, especially with the s8gcu
rules. The output of the process is a statemeheifront-
end application is approved or denied.

3) The application distribution process there must be the

The development of Internet Banking IT solution lwil
definitely undergo big changes in the near futdiiee banks
can decide whether they will carry all costs or thike they
will share a small part of the profit with third nias in
exchange for changing some data and giving theilgtigsof
development our Internet Banking applications.

There will be needed changes in the laws and imtisiness
view, but we think that development and operatibthe front
end Internet Banking application can be benefifdal both
sides.

processes implemented enabling that users canysafel
download and install the Internet Banking front-engy
application on their smart devices. The front-end
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