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Abstract—A generalization of the concepts of Feistel Networks
(FN), known as Extended Feistel Network (EFN) is examined. EFN
splits the input blocks into n > 2 sub-blocks. Like conventional FN,
EFN consists of a series of rounds whereby at least one sub-block is
subjected to an F function. The function plays a key role in the
diffusion process due to its completeness property. It is also
important to note that in EFN the F-function is the most
computationally expensive operation in a round. The aim of this
paper is to determine a suitable type of EFN for a scalable cipher.
This is done by analyzing the threshold number of rounds for
different types of EFN to achieve the completeness property as well
as the number of F-function required in the network. The work
focuses on EFN-Type I, Type II and Type III only. In the analysis it
is found that EFN-Type II and Type III diffuses at the same rate and
both are faster than Type-I EFN. Since EFN-Type-II uses less F
functions as compared to EFN-Type 111, therefore Type II is the most
suitable EFN for use in a scalable cipher.

Keywords— Cryptography, Extended Feistel Network, Diffusion
Analysis.

1. INTRODUCTION

block cipher can be characterized by its basic parameters:
the block size, b, the key size, k and the number of
rounds, r. The security of a cipher depends on these
parameters, the larger the size or the number, the more secure
the cipher is. A cipher is called scalable, if these basic
parameters are alterable by design [1]. A scalable cipher is
becoming a trend since a call for Advanced Encryption
Standard (AES), which requested for a minimal requirement
of 128-bit block size and 128/192/256 bit key sizes [2].
Scalability of key can easily be achieved since iterative
block ciphers usually use a master key for generating round
keys or sub-keys by using key scheduling algorithm.
Scalability of number of rounds can also be easily achieved.
However, scalability of block size can be achieved through a
modification of the size of the basic parameters or the
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modification of the structure of the cipher [1][3]. The
scalability through primitives will take more memory space to
store the cipher code. According to [1], doubling the size of f
requires exponentially more resources. A scheme that may be
used in scaling through structure is by doubling the number of
processed sub-blocks while maintaining the original
cryptographic primitives. This scheme is employed in RC6
[4], CAST256 [5] and MARS [6]. This structure is known as
Extended Feistel Network (EFN).

EFN splits the input blocks into n > 2 sub-blocks. Like
conventional Feistel Networks (FN), EFN consists of a series
of rounds whereby at least one sub-block is subjected to an F-
function. The function plays a key role in the diffusion
process due to its completeness property [7]. A completeness
property is an important cryptographic criterion whereby all
output bits of a cipher are dependent on all input bits and vice-
versa. This property was defined by Kam and Davida [8].

The aim of this paper is to determine an EFN scheme,
which is suitable for a scalable cipher. For a scalable cipher,
we need to choose a scheme that diffuses very fast so that as
the block size increases, the number of rounds required does
not increase exponentially. It is also important to note that in
EFN the F-function is the most computationally expensive
operation in a round. Therefore this work will also consider
the number of F-function needed to achieve completeness.
The work focuses on EFN-Type I, Type II and Type III only.
Some related work in the analysis of EFN schemes were
discussed in [9][5][10]. The diffusion analysis technique that
is employed in this work is similar to Adams et al. [5] in his
analysis for CAST-256.

First, some definitions of EFN schemes will be given in
section II. A diffusion analysis of the three EFN schemes is
discussed in section III and finally a conclusion is made in
section IV.

II. SCALABLE BLOCK-SI1ZE CIPHER WITH EXTENDED FEISTEL
NETWORK

As mentioned in section I, the fundamental mechanism for
scaling the block-size to a larger one is by using an EFN
structure. In a conventional FN, the plaintext block is divided
evenly into two sub-blocks. The round function F operates on
the right sub-block and then combined with the left sub-block
via bitwise exclusive or (XOR). The two sub-blocks are then
swapped and become the input of the next round. However, an
EFN splits the input block into n > 2 sub-blocks [7]. These
sub-blocks are then mixed through repeated application of
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keyed, non-linear F-functions in order to generate a
permutation of the input block [11]. The swapping of sub-
blocks can be viewed as a circular shift. There are various
types of transformations in EFN. The rate of diffusion for
different types of transformations is different. For the purpose
of this paper, we described three types of EFN, namely, EFN-
Type I, EFN-Type II and EFN-Type III.

EFN-Type I employs only one F-function in its design. The
output cipher-text for each round can be described as follows:

Cla CZ, ceey Cn-l: Cn =

PZ @ F(P1)3 P35 LEREY Pn—ls Pﬂ’ Pl' (1)
where P; is the ith sub-block. EFN-Type II uses one F-
function for every two consecutive sub-blocks. Similarly, this
type of transformation can be defined by:

Cla C2a IR Cn—l, Cn =
Py @ F(P), P3, P, ® F(Py), ..., Pa® F(Pny), P (2)

Finally EFN-Type III has one F-function for every sub-block
and is defined as follows:

Ci,Cy ..., Cht, Gy =
P, ® F(Py),P; ®F(Py), ...,Phn® F(Pn1),Pi.  (3)

The structures for the three EFN transformations are
depicted in FIG. 1.

III. DIFFUSION ANALYSIS

Diffusion is a spread of the influence of input bits to output
bits. An important cryptographic criterion of a cipher with
regard to diffusion is completeness property whereby all
output bits of a cipher are dependent on all input bits and vice
versa. In this section we will discuss the analysis on the
completeness property of EFN-Type I, EFN-Type II and EFN-
Type III scalable structure models. In this analysis, it is
assumed that the round function, F, is complete.

In this work, we employ the diffusion analysis used in [5]
whereby the output sub-block for each round is determined.
The sub-block is represented by P;, for example, a cipher with
4 sub-blocks is represented by P;, P,, P3;, and P4. For the
output sub-block for each round, the letter in front the bracket
represents the block affected by the round function and the
bracketed letters represent the blocks which influence the
affected block (i.e. the blocks which influence input bits to the
round function). Table I illustrates the dependencies of the
cipher data at the output of each round for DES. The table
indicates that in DES, after one round, the bits corresponding
to the plaintext sub-block P, are now non-degenerate in the
bits of plaintext sub-block P,. After round two the sub-block,
P, is influenced by all the bits of all sub-blocks. Then after the
third round, a complete dependency of the output bits on the
input bits has been achieved since both sub-blocks are
influenced by all bits of the plaintext. Therefore, we can say
that DES achieves complete dependency after 3 rounds.

|P.||Pz||P3||P4| ........ |P1.,.||F’n|

(b) EFN-Type II

|P1||Pz| |P3||P4| ........ |P.1.|||P“|

(c) EFN-Type II

Fig. I EFN transformation structures

TABLEI
DEPENDENCIES FOR DES CIPHER

Roun | Dependencie
d s
1 P.(P>)
2 Py(P1)
3 P1(P1,P>)

In this work, we analyzed diffusion rates for 3-6 sub-blocks
for EFN-Type I and EFN-Type III models. For EFN-Type II
models, we analyzed for 4 and 6 sub-blocks only since the
model only use even number of sub-blocks. Table II illustrates
the comparison of the threshold number of rounds needed to
achieve complete dependency for these three models. As
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shown in the table, EFN-Type I model achieves complete
dependency after 5, 7,9 and 11 number of rounds for 3, 4, 5
and 6 sub-blocks respectively. EFN-Type II model achieves
complete dependency after 5 and 7 rounds for 4 and 6 sub-
blocks respectively while EFN-Type II model requires 4, 5, 6
and 7 number of rounds for 3, 4, 5, and 6 sub-blocks
respectively. From these analyses, we can conclude that for n
sub-blocks, EFN-Type I requires (2n-1) number of rounds
while EFN-Type II and EFN-Type III requires n+1 number of
rounds to achieve completeness. The threshold number of
rounds needed to achieve completeness for each model is
listed in column 2 of TABLE III. Please refer to the APPENDIX
for the detailed diffusion analysis.

TABLEII

of EFN transformation by determining the threshold number
of rounds as well as the number of F functions computations
needed to achieve completeness property. This analysis is
done in order to determine a suitable model for a scalable
cipher that support various block-sizes. From the analysis, it
was found that EFN-Type II model is the optimal
transformation model amongst the three models studied after
considering the threshold number of rounds as well as the
number of F functions computations needed. EFN-Type II
model is also suitable for cipher that employs many sub-
blocks as the model can achieve the same level of security
with less number of rounds as compared to EFN-Type I
model. EFN-Type III is computationally expensive because it
requires many F-functions for its transformation.

COMPARISON OF THRESHOLD NUMBER OF ROUNDS FOR EFN-TYPE I, EFN- APPENDIX
TYPE Il AND EFN-TYPE Il MODELS FOR DIFFERENT BLOCK SIZE.
lock ber of Tk%res/l;oig I\\/Iurgbf; OlftR gunds TABLE A1
S‘B Of)_t ;\I‘Lmbler i O ACHIEVE - OMp elencss DEPENDENCIES FOR EFN-TYPE 1 TRANSFORMATION
ize (bits) ub-blocks | EFN-Type | EFN-Type | EFN-Type Dependencics
1 1I 111 Round 3 sub-
64 (DES) 2 3 3 3 blocks 4 sub-blocks 5 sub-blocks 6 sub-blocks
19268 i ; o ‘5‘ 1 P(P) PP PP P.(P)
2 P; (P1,Py) Ps (P1,Py) Py(P1. Py) Ps(P1,P,)
160 5 9 n.a. 6 Pl P4 (p]’pz,
196 6 11 7 7 3 (PL.P2,Py) Py) Py(P1, P, Ps) Py(P1,P2,P3)
P> Py (P1,P2, Ps, | Ps(Py Pa, Ps,
Yl ekpy | Py P PiPuPo PP
Next, we analyzed the number of F functions needed for the 5 e :} o P (PI;';L Ps, | Pu(P l«i 2=)P 5 Ps, PG(P‘=P2)=P3=P47P
threshold number of rounds required by each transformation Dol 1 : >
N 6 P3 (P1,Ps, Ps, Py(Py P2,Ps, Py(P1,P2,P3,P4,P
to achieve completeness. Column 3 of TABLE 3 compares the P.) P., Ps) +,Ps)
performance of the three types of EFN transformation in terms o Ps(Pi,P2, Py, | Ps(PiPoPs, | Pa(Pi,Ps,Ps,PsP
of the number of F-functions required to achieve PJ) P4, Ps) 5,P6)
completeness. The table indicates that EFN-Type I, EFN-Type 8 P4(;1«F|;2’)P3’ P3(P"P;;';3’P4’P
. 4, 75 5,6
II and EFN-Type II.I requires (_2n —1),n(n+ 1)/2 and n(n + 1) s PiP.P>Ps. | PAPLPrPo PP
F functions respectively to achieve completeness. P., Ps) +Po)
Ps(P1,P2,P3,P4,P
10
S’Pb)
TABLE III 1 Ps(P1,P2,P3,P4,P
RESULTS OF DIFFUSION ANALYSIS 5:Po)
Threshold No.
of Rounds to No. of F-
EFN Type Achieve functions
Completeness
EFN-Type [ 2n-—1 2n—1 TABLE A-II
EFN-Type 1T nil e DEPENDENCIES FOR EFN—;YPE ;1 TRANSFORMATION
EFN-Type 11T n+ 1 n(n+ 1) Round ependencies
oun 4 sub-blocks 6 sub-blocks
1 Py(P1) P4(P3) Py(Py) Py(P3) Ps(Ps)
. . P
The analysis shows that EFN-Type I diffuses slower than 2 Ps(PiP) | p, ;34) P3(PLP2) | Ps(Ps,Ps) | Pi(Ps,Pe)
EFN-Type II and EFN-Type III, while EFN-Type II and EFN- f
ype Il and ype 1, whle ype Il and PiPuPs | o5 | PUPLPLP | PPuPP | Pu(PP,
Type III diffuse at the same rate. However, EFN-Type III 3 Py (P1,Ps, N 9 P
requires twice the number of F functions needed by EFN- FE (FF:4)P PP (PP | PP
Type 1I to achieve completeness. Since EFN-Type II model 4 ,'33 ,'3’4)2’ f,s ’1,’4)2’ ’ ) ,'3’4)2’ '5 E,’é)‘" f,s I’,’é)z’
requires less F function computations .than EFN—Type I S P.(PLPs, | Ps(PLPs | PAPLPoP | PaPLPsP | Pu(PiPs,
model, therefore EFN-Type II model is the most suitable P3Py P3,P.) 3,P4,Ps) 4,Ps5,Pe) P3,Ps.Pg)
model amongst the three models for use in a scalable cipher. Py(P1,P2,P | P3(P1,P2P | Ps(P1,P2,
6 3vP41P5v 3,P4,P5, P31P41P51
Ps) Ps) Pe)
IV. CONCLUSION PPLP.P | PAPLPP | PP,
In this paper we studied the diffusion analysis of three types 7 3":;";35' 3":")'35’ P3’E4;P5’
6, 6 6
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TABLE A-III
DEPENDENCIES FOR EFN-TYPE III TRANSFORMATION

(a) 3 AND 4 SUB-BLOCKS

Dependencies
Round
3 sub-blocks 4 sub-blocks
1 Py(P) Py(P2) Py(P)) P3(Py) Py(P3)
PP
2 P3 (P1,P) | Pi(P2,P3) | Ps(Pi,P2) é})z, P1(P3,Ps)
3 Pi(P1,P2, | Pa(P1,Po,P | Pa(Pi,P, Pi(P2, Py(P,Ps,
Ps) 3) P3) Ps, P4) Py
4 (PPT:’ P3(P1,P2,P | Pi (PP, | Pa(Pi,Pa, P3(P1,Pa,
F]’;) > 3) Ps, Pa) Ps, Pa) Ps, Py)
5 Pao(P1,Pa, | P3(P1,Pa, Py (P1,P2,
Ps, Ps) Ps, Py Ps, Py)
(b) 5 SUB-BLOCKS
Dependencies
Round
Ssub-blocks

1 Py(P1) Ps(P2) P4(P3) Ps(P.)

2 P3(PiPy) | Pa(PoP3) Ps(Ps, P4) P1(P4Ps)
P4(P;, Ps, Ps(P,, Ps,

3 RS PP PP | PuPLPuPY
Ps(P1, Py, | Pi(P2, P,

4 : ’ Py(P.Py.P,, P Py(P.. PoP,P
Pj, P4) P4, Pj) 2( 1,73, 4, 5) 3( 1, F2,74, 5)
Py(P, P2

;7 Py(P1,P, Ps(Py,
5 PP , Py(P., P>, P5,P,P
she | Purpy | papippy | PR PRPRR
P>(Py P2,
6 PP, | PP | PPIPPL P b b b, b, Py
Py) P3,P4, Ps) Ps)
(¢) 6 SUB-BLOCKS
Dependencies
Round
6 sub-blocks

1 Py(Py) Ps(P) Py(P) Ps(Ps) Ps(Ps)

2 P3(P1,P2) | Pu(PaPs) | Ps(Ps,Ps) | Ps(PaPs) | Pi(PsPe)

3 Py(P1,P2, | Ps(P2, P, | Po(P3, Py, Pi(Py, Pa(P1,Ps,

Ps) P4) Ps) Ps, Po) Ps)
4 Ps(P1,P2, | Pes(P, Ps, Pi(P1Ps, | PaPiPa, P3(P1,P»,
P3,P4) P4, Ps) P4,Ps) P4,Ps) PsPs)
PP,

s | PP | P@R | PP | PP R,
P3,P4,Ps) | P3,P4,Ps) P3,P4,Ps) Ps,Pips) Ps, PsPe)
Pi(P1,Ps, | Pa(P1Pa, P3s(P1P2, | Pa(P1Pa,

6 | PuPiPs | PP | PR | Ry [ APPSR

Po) Ps,P) PsPg) | PuPsPg | ~7°
Py(P1,Pa, | P3(P1Pa, Py(P1Pas, | Ps(Pi,P,
7| PuPiPs | PuPu | PuPuP | PuPips | TP
Po) P5,Ps) Pe) Po) il
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