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 
Abstract—In this paper, we will give a cryptographic application 

over the integral closure O_Lof sextic extension L, namely L is an 
extension of Q of degree 6 in the form Q(a,b), which is a rational 
quadratic and monogenic extension over a pure monogenic cubic 
subfield K generated by a who is a root of monic irreducible 
polynomial of degree 2 andb is a root of irreducible polynomial of 
degree 3. 

 
Keywords—Integral bases, Cryptography, Discrete logarithm 

problem.  

I. INTRODUCTION 

UPLICkey cryptographic is the fundamental technology in 
secure communications. It was devised by Diffie and 

Hellman [8], in 1976, to secret key distribution. In 1985, 
Coblitz [5] and Miller [7] independently proposed the 
implementation of a public key cryptosystem [3] using elliptic 
curve. The elliptic curve discrete logarithm problem appeared 
to be much more difficult than above discussed algorithms [6]. 
In this paper we present the cryptographic protocols based on 
a sextic extension with a cubic subfield of typeL ൌ
Էሺα, βሻ,whose difficulty is based on discrete logarithm 
problem inOL ൌ Ժሺα, βሻ. 
Problem: Let X, Y א OL and X non-invertible. Then there is a 
unique integer n such that X୬ ൌ Y, we call this unique integer 
n, the discrete logarithm of Y with base X. 

II. INTEGRAL BASES OF SEXTIC EXTENSION 

This section introduces past work, we gave an integral basis 
of sextic field whit a pure monogenic cubic subfield, namely, 
L ൌ Էሺα, βሻ. 

We denote by OLthe integral closure of Ժ in L. 
Let d be a square free rational integer and α defined by: 
 

 α ൌ ቐ
√d ;  d ؠ  2 , 3 modulo 4

1 ൅ √d
2

 ;  d ؠ 1 modulo 4
ቑ 

 
Theorem1. Let d be a square free rational integer and α is a 
root ofQሺXሻ ൌ Xଶ െ d. Let a be a rational square free integer, E 
be the field Էሺβሻ, where β is a root of PሺXሻ ൌ Xଷ െ a and L ൌ
Էሺα, βሻ. Then ी ൌ ሼ1, α, β, βଶ, αβ, αβଶሽ is an integral basis of 
OLover Ժ . 
Proof. Indeed ी ൌ ሼ1, β, βଶሽ is an integral basis of E by [4, 
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Theorem 6.4.13, p. 346] or [1, Proposition 4.2.], therefore we 
use [2, Lemma 2.1] and [2, Theorem 1.1] to conclude.We 
define on OL, the following structure, we set  
 

൜
X ൌ x଴ ൅ xଵα ൅ xଶβ ൅ xଷβଶ ൅ xସαβ ൅ xହαβଶ

Y ൌ y଴ ൅ yଵα ൅ yଶβ ൅ yଷβଶ ൅ yସαβ ൅ yହαβଶ 

 
whereሺx଴, xଵ, xଶ, xଷ, xସ, xହ, y଴, yଵ, yଶ, yଷ, yସ, yହሻ א Ժଵଶ by: 
 

൜
X ൅ Y ൌ s଴ ൅ sଵα ൅ sଶβ ൅ sଷβଶ ൅ sସαβ ൅ sହαβଶ

X. Y ൌ p଴ ൅ pଵα ൅ pଶβ ൅ pଷβଶ ൅ pସαβ ൅ pହαβଶ 

 
with,  

s୧ ൌ x୧൅y୧, i׊ א ሼ0,1,2,3,4,5ሽ 
p଴ ൌ x଴y଴ ൅ axଶyଷ ൅ daxହyସ ൅ dxଵyଵ ൅ axଷyଶ ൅ daxସyହ 

pଵ ൌ axସyଷ ൅ axଷyସ ൅ x଴yଵ ൅ axହyଶ ൅ xଵy଴ ൅ axଶyହ 
pଶ ൌ dx଴yଶ ൅ dxସyଵ ൅ xଶy଴ ൅ x଴yଶ ൅ daxହyହ ൅ axଷyଷ 

pଷ ൌ dxହyଵ ൅ xଷy଴ ൅ dxଵyହ ൅ dxସyସ ൅ x଴yଷ ൅ xଶyଶ 
pସ ൌ xଶyଵ ൅ xସy଴ ൅ x଴yସ ൅ axହyଷ ൅ axଷyହ ൅ xଵyଶ 

pହ ൌ xସyଶ ൅ x଴yହ ൅ xହy଴ ൅ xଶyସ ൅ xଵyଷ ൅ xଷyଵ 
 
Remark 1.With this structure,ሺOL, ൅, . ሻ is an abelian ring. 

III. THE GROUP Rୟ,ୢ 

This sectionintroduces the finite set ܴ௔,ௗ, constructed from 
the ring OL (which is infinite), its usefulness will come in 
Section V.Let d and a are tow square free rational integer. Let 
,଴݌ ,ଵ݌ ,ଶ݌ ,ଷ݌  .ହsex prime number݌ସܽ݊݀݌

We define over a set 
 

ܴ௔,ௗ ൌ Ժ௣బ
ൈ Ժ௣భ

ൈ Ժ௣మ
ൈ Ժ௣య

ൈ Ժ௣ర
ൈ Ժ௣ఱ

. 
 
the following structure: 

 
Let ܲ ൌ ሾx଴, xଵ, xଶ, xଷ, xସ, xହሿ andܳ ൌ ሾݕ଴, yଵ, yଶ, yଷ, yସ, yହሿ 
 

൜
P ൅ Q ൌ ሾs଴, sଵ, sଶ, sଷ, sସ, sହሿ

P. Q ൌ ሾf଴, fଵ, fଶ, fଷ, fସ, fହሿ  

 
with,  

s୧ ൌ x୧൅y୧  mod ݌௜, i׊ א ሼ0,1,2,3,4,5ሽ 
f଴ ൌ x଴y଴ ൅ axଶyଷ ൅ daxହyସ ൅ dxଵyଵ ൅ axଷyଶ ൅ daxସyହ ݉0݌ ݀݋ 

fଵ ൌ axସyଷ ൅ axଷyସ ൅ x଴yଵ ൅ axହyଶ ൅ xଵy଴ ൅ axଶyହ  ݉1݌ ݀݋ 

fଶ ൌ dx଴yଶ ൅ dxସyଵ ൅ xଶy଴ ൅ x଴yଶ ൅ daxହyହ ൅ axଷyଷ ݉2݌ ݀݋ 

fଷ ൌ dxହyଵ ൅ xଷy଴ ൅ dxଵyହ ൅ dxସyସ ൅ x଴yଷ ൅ xଶyଶ݉3݌ ݀݋ 

fସ ൌ xଶyଵ ൅ xସy଴ ൅ x଴yସ ൅ axହyଷ ൅ axଷyହ ൅ xଵyଶ݉4݌ ݀݋ 

fହ ൌ xସyଶ ൅ x଴yହ ൅ xହy଴ ൅ xଶyସ ൅ xଵyଷ ൅ xଷyଵ݉5݌ ݀݋ 
 
Remark 2.The product (.) is an internal composition law on 
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We codePas follows: 
1) We convert ݔ௜ to binaryݏ௜ ൌ ሺݔ௜ሻଶ, ݅׊ א ሼ0,1,2,3,4,5ሽ 
2) ܲis coding by:ݏ௉ ൌ  .ହݏସݏଷݏଶݏଵݏ଴ݏ
Remark5.Through this process, the infinite ring ܱ௅ will be 
transformed into a finite set noted byܵைಽ

whose elements are ݏ௑ 
for all ܺin ܱ௅. 
 

x଴ ൅ xଵα ൅ xଶβ ൅ xଷβଶ ൅ xସαβ ൅ xହαβଶ

֝    
ሾx଴݉݌݀݋଴, xଵ݉݌݀݋ଵ, xଶ݉݌݀݋ଶ, xଷ݉݌݀݋ଷ, xସ݉݌݀݋ସ, xହ݉݌݀݋ହሿ

 

֝
ହݏସݏଷݏଶݏଵݏ଴ݏ

 

 
We define on the set SOLthe sum and product by: 
 

௉ݏ ൅ ொݏ ൌ  ௉ାொݏ
.௉ݏ ொݏ ൌ  ௉.ொݏ

 
Theorem 3.The setሺSOL

, ൅ሻ is a commutative group with unit 
elementݏ௘ ൌ 000 … 0.  
Remark 6. 
 Number of elements of SOLis p଴pଵpଶpଷpସpହ. 
 The length of every ݏ௉ is 

 
lሺSOL

ሻ ൌ  p଴ ൅ pଵ ൅ pଶ ൅ pଷ ൅ pସ ൅ pହ. 
 
Definition 1. Let ݏ௉ an element of SOL

.The set ܩ௉ of power of 
 .௉ݏ௉will be called generic set ofOL generated byݏ

B. Cryptosystem overܩ௉ 

Definition 2. LetsP ൌ x଴xଵ … x୲andsQ ൌ y଴yଵ … y୲. We 
definesP۩sQ by: 
 

sP۩sQ ൌ z଴zଵ … z୲, 
 
where 

z୧ ൌ x୧ ൅ y୧ mod 2, i׊ א ሼ0, … tሽ . 
 
Let P in Rୟ,ୢwhose GP has a maximal cardinal. The 
cryptosystem overܩ௉ is based on the ring OL. 
Description:  
1. Space of Lights: Li ൌ  .௉ܩ
2. Space of quantified : ׊K א ॶ, C ൌ K۩ܩ௉. 
3. Space of the keys : ॶ ൌ SOL

. 

4. Function of encryption: ׊K א ॶ,
eK: Li ՜ C

   M հ K۩M
 

5. Function of decryption: ׊K א ॶ, dK: C ՜ Li
         c հ K۩c

 

Remark 7. 
 Secret key:ܭ and C. 
 Public key:Li, ॶ, eK and dK. 

C. Example of Encryption and Decryption 

We take p଴ ൌ pଷ ൌ 2, pଵ ൌ pସ ൌ 3, pଶ ൌ pହ ൌ 5, ܽ ൌ 7and 
݀ ൌ 2. Then we have: 

1) Number of elements of ܵைಽ
is 900. 

2) The length of every ݏ௉is ݈ሺܵைಽ
ሻ ൌ 20. 

3) Letݏ௉ ൌ 10010110001001011000, the generic set is  
GP ൌ ሼsP

୪ l א ሼ1, . . ,44ሽሽ⁄ of order 44. 
4) Symbol table: 

 
TABLE I 

TABLE OF SYMBOL 

௉ݏ ݈
௟ Symbol 

1 10010110001001011000 A 

2 10010000001010001000 B 

3 00100100000001001000 C 

4 10000010001000010000 D 

5 00100001000010000000 E 

6 00010010000000001000 F 

7 00010001000000011000 G 

8 00010110000001011000 H 

9 10100000001001001000 I 

10 00100100000000000100 J 

11 10100110001000001000 K 

12 10010100001010000100 L 

13 10100100001000010000 M 

14 10010010001001000100 N 

15 00010100000000010000 O 

16 10010100001000000000 P 

17 10000001001010000100 Q 

18 00010100000000000000 R 

19 10010001001001000100 S 

20 00010110000010000000 T 

21 10000000001010010000 U 

22 00010100000010000100 V 

23 10000100001010010000 W 

24 10010010001000010000 X 

25 00000010000010001000 Y 

26 00100000000010000100 Z 

27 00010100000001011000 SPACE(sp) 

28 10100110001010011000 0 

29 10000010001000011000 1 

30 00100110000000001000 2 

31 10100100001001000100 3 

32 10100100001010011000 4 

33 10000000001001000100 5 

34 00000100000001000000 6 

35 10010001001010011000 7 

36 00100010000001010000 8 

37 00000100000010001000 9 

38 10100001001001001000 , 

39 00100000000001001000 . 

40 00000100000010000100 ! 

41 10100110001010000100 € 

 Diffie-Hellman Key Exchange 

We keep the algorithm of Diffie-Hellman in IV. B. We will 
get the secret key 

 
ܭ ൌ ܵ௄ ൌ  10000100000000000000. 

 Encryption Message: 

In this example, we encrypt the following message: 
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5) Encryption Message table: 

In table II, we will encode the characters of the message, 
which will be thereafter encrypted.  
 

TABLE II 
 ENCRYPTION MESSAGE 

Symbol Coding symbolݏ௉ ݏ۩ܭ௉ 

R 00010100000000000000 10010000000000000000 

E 00100001000010000000 10100101000010000000 

G 00010001000000011000 10010101000000011000 

I 10100000001001001000 00100100001001001000 

S 10010001001001000100 00010101001001000100 

T 00010110000010000000 10010010000010000000 

A 10010110001001011000 00010010001001011000 

O 00010100000000010000 10010000000000010000 

N 10010010001001000100 00010110001001000100 

F 00010010000000001000 10010110000000001000 

Sp 00010100000001011000 10010000000001011000 

C 00100100000001001000 10100000000001001000 

Y 00000010000010001000 10000110000010001000 

P 10010100001000000000 00010000001000000000 

H 00010110000001011000 10010010000001011000 

4 10100100001010011000 00100000001010011000 

5 10000000001001000100 00000100001001000100 

0 10100110001010011000 00100010001010011000 

€ 10100110001010000100 00100010001010000100 

. 00100000000001001000 10100100000001001000 

6) Encryption message: 

The encryption message is: 
 
"1001000000000000000010100101000010000000100101010000000
11000001001000010010010000001010100100100010010010010000
01000000010010000000000000000000100100010010110001001001
00000100000000010010000100100100010010000000000010000000
10110001001000100100100000000010110001001011000000000100
01010010100001000000010100101000010000000000101010010010
00100100100000000010110000010010000100100100000010110001
00100010010010000000001011000000100100010010110001001000
00000010110001010000000000100100010010000000000000000100
00110000010001000000100000010000000001001001000001000000
01001000000000001000010010101000000011000100100000000000
00000000100100010010110000001000000100000000010010010000
00101100010000110000010001000100100000000010110001010000
00000010010001001000000000001000000010110001001000100100
10110000000001000101001010000100000001001000000000000000
01010010100001000000000010110001001000100101000000000010
01000101001010000100000001001000000000101100000100100001
00100100000010101001001000100100100000000010110000010000
00010100110000000010000100100010000100010001010011000001
0001000101000010010100100000001001000" 

 Decryption Message 

Through the same process using the decryption function we 
get the message being sent. 

VI. CONCLUSION 

In conclusion, it has highlighted a key exchange on the 
infinity ringOL,which is based on the discrete logarithm 

problem. 
To give an example of cryptography, we had built a set 

called a generic finite set over OL on which the cryptosystem 
whose secret key K has raised from Diffie-Hellman Key 
Exchange on OL. 
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