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voice). Biometrics allows us to confirm or establign

Abstract—Biometric measures of one kind or another have bedndividual’s identity based on who he/she is, ratttean by

used to identify people since ancient times, witandwritten
signatures, facial features, and fingerprints bethg traditional
methods. Of late, Systems have been built thatnaat® the task of
recognition, using these methods and newer oned) as hand
geometry, voiceprints and iris patterns. Theseesysthave different
strengths and weaknesses. This work is a two-sectimposition. In
the starting section, we present an analytical @rdparative study
of common biometric techniques. The performanceasth of them
has been viewed and then tabularized as a resdt.|afiter section
involves the actual implementation of the technguender
consideration that has been done using a stateecédrt tool called,
MATLAB. This tool aids to effectively portray theomesponding
results and effects.
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|. INTRODUCTION

what he/she possesses as from ID card or whatrshesk for
example password (cryptal or non-cryptal) [7]-[10]. much
simpler way Biometrics refers to the automatic itferation
of a living person based on physiological or bebeali
characteristics. There are many types of
technologies on the market: face-recognition, fipget
recognition, finger geometry, hand geometry, igsagnition,
vein recognition, voice and signature. The methidldi@metric
identification is preferred over traditional metisoohvolving
passwords and PIN numbers for various reasons:p€h&on
to be identified is required to be physically presat the
point-of-identification or the identification baset biometric
techniques obviates the need to remember a passwaatry
a token or a smartcard. With the rapid increasasia of PINs
and passwords occurring as a result of the infdomat

TRUSTED and faithful systems require reliable persondechnology revolution, it is necessary to restacess to

recognition schemes to either confirm or determine
identity of an individual requesting for their sems and
corresponding applications. Biometric recognitiopstems
should provide a reliable personal recognition sw® to
either confirm or determine the identity of an Wwidual.
Applications of such a system include computer esyst
security, secure electronic banking, mobile phoragdit
cards, secure access to buildings, health and|ssmigices.
The purpose of establishing the identity is to eagbat only a
legitimate user, and not anyone else, accessesetidered
services. Biometric recognition refers to an autiecna
recognition of individuals based on a feature vésjaderived
from their physiological and/or behavioral charsiste.
Biometrics identify people by measuring some aspafct
individual anatomy or physiology (such as your hgadmetry
or fingerprint), some deeply ingrained skill, or het
behavioral characteristic (such as your handwritignature),
or something that is a combination of the two (sashyour

Parvinder S. Sandhu is Professor at Rayat & Bamstitite of
Engineering & Bio-Technology, Mohali-Sahauran 14910 E-Mail:
parvinder.sandhu@gmail.com.

Samriti Jindal is Lecturer with Swami Vivekananadstitute of
Engineering & Technology, Banur Punjab.

Shailendra Singh is associated with Deptt. of im@tion Technology at
Rajiv Gandhi Proudyogiki Vishwavidyalaya, Bhoplaklia

Amit Verma and Igbaldeep Kaur are Assistant Profesat Rayat &
Bahra Institute Of Engineering & Bio-Technology, Mdi, India. E-
Mail:eramitverma@rediffmail.com, er_igbaldeep@yalcom

sensitive/personal data. By replacing PINs and vpasis,

biometric techniques are more convenient in retatio the

user and can potentially prevent unauthorized actesor

fraudulent use of ATMs, Time & Attendance Systeosslular

phones, smart cards, desktop PCs, Workstations;@nguter
networks. PINs and passwords may be forgotten, takein

based methods of identification like passportseits licenses
and insurance cards may be forgotten, stolen, sir \éarious
types of biometric systems are being used for tieed-
identification; the most popular are based on fam®gnition

and fingerprint matching. However, there are othiemetric

systems that utilize iris and retinal scan, spetme, and hand
geometry.

Il.  IDENTIFICATION VERSUSV ERIFICATION

Sometimes Identification and Verification are used
similar terms, but they have two different meanings
Identification means determining a person by praserhis
biometric feature. For this purpose a databasemplates is
searched and matched against the biometric sanmpilethe
best fitting (most similar) template is found. Thigthod also
known as “1:N” or “one-to-many comparison”. In coanjigson
to identification, verification (as shown in Fig) fll7] means
testing, if the user is really the person he/shénd to be. The
presented biometric feature is compared againgpriously
stored biometric reference data either on a smartoain a
database.

biometric
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Fig. 1 Identification and Verification Unit

In contrast to the identification method only orienbetric
comparison is being performed.

Ill. FALSE REJECTIONRATE / FALSE ACCEPTANCERATE

In contrast to methods based on knowledge or psisses
like PINs/passwords or tokens, biometric systemskwuth
probabilities, because biometric features are iabér caused
by noise in the measurement — therefore biomeystems are
not exact methods. A second point is that for examp
fingerprint systems can suffer from accuracy profdereated
by limitations of sensors and algorithms. Theseitditions
result in two problems called False Acceptances Ralde
Rejections. The False Acceptance Rate (FAR) isstlezess
probability for an unauthorized user or a user thags not
exist within a biometric system to be falsely remiagd as the
legally registered user. A low tolerance threshéidd the
biometric data to be matched leads to a lower FARe; but
to higher values of the False Rejection Rate (FRRyontrast,
the False Rejection Rate (FRR) rate is the proipalmf the
legally registered user to be falsely rejected Hmy hiometric
system when presenting his biometric feature. Hadarance
limits for the biometric data to match lead to awlew FRR
value, but to higher values for the False AccemaRate
(FAR). Both values FAR and FRR are negatively datesl.
However, these measures can vary significantly gipg on
how one adjusts the sensitivity of the mechanism thatches
the biometric. If the tolerance thresholds for biemetric data
to be matched for a successful verification aresehpso that

the values for a false acceptance rate and fajsetian rate
are equal, this common value is called the equalr eate
(EER). The equal error rate is also known as tlossover
error rate (CER). The lower the equal error ratehis higher
the accuracy of the biometric system. For applicetiwhere
convenience and general user acceptance are mpogtant
than security (i.e. hotel room access, automatiertemachine
authentication), administrators have to settleaftigh FAR in
order to ensure that authorized individuals areagsngranted
access. The disadvantage of a low FRR is a griééihood

of granting access to unauthorized individuals.

IV. METHODS

A. Handwriting Sgnatures

Handwritten signatures had been used in Chinacéned
personal seals were considered to be upper statdsare still
used for serious transactions in China, JapanKanea . Over
time, the signature became accepted as the stamdsrdbf
doing transactions. Every day, billions of dollamorth of

contracts are concluded by handwritten signatures o
documents, and how these can be replaced by ealéctro

signatures is a hot policy and technology issue.

B. Face Recognition

The face is the commonly used biometric charadiesisor
person recognition. The most popular approachedate
recognition are based on shape of facial attripusesh as
eyes, eyebrows, nose, lips, chin and the relatipashf these
attributes. Recognizing people by their facialtdees (or
vectors) is the oldest identification mechanismabf going
back at least to our early primate ancestors. Bists believe
that a significant part of our cognitive functionodved to
provide efficient ways of recognizing other peopldacial
features and expressions. For example, we arenestyegood
at detecting whether another person is lookingsabrunot. In
theory, humans’ ability to identify people by theiaces
appears to be very much better than any automgttes
produced to date.

The human ability to recognize faces is also imgoarto the
security engineer because of the widespread reiptaced on
photo IDs.

C. Fingerprints

Fingerprints are important. By 1998-99,
recognition products accounted for 80% of the tstles of
biometric technology. These products look at thietifm
ridges that cover the fingertips and classify patieof
minutiae, such as branches and end points of dgesi Some
also look at the pores in the skin of the ridges.

D. IrisCodes

Iris code is a very traditional Technique of idétig
people to the modern and innovative way . Recoggipeople
by the patterns in the irises of their eyes isaad away the
technique with the best error rates of automatsteays when
measured under lab conditions. Voice recognitionis-ialso

fingerprint
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known as speaker recognition—is the problem oftifieng a
speaker from a short utterance. While speech réimgn
systems are concerned with transcribing speechnaed to
ignore speech idiosyncrasies, voice recognitioesys need

to amplify and classify them. There are many sulibfgms, — Foabe Feabure
such as whether the recognition is text-dependennad, Data | ™ Extraction | 7| Vector
whether the environment is noisy, whether operatiust be L
real time, and whether one needs only to verifyakpes or to : : P ATTERH
recognize I Pre defined I Template j—pul Matching it
E. Other Systems L
i ; H M atch
A number of other biometric technologies have been I = I.._ L
proposed. Some, such as those based on facial dgeams

(maps of the surface temperature of the face, eérivom
infrared images), the shape of the ear, gait, tipty, and the
patterns of veins in the hand, don't seem to haeenb o .
marketed as products. Other technologies may peovid AS Shown in fig. 2, Feature extraction [1] [6] retel as
interesting biometrics in the future. For exampiee huge VEctors or feature vectors. Templates are predéfiasd
investment in developing digital noses for qualiyntrol in Matching is done according to pattern as the gamalysis.
the food and drink industries may lead to a “digitaggie,”
which recognizes its master by scent.

Fig. 2 Flow Diagram

VI. ALGORITHMS OF BIOMETRICS
The categorization of bio-metric (As from Fig. 8)as given

V. TABULARIZED REPRESENTATIONOF METHOD below:
The various method [1] [2] discussed above arergiveder —
in the tabularized form with performance, univeitgakase of Bio-
use and approx template size as parameter for [IB]]- Metric
comparison.(As shown in Table I)
—
TABLE |
COMPARISON OF DIFFERENTMETHOD OFRECOGNITION I I I I
Type Perform| Accep | Universali | Ease of Approx Ve ™
ance tabilit | ty Use Template . .
y Size Face Faual_ Gender Signature
Facial Modera| High Moderate High 84 byte - PIEIEE Sfpresse Speaker
te 2k Protected
thermo Modera | Mode | Moderate Moderate|  --------- ~ ~
ram te rate . . . -
9 Fig. 3 Bio-Metric Recognition
Hand Vein| Modera | Mode | Low Moderate 9 byte
Gait te rate
A. Face Protect[3][5]
Keystroke | Low Low | Low e First, select an input image as shown in Fig. 2i& B, then
clicking on Select image icon (As shown in Fig. hen we
Odor High Mode | Moderate | Moderate| ———-- can add this image to database by click on Addcssdeimage
rate _ to database and image selected as part of dataEsean
E;;ae?dan § t'\g"de’a High | Moderate | High 1225k6 byte-|  perform face recognition by clicking on Face Redtign
Face ' icon. If we want to perform face recognition datsbdas to
include at least one image. If we choose to addgémid
Iris {V'Odefa M?de Moderate | Moderate| 256byte| database, a positive integer (vector ID) is reqlir@his
e rate o . . . . .
Retna Modera | High | Moderate | Moderate| 96 byte posnye integer (As from F|g. 5) is a continuousnber which
te identifies a person or image under test and eaakope
Voice Modera | Mode | High Moderate | 70-80k corresponds to a particular class.
te rate
Signature | Modera | Mode | High High 500 byte-
te rate 1000 byte
DNA High High High Moderate | ------

The work flow of the methods is as given below:
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Fig. 4 Selection of An Image
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Fig. 5 Recognition by Positive Number

B. Facial Expression[3][5]

Select an input image clicking on Select image id¥e can
select any image any face. Then add this imagatabdse by
click on Add selected image to database under Restform
facial expression recognition by clicking on Fadixpression
Recognition icon. If we want to perform facial egpsion
recognition; database has to include at least ogeé. If we
choose to add image to database (As from Figurer®), have
also to insert the corresponding facial expressidh
'Happiness', 'Sadness', 'Surprise', 'Anger’, 'BisglFear' or
‘Neutral'. Functions are discussed in Table II.

C. Gender[3][5]

Select an input image clicking on Select imagegftaken
from [16]) icon as shown in Fig. 7. We can selety anage
any face. Then add this image to database by ditlAdd
selected image to database under test. Perform egen
recognition by clicking on gender recognition ictks from
Table IlI). If it is required to perform gendercognition (Fig.

4 & Fig. 5), database has to include at least arege. After
that we have to specify the gender of the imagesutekst type
“1” if female, “0” if male. Functions are discussbdlow (As

from Fig. 8).

TABLE I

FUNCTION OFFACIAL EXPRESSION

Select image

read the input image

database

Add selected image t

0 The input image is adde|
to database and will b
used for training

D o

Database Info

Show information’s
about the images prese
in database.

Facial
Recognition

Expressior

Facial Expressior
recognition. The selecte
input image is processed

Delete Database

Remove Database f
the current directory

fom

Exit

Quit Program

Fig. 6 Selecting Face and Perform Recognition

TABLE Il

FUNCTION FORGENDER RECOGNITION

Select image

read the input image

Add selected image t
database

pthe input image is added fo

database and will be used fpr

training

Database Info

show informations about
images present in database.

Gender Recognition:

The selected input image

processed

Delete Database Exit

remove database

current directory
and quit program

from

the
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Fig. 8 Performing Gender Recognition

D. Sgnature Recognition [3][5]

Select an input image clicking on.Select image .icOne
can select any image any face. Then add this inmdatabase
by click on Add selected image to database under FPeerform
Signature recognition by clicking on Signature guton
icon. If we want to perform Signature recogniti@atabase
has to include at least one image. Then assigrs ¢tashat
signature by any positive number (Fig. 6). Whenrewee
process the signatures they are recognition byespanding
class (As from Fig. 9)

VIl. CONCLUSION

In this world of globalization where the whole webris
connected to each other for sharing of resourcesiénway or
the other, the following statement holds true. Bhey system
which can be relied upon to be safe is the oneishadwered
offl So, the crux of the story lies in the stremgf the security
feature of the system. There are two sides of ewain.
Biometric systems are no exception. There alsas#ie flop
side. To be more specific, we may find the usuapping of
failures due to bugs, blunders, and complacencgmBirics
are like many other protection mechanisms (alarsesls,
tamper sensing enclosures,) in which environmemaatlitions
can cause havoc. Noise, dirt, vibration, and ualbddi lighting
conditions all take their toll. Some systems, likpeaker

recognition, are vulnerable to alcohol intake artdess.
Changes in environmental assumptions, such asdtosed to
open systems, from small systems to large ones) &ttended
to standalone, from cooperative to recalcitrantjesttb, and
from verification to identification—can all undem& a
system’s viability. There are a number of more #geand
interesting attacks on various biometric systentseré have
been some attacks on the methods used to indexebiom
data. Apart from the possibility that a fingerpriot DNA
sample might have been planted by the securitpait just be
old. So the need is to implement a powerful bioietystem.
Biometrics is usually more powerful in attended rapien,
where, with good system design, the relative stten@nd
weaknesses of the human guard and the machinenigoag
system may complement one another.

e BEE
o & Ve W T Oty Ve 1o 5

*DzEa r @a Ve ¥ 08 =0

Fig. 9 Signature Recognition
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