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Abstract—In this paper, we consider a non-identically
independently distributed (non-i.i.d.) Hoyt fading single-input
multiple-out put (SIMO) channel, where the transmitter sends some
confidential information to the legitimate receiver in presence of an
eavesdropper. We formulated the probability of non-zero secrecy
mutual information; secure outage probability and average secrecy
mutual information (SMI) for the SIMO wireless communication
system. The calculation has been carried out using small limit
argument approximation (SLAA) on zeroth-order modified Bessel
function of first kind. In our proposed model, an eavesdropper
observes transmissions of information through another Hoyt fading
channel. First, we derived the analytical expression for non-zero
secrecy mutual information. Then, we find the secure outage
probability to investigate the outage behavior of the proposed model.
Finally, we find the average secrecy mutual information. We consider
that the channel state information (CSI) is known to legitimate
receiver.

Keywords—Hoyt fading, main channel, eavesdropper channel,
secure outage probability, average secrecy mutual information.

1. INTRODUCTION

HE broadcast nature of wireless communication makes it
more vulnerable to eavesdropping. The privacy and the
security in wireless communication are playing very important
role, as these networks are using to deliver private information.
We have to ensure that illegitimate person must not get
unauthorized access to the content of the original signal. The
information-theoretic security was first introduced by Shannon
[1] to characterize fundamental limits of secure communication
over fading channel. When the main channel is better than the
eavesdropper’s channel, the positive secrecy capacity is
achievable presented in [2]. For SISO case, they [3] have shown
the effect of quasi-static fading on secrecy capacity (i.e. the
maximum transmission rate at which the eavesdropper is unable
to attain any information). Recently, in [4], they have shown
secure communication through Rayleigh fading SIMO channel
in presence of multiple eavesdroppers.
In addition to security issues, another unavoidable concern in
most wireless communication systems is energy-efficient
operation especially when wireless units are powered by
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batteries. From an information-theoretic perspective, energy
efficiency can be measured by the energy required to send one
information bit reliably. It is well-known that for no fading and
fading Gaussian channels subject to average input power
constrains, energy efficiency improves as one operates at low
SNR levels. Also, operating at low SNR levels has its benefits
in terms of limiting the interference.

Majority of the research related to secrecy mutual
information of SIMO system has focused on Rayleigh and
Nakagami-m distributions. There are other types of fading
distributions which serves good models under -certain
circumstances. Hoyt (also known as Nakagami-q) fading allows
the modeling of propagation environment without a dominant
component over the scattered waves (a situation of Non-line of
Sight). It has found application in the error performance
evaluation of digital communication systems over generalized
fading channel [5]. Recently, the Hoyt model is being used
more frequently in performance analysis and other studies
related to mobile radio communications.

The rest of the paper organized as follows. System model and
the SLA approximation are presented in Section II. Section III
shows the probability distribution function (PDF) calculations
and analytical expression for both main and eavesdropper’s
channel. The numerical results are described in Section IV.
Finally, Section V describes the concluding remarks of this
work.

II. SYSTEM MODEL

The system model of our work is shown in Fig. 1. A
legitimate transmitter communicates with its corresponding
receiver in presence of an eavesdropper. The transmitter
equipped with single antenna. At the receiver, the legitimate
receiver and eavesdropper’s receiver are equipped with nzand
ng antennas respectively. The received signal for the legitimate
receiver can be written as,

Yu = hx +2zy (1
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Fig. 1 System Model

where x is the transmitted signal, h € C"r X 1 is the subchannel
gain from transmitter to main channel and z,, with variance o2.
Received signal for eavesdropper (Eve channel) is given by,

Ye =gx t+ 2, 2

where g € C" x 1 is the subchannel gain from transmitter to
eavesdropper channel and z, is zero mean circularly symmetric
complex Gaussian noise with variance o%. Now we consider
both the vectors h and g be the sum of magnitudes of complex
Gaussian random variables. Let Q,, and (), are the average
signal to noise ratio (SNR) for different sub channels of main
and eve channel respectively.

In [6], the PDF of Hoyt distribution is given by,

2 (1+qz)27 4
Py = Fode™ vt [y (G2) ,y 2 0 3)
where I, (-)is the zeroth-order modified Bessel function of the
first kind and q is the Hoyt fading parameter ranges from 0 to
1. Q@ and y are average SNR and instantaneous SNR
respectively. The Hoyt distribution spans the range from one-
sided Gaussian fading (¢ = 0) to Rayleigh fading when q = 1.
The v th order modified Bessel function of the first kind can be
written as,

() ~ 2 (4

r(v+1)

Using small argument limit approximation [9], x — 0 for the
zeroth-order modified Bessel function of the first kind can be
approximated as,

Li(x) =1 (5)

Using the approximation (5), the Hoyt distribution given in
(3) can be written as,
(+a?)’y

2y _
P _ (+q )e 2 a20

v = 2L 720 (©)

[II. PROBLEM FORMULATIONS

A. Secrecy Mutual Information

For any discrete memory less channel, the secrecy mutual
information defined as,

Is=1wym) — 1w ye) = Iy —Ig @)

From (1), the mutual information of the main channel is
given by,

Iy = log, (1 +%h” h) = loge(1 + p %, Il by 1) (8)

where py, = Giz, is the transmitted SNR of the main channel.
M

P corresponds to the average transmit signal power. The
channel is power limited in the sense E{|x|?} = P. For different
subchannels i = 1,2,3,...,nz and k = 1,2,3,...,nz are the main
channel and eavesdropper’s channel respectively. Defining r =
YR I hi 12, we haver ~ x4, , where x%,.is the central chi-
square variable with 2ny degree of freedom. Now we consider
the distribution of r for non-identically independent Hoyt
distribution. The probability density function of r for (6) is
given by,

(1+ QO)

(1+08) _~ozam
f) =8 ©)
(Zz 1QM1)

From [7], where Q, =

and Qy = Z 1 Quy; as all the
%)
i=1\ ¢
subchannels have non-identical gains (i.e.q; # q, Qu; # Qp)-
Mutual information of eavesdropper’s channel using (2) is
given by,

Iy = loge (1+ 539"g) = loge(1 +pe B, N g 17)  (10)

wherep, =£2 is the transmitted SNR of the eavesdropper’s
channel. Defining t = Y32, Il gi II2, we have t ~ X3n,» Where
X5n, is the central chi-square variable with 2n; degree of
freedom. The probability density function of t is given by,

(1+w)’e

aW30e (1 1)

(1+W,,) -
2 Wol2e

f@) =

(Zk 102’6)
()
have non-identical gains (i.e.qx # q, Qe # Qo). The secrecy

mutual information of Hoyt fading SIMO channel is given by
using (7), (8) and (10),

where W, = and Q, =¥, Z, Q, as all the subchannels

hth
Is = log, (—i:i’:g},g) (12)

B. Probability Density Function of ly and lg

Using proposition 1 from [3], let v ~ yZ, and probability
density function of v denoted by f(v). Then the probability
density function of I =log,(1+ 6 v) is given by,

m(l) = e—(‘f ‘1) (13)

6

Using (13) and (9), the probability density function of
Iy (main channel) is given by,
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m(ly) = pi(YM elme= Ym(eM-1)) (14)
M
where Yy, = % and ¥y, = 4(01§+an3)¢ Similarly, Using (13) and

(11), the probability density function of Iy (eavesdropper’s
channel) is given by,

m(lg) = pi(YEe’Ee“"E(eIE—l)) (15)
_ (1+wg) _ (1+W02)2
where Y; = W and ¥, = Winor

C. Probability of Positive Secrecy Mutual Information

This section presents an analytical expression for probability
of non-zero secrecy mutual information for Hoyt fading SIMO
channel in presence of an eavesdropper. Invoking independence
between main channel and eavesdropper’s channel, the
probability of existence of a non-zero secrecy mutual
information as,

Pr(ls > 0) = Pr(ly > Ig) = [, [ m(ly) mUg) dlp dly  (16)

From (14)-(16), non-zero secrecy mutual information,
Pr(lg > 0) is given by,

4 q’ng(1+Wo)n} By

pr(l = AR P
s >0 =G @ 5,)

an

where By = Qupu, Be = Qepe, @ = np(1+ QF), and
&= ng(1+ W)

In [8], the authors have shown that there exists a non-zero
secrecy capacity in fading channel even when the
eavesdropper’s channel is statistically better than the main
channel. From our (15), we can obtain special result for
Rayleigh fading SISO channel i.e. ng = 1,ny; = 1and Qy; =
Qy and Qg = Q,, fading parameter g =1 and at least even
when Qi = Qe

Pm

Pr(ls>0) = —2M
s Py + Pe

which is exactly (7) in [3].

D. Secure Outage Probability
Now we will characterize the outage probability

Pout(Rs) = Pr(ls <R;), Rs>0

The significance of the definition is that when the secrecy
rate is set to R, the confidential communication will be ensured
only if Iy < R, otherwise secure transmission of information
will not be guaranteed. From the total probability theorem, we
can get secure outage probability.

Pout(Rs) = Pr (Is < Rg|ly > Ig) Pr(ly > Ig)
+ Pr(ls < Rolly < Ip) Pr(ly < I)
(18)

Now,

Pr (Iyy < Rs + Ig|ly > Ig) Pr(Iy > 1g) = Pr(ly > Ig) —
Iy Sassy mUne) M) dly dlp

and Pr(lg<Rg|ly<Ig) =1 since Iy =0 when I,<Ig
Therefore, (18) can be written as,

Pouwr(R) = 1= [17 [, my) m{U) dlyy dl (19)
The analytical expression of (19) is given by,

BM(I—eRS)

_q o weMi)
Pouc(R) = 1= e (20)
_+ed)md) o _ (a+0d)’ _ (a+wg)’
where p = e M = eqzp, 204 85 =g

From our (20), we can obtain special result for Rayleigh
fading SISO channel ie. nzg=1ng=1and Qy; =
Qu and Qg = Q,, fading parameter ¢ = 1 and at least even
when Qu; = Qep.

eRs—1

— 1 _ M —
Pout(Rs) =1 (pm+peeRs) exp(

) @
which corresponds (9) in [3]. This special result also derived in

(16) in [4].

E. Average Secrecy Mutual Information

This section presents an analytical expression for the average
secrecy mutual information. It is calculated as the average
instantaneous secrecy mutual information over I, and . For
a given Iy, the average secrecy mutual information over Iy is
given by,

(s()) = [} Is m(Ug)dlg (22)
After simplification using (12), (14) and (15), the (22) becomes

2W,
+w@d)

(IS(IM)) =

(I + €% Ei(—65) — e%Ei(—e™5;)) (22a)

o) -t
where exponent integral defines as, Ei(x) = fx ert

The analytical expression of average secrecy mutual
information obtained by using (14) and (22a) is given by,

(Is) = fom(IS(IM)>m(IM)dIM (23)

After simplifications the resultant analytical expression for
the average secrecy mutual information, (Ig) becomes in (24) is

(Is) = ng(1+Q5)
s 2 SynpPu(1+W§)

(35M <2 Ei(=68g — 8y) — Log(—65 — &) +

Log (— m) +2Log (6 + 5}3)) +2 612,'20 ((6M| 0?0))>
(24)
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where Gy (x| Z:)is the Meijer G-function.

IV. NUMERICAL RESULTS

Numerical and analytical simulation results for probability of
non-zero secrecy mutual information, secure outage probability
and average secrecy mutual information are presented in this
section.

A. The Impact of Probability of Non-Zero Secrecy Mutual
Information on SNR of the Main Channel

0

10

— .
17—~ Equafion(16) |
: o Equat‘iou (17)

Probability of Positive
SMIPr (1> 0)

SNR of the Main Channel, P (dB)

Fig. 2 A comparison between Pr(Ig > 0) of (16) and (17) as a
function of py, for selected values of p, with g = 0.5,nz = ng =
2,and Qu; = Qe = 1.

Fig. 2 shows the comparison of numerical (16) and analytical
(17) simulation for probability of non-zero secrecy mutual
information as a function of py,, for selected values of p,and
ng = ng = 2. Matching between the results justifies the
validity of analytical expression. The probability of non-zero
secrecy mutual information increases with the SNR of the main
channel. Also the probability of non-zero secrecy mutual
information decreases with increase in SNR of the
eavesdropper’s channel. The existence of non-zero secrecy
mutual information can be shown from the figure, when the
main channel is degraded (py;, = 0 dB) than eavesdropper’s
channel (p, = 20 dB). So, we can conclude that for a fixed
value of p,, the better the main channel, the larger the
probability of non-zero secrecy mutual information.

B. The Impact of Secure Outage Probability on Both SNR of
the Main Channel and Secrecy Rates

Fig. 3 depicts the comparison of numerical (19) and
analytical (20) simulation for secure outage probability as a
function of SNR of the main channel, p,, for selected values of
SNR of the eavesdropper’s channel, p, with secrecy rate, Ry =
0.1 and the number of receiving antennas for legitimate receiver
is ng = 2. Matching between the results justifies the validity of
analytical expression. We see that the secure outage probability
increases with SNR of the eavesdropper’s channel and decrease
with the SNR of the main channel. So, the observation we

expect is that better the SNR of the main channel, the smaller
the secure outage probability.

10°
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Fig. 3 Numerical and analytical simulation of P, (R,)for selected
values of p, with R¢ = 0.1 and ngp = ng = 2.
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Fig. 4 Numerical and analytical comparison of P, (Rs) versus R for
selected values of p, with py; = —=5dB and ng = ng = 2.

Fig. 4 explains that the secure outage probability as a
function of secrecy rates Rj. If we increase the secrecy rate, the
outage probability of the system is increased. Larger the Ry,
higher the outage probability is. Therefore, by reducing the
secrecy rates, Rgbetter performance of the system can be
achieved.

C. The Impact of Average Secrecy Mutual Information on
Both SNR of the Main Channel and Number of Eavesdropper

In Fig. 5, we plot the average secrecy mutual information,
(I) versus SNR of the main channel, p,,. Matching of results
between (23) and (24) justifies the validity of our analytical
expression. The the average secrecy mutual information, (Is)
increases with the SNR of the main channel p,, and decreases
with SNR of the eavesdropper channel, p,. We can conclude
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that, better the main channel, the larger the average secrecy
mutual information, (Ig).
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Fig. 5 Numerical and analytical simulation of average secrecy mutual
information as a function of py, for selected values of p, with ng =
ng = 2.

V.CONCLUSION

In this paper, we derive analytical expression for the
probability of non-zero secrecy mutual information, secure
outage probability and average secrecy mutual information
over Hoyt fading SIMO channel in presence of an
eavesdropper. We present both numerical simulation and
analytical simulation results. Matching between simulation and
analytical result justifies the validity of analytical expression. It
is observed that in presence of fading when SNR of the
eavesdropper’s channel is better than SNR of the main channel,
the positive secrecy mutual information exists. We found that
the secure outage probability increases with SNR of the
eavesdropper’s channel and decreases with the SNR of the main
channel. Also, larger the secrecy rate, the higher the secure
outage probability. The average secrecy mutual information
increases with SNR of the main channel and decreases with
SNR of the eavesdropper’s channel. We have shown that the
results in [3] correspond to some special cases of our work.
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