
International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:1, No:7, 2007

1968

 

 
Abstract—Image watermarking has proven to be quite an 

efficient tool for the purpose of copyright protection and 
authentication over the last few years. In this paper, a novel image 
watermarking technique in the wavelet domain is suggested and 
tested. To achieve more security and robustness, the proposed 
techniques relies on using two nested watermarks that are embedded 
into the image to be watermarked. A primary watermark in form of a 
PN sequence is first embedded into an image (the secondary 
watermark) before being embedded into the host image. The 
technique is implemented using Daubechies mother wavelets where 
an arbitrary embedding factor α is introduced to improve the 
invisibility and robustness. The proposed technique has been applied 
on several gray scale images where a PSNR of about 60 dB was 
achieved. 
 

Keywords—Image watermarking, Multimedia Security, 
Wavelets, Image Processing.  

I. INTRODUCTION 

HE wide spread of multimedia data throughout the World 
Wide Web has created an urgent need to protect 

intellectual properties against theft, illegal duplication and/or 
manipulation. A watermark is in fact a copyright and 
authentication information in form of a digital image, 
sound,…etc. that is usually hidden in the work to be 
watermarked.  

To watermark a digital image (host image), a signal, mostly 
an image too, is permanently embedded into it. The introduced 
watermark can be considered as an added noise that does not 
greatly affect the quality of the host image. To prove 
authenticity and/or ownership, it should be possible to extract 
the watermark by reversing the sequence of embedding. A 
watermarking technique is called a robust one if it can extract 
the watermark successfully even if the watermarked image has 
been subjected to malicious attacks. However, any attempt to 
remove the embedded watermark should result in destroying 
the watermarked image. On the other hand, a watermarking 
technique is fragile if the   host image distorts and breaks due 
to any attack. Generally, the watermark is hidden in the host 
data in such a way that it is invisible and robust i.e. it can 
withstand many kinds of attacks while being detectable at a 
reasonable quality. Sometimes the watermark is required to be 
fragile, i.e. it breaks easily in response to any attack. 

Moreover, digital watermarks besides providing proofs of 
authenticity; they can convey information about the ownership 

of the image and give the data a unique identity that can be 
used to track or control the image's distribution.  

Recently, many watermarking algorithms have been 
proposed in the literature [1], [2]. Some of them operate either 
in the frequency domain using for example the DCT [3], [4], 
DFT [5] and DWT [6]-[10] or in the spatial domain [11]. 
Since some of the current image compression techniques are 
based on the wavelet domain, such as JPEG2000, DWT-based 
watermarking methods have been researched intensively. 

The algorithm published in [12] performs two–level 
decomposition using the Haar wavelet filters. Pseudo Random 
Noise codes are only added to the large coefficients of the 
high and middle frequency bands of the DWT transformed 
image. Although the watermark was invisible, it proved to be 
fragile against low pass and median filtering. In [13], on the 
other hand, independent component analysis (ICA) is 
combined with DWT and DCT. The approximation of the 
DWT transformed host image is then DCT transformed where 
the watermark is added. The invisible watermark was easy to 
detect through ICA however it was not robust enough to 
survive high pass filtering. 

II. THE SUGGESTED  TECHNIQUE 
An image watermarking algorithm that operates on the 

wavelet domain is suggested here. It features imperceptibility, 
high pay load, robustness as well as fragility. It is based on 
embedding two nested watermarks, rather than a single 
watermark. Such dual image watermarking technique, owing 
to its increased security level, can serve as a means for both 
copyright protection and authentication of intellectual 
properties. 

A primary watermark, in form  of a pseudo random (PN) 
sequence, is first embedded into an image, the  cameraman 
image (secondary watermark), before being added to the host 
image (Lena image). They are both shown in Fig.1 and Fig.2 
respectively. 

The two images are first decomposed using a two level 
Discrete Wavelet Transform (DWT) employing the 'db4' 
mother wavelet.  The obtained approximation and detail sub-
bands of each image are depicted in Fig.3 and Fig.4 
respectively. 

The primary watermark is chosen to be a zero mean PN-
sequence of length 1024 and is arranged in a two- dimensional 
matrix wp(i,j). 
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Fig. 1 Original Lena  Image 
 

 
 

 

Fig. 2 Original Cameraman 
 

 
 

 

Fig. 3 Two-level wavelet decomposition 
of Lena image using ‘db4’ 

                   

 
                 

Fig. 4 Two-level wavelet decomposition 

III. THE EMBEDDING ALGORITHM 
The first stage of the watermark embedding procedure 

involves adding the generated primary watermark, the PN-

Sequence, to the 2nd level DWT horizontal coefficients (LH2) 
of the decomposed secondary watermark, the Cameraman 
image using ‘db4’, according to the following equation: 
 

         w*s
 (i,j) LH2 = ws(i,j) LH2 +αo . wp(i,j)                   (1) 

 
In which wp(i,j) is the primary watermark, while ws(i,j)  and 
w*s(i,j) are the DWT coefficients of the secondary watermark 
and  the watermarked secondary  watermark respectively. The 
factor αo is a weighing factor that is set to 1, in this case, for 
increased robustness against attacks while maintaining at the 
same time an acceptable level of imperceptibility. Apart from 
the 2nd level horizontal coefficients, the rest of the coefficients 
of w*s

 (i,j) and  ws(i,j) remain unchanged. 
The watermarked Secondary watermark, shown in Fig.5, is 

obtained by performing an IDWT on the updated coefficients 
of  w*s(i,j). 
 

 
 

Fig. 5 The watermarked secondary watermark using ‘db4’ 
 

As a distortion metric, the PSNR is considered here to 
measure both the degree of the imperceptibility and the quality 
of the watermarked secondary watermark. It is estimated by 
first calculating the mean squared error MSE (the difference 
between the original image and the watermarked image) 
according to the following equation: 
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from which  the PSNR is calculated  as follows: 
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Giving a  PSNR for the watermarked cameraman image of 
60.1092 dB. 

The second step of the watermarking embedding procedure 
involves adding the approximation and the sub-bands of 
w*s(i,j) to the horizontal, vertical and diagonal 2nd level DWT 
coefficients 
(I1(i,j)LH2, I1(i,j)HL2, I1(i,j)HH2) of the original Lena image to 
obtain the dual watermarked Lena image I’(I,j) according to 
the following equations: 
 

I'(i,j)LH2=I1(i,j) LH2+α.w*s(i=[1:
3
M ],  j=[1:

3
N ])              (4) 

I'(i,j)HL2=I1(i,j)HL2+α.ws(i=[
3

M +1: 
3

2M ],j=[
3
N +1: 

3
2N ])    (5) 

I'(i,j)HH2=I1(i,j)HH2+α . w*s(i=[
3

2M +1: M] ,  j=[
3

2N +1:N]) (6) 
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in which α, as before, is a  scaling factor that is introduced to 
guarantee invisibility of the watermark. It is set here to 0.005 
in order to maintain an acceptable PSNR, reasonable 
imperceptibility as well as an acceptable degree of robustness. 

Finally, applying an IDWT to the updated coefficients of 
I'(i,j), the Dual Watermarked Lena Image is obtained as 
shown in Fig. 6. 

To evaluate the quality of the image, the PSNR was 
calculated and was found to be 58.2919dB. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 6 The dual watermarked Lena image using ‘db4’ 

IV. WATERMARK DETECTION 
In order to prove ownership of a gray-level image such as 

Lena image, the primary watermark (the PN-Sequence) should 
be detected. Anyone who just succeeds in extracting the 
secondary watermark, here the Cameraman image, can not 
claim ownership unless he extracts the primary watermark, 
namely, the embedded PN sequence. 

To extract the secondary watermark, both the original and 
the watermarked Lena images undergo two level DWT 
decomposition. Knowing α, the DWT coefficients of the 
secondary watermark  )j,i(w'*

s  are extracted according to the 
following equations: 

      w'*s(i=[1:
3

M ],j=[1:
3
N ]) =  
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Applying the IDWT to the resulting coefficients, the 
watermarked cameraman image, shown in Fig. 7, can be 
extracted. The measured PSNR was 11.1527 dB which 
reflects very low level of imperceptibility and noticeable 
distortion as can be seen in Fig. 7. 
 

 
 

Fig. 7 Extracted watermarked cameraman 
 

The primary watermark wp is then extracted by subtracting 
the second level horizontal DWT coefficients of the original 
cameraman image from their corresponding coefficients in the 
watermarked cameraman. The resulting sequence is then 
correlated with the other 25 generated PN sequences of  the 
same length. A distinguished peak should be pronounced at 
the specific sequence used as a watermark, here sequence 
number 10 out of 25 sequences as depicted in Fig. 8. 
 

 
 

Fig. 8 Detection of the primary watermark 
    

Although the secondary watermark seems to be severely 
distorted, the suggested technique succeeds in detecting  the 
primary watermark. 

V. USING THE MOTHER WAVELET ‘DB1’ 
Aiming at improving the obtainable PSNR of the extracted 

secondary watermark, the mother wavelet 'db1' has been tried 
to replace 'db4'.  

 In wavelet decomposition and reconstruction using 'db4', 
decimation/interpolation is done using fractional numbers, the 
fact that results in a respectful truncation error. Using 'db1', on 
the other hand, does greatly reduce such errors since it 
decimates/interpolates exactly by an integer, mostly 2.  

Both the host (Lena) and the secondary watermark 
(cameraman) images are decomposed into a 2-level DWT 
using ‘db1’. The primary watermark (again a PN sequence of 
length 1024) is then added to the horizontal coefficients of the 
2nd level DWT of the secondary watermark. The watermarked 
cameraman can then be obtained, as before, by taking the 
IDWT of the updated DWT coefficients.  
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The second step is embedding the DWT coefficients of the 
cameraman into the DWT coefficients of the host (Lena) 
image in exactly the same way as was done using ‘db4’. The 
obtained watermarked Lena image was found to have a PSNR 
of 57.9938dB which is very close to that obtained when using 
‘db4’. 

The advantage of using the mother wavelet ‘db1’ is evident 
in the process of watermark detection. 

The extracted cameraman image, shown in Fig. 9, has a 
PSNR of 18.0962 dB which is better than that obtained using 
‘db4’. Moreover, the primary watermark when detected by 
correlating the extracted coefficients from the secondary 
watermark, as mentioned before, with other PN sequences 
having the same length showed a better peak as depicted in 
Fig.10. 
 

 
 

Fig. 9 The extracted secondary 
 watermark using ‘db1’ 

 

 
 

Fig. 10 Detecting the primary watermark (‘db1’) 
 

Applying the same algorithm, using ‘db1’, on several test 
images, the algorithm succeeds in extracting the secondary 
watermark and detecting the primary one as previously shown 
in case of the Lena image yet at a slightly different PSNR as 
shown in Fig. 11.  

Any attack that aims at removing the embedded watermark 
by modifying the pixel values of the watermarked image; 
should make it difficult to detect the presence of the 
watermark. There is no such system that will remain robust 
against all kind of attacks. Every watermarking technique is 
robust within certain limits and boundaries. 

 
 
 

 
 
 
 
 
 
 
 
 

PSNR=57.6890                        PSNR=58.2883 
 
 
 
 
 
 
 
 
 
 

PSNR=58.5028                     PSNR=58.5380 
 
 
 
 
 
 
 
 
 
 
 

PSNR=58.7121                    PSNR=58.8149 
 

A.  

VI. TESTING THE ALGORITHM 
    To check the efficiency of the suggested dual 

watermarking algorithm, the Lena image was dual 
watermarked then subjected to several attacks such as: 
Bidirectional change in the luminance, low pass filtering at 
different cut off frequencies ωc, JPEG compression and multi-
threshold wavelet compression (MTWC). 

The results, summarized in Table I, demonstrate that the 
proposed algorithm combines both fragility and robustness at 
the same time. In particular, the results indicates that when a 
watermarked image is altered through any attack, the 
secondary watermark which is a fragile watermark breaks 
very easily and its PSNR falls below the value to be expected 
under no attack, equal to 18.0962 dB. This change in the value 
of the PSNR could be used as a mean of authenticity 
indicating whether an image under suspicion is an original one 
or not. On the other hand, the detection of the primary 
watermark which is the robust watermark could be used for 
copyright protection in order to prove ownership of images.  

Fig. 11 Different test images with their PSNR 
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VII. CONCLUSION 
A novel dual image watermarking technique combining 

both robustness and fragility is suggested and tested. The 
technique succeeded in surviving several attacks where it was 
possible to detect the primary watermark in most cases even if 
the secondary watermark is severely distorted.    Moreover, 

The Daubechies mother wavelet ‘db1’ was found to 
outperform the ‘db4’ mother wavelet concerning the PSNR of 
the extracted secondary watermark. In addition, the 
correlation result for detecting the primary watermark showed 
a more pronounced peak while the PSNR of the watermarked 
image remains almost the same. 

  
 

TABLE I 
RESULTS DUE TO DIFFERENT KINDS OF ATTACKS ON THE WATERMARKED IMAGE

Type of Attack 

PSNR of the 

Watermarked  

Host Image 

PSNR of Extracted 

Secondary Watermark 

Detected  

Primary 

Watermark 

+25 % Luminance 11.4661 dB -65.5974 dB YES 

 -5 % Luminance 24.1118 dB -56.4952 dB YES 

JPEG Compression (Q=85) 39.3974 dB -58.5164 dB YES 

MTW C  (Threshold=2 ,1st  level sub-bands) 47.7124 dB -53.049 dB YES 

MTW C (Threshold=10, 1st level sub-bands) 40.3153 dB -53.0419 dB YES 

MTW C (Threshold=2, all sub-bands) 47.2261 dB -54.0609 dB YES 

MTW C ( Threshold=10, all sub-bands 37.3014 dB -65.6453 dB NO 

LPF, ωc =0.9 39.4172 dB -53.5948 dB YES 

LPF, ωc =0.6 32.7925 dB -68.2604 dB YES 

LPF, ωc =0.5 30.9787 dB -73.3259 dB YES 
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