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Abstract—A peer-to-peer storage system has challenges like;
peer availability, data protection, churn rate. To address these
challenges different redundancy, replacement and repair schemes are
used. This paper presents a hybrid scheme of redundancy using
replication and erasure coding. We calculate and compare the
storage, access, and maintenance costs of our proposed scheme with
existing redundancy schemes. For realistic behaviour of peers a trace
of live peer-to-peer system is used. The effect of different replication,
and repair schemes are also shown. The proposed hybrid scheme
performs better than existing double coding hybrid scheme in all
metrics and have an improved maintenance cost than hierarchical
codes.
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1. INTRODUCTION

NITIAL work done in the area of peer-to-peer networks was

related to file sharing which led to the creation of other
applications related to distributed storage and Voice-over-Ip.
The main issue of any peer-to-peer system is of unreliable
peers and churn — joining and leaving of peers. Since data
availability is much more important concept in case of a peer-
to-peer storage system. The issue of unreliable peers and
churn is much more important to address in a peer-to-peer
storage system, as compared to other peer-to-peer systems. To
solve this issue, data redundancy is used. Two main schemes
of data redundancy are replication and erasure coding.
Replication simply copies an object onto multiple peers and
needs only one of the peers to be online to access the object.
On the other hand, erasure coding breaks a single object, such
as a file, into m chunks; then, an additional n — m parity
objects are added to it to make it a total of n chunks. Erasure
coding must retrieve data from at least m different peers out of
n to re-construct the object. One simple hybrid scheme
presented in [1], [2] uses replication to replicate the original
file on one peer along with erasure coded chunks on other
peers. The second hybrid scheme presented in [6] makes two
copies of every erasure coded chunk to make a total of 2n
chunks.

Studies like [3]-[5] compare the two schemes theoretically
and claim that erasure coding is more feasible but [6] shows
that erasure coding has its own disadvantages in terms of
maintenance cost (Bandwidth cost to maintain the
system/availability). References [1], [2] compare hybrid
scheme and regenerating codes and the results show that
regenerating codes perform better than the simple hybrid
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scheme only with a stable environment with very high peers’
availability. A stable environment with high peer availability
is not a common case in terms of p2p storage application.

In this work, we compare replication, erasure coding and
hybrid schemes using live trace of a peer-to-peer system on
the basis of storage, maintenance and access cost. The effect
of different replacement and repair schemes are also
presented. Further we compare our proposed scheme with
existing hybrid schemes. The results of hierarchal codes [7]
are compared with the results of our proposed scheme.

Since, a simulation of peer availability does not show the
accurate results because of the random behaviour of peers. So,
the experiments are performed on traces of a live peer-to-peer
network.

The paper is organised as follows: Section II describes the
related work, Section III explains the redundancy schemes
used, Section IV gives the results and Section V explains the
conclusion.

II. RELATED WORK

A peer-to-peer storage system is greatly affected by the
redundancy, replacement and repair schemes used. These
schemes describe how to make data redundant and maintain
the redundancy. Data redundancy is a very important issue in
the field of storage systems. There are mainly two ways of
doing data redundancy, replication and erasure coding.
Replication is the simplest of the technique which simply a
file onto multiple locations. Many p2p storage systems [8] —
[10] wuse replication as redundancy scheme. Different
variations of replication exist which replicate a file completely
or in chunks. Reference [11] uses erasure coding to make data
redundant. Replacement and repair schemes controls how and
when to repair the redundant data. These schemes are
evaluated using trace of p2p systems as done in [1], [6] or by
simulating a model of peers as done in [2]. Studies like [3]-[5]
compare replication and erasure coding on the basis of data
availability and storage cost. References [1], [2] compare
redundancy schemes on maintenance cost as well. Williams et
al. [12] also uses access cost as a metric to compare
redundancy schemes.

Redundancy schemes can be classified into two categories;
replication and erasure coding. Replication is fairly simple but
erasure coding can be done using different techniques, the
main schemes are: 1) MDS codes, 2) LDPC Codes, 3) RC
codes and 4) Hierarchal codes. Maximum Distance Separable
(MDS) are the codes which allow (n) fault tolerant nodes
where (n) is the number of coding nodes. Example of MDS
codes are EVENODD [13] and X-Code [14], in these schemes
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k is set to be equal to 2. For values of k greater than 2, erasure
coding on Galois Fields are used and is the basis of Reed-
Solomon codes [15]. There are many implementations of
Reed-Solomon codes such as [16]-[18] which provide parity
objects greater than 2 but they have a cost in terms of high
computational complexity. To decrease the complexity of
generating codes, Tornado Codes [19] and LT Codes [20] are
proposed by Luby et al., these techniques are the type of
LPDC codes. Studies like [1], [2] have used hybrid scheme
which uses both erasure coding and replication to have the
pros of both schemes. Reference [1] gives a new coding
technique, named Regenerating codes and claims that RC
proves to better in terms on maintenance cost in a very stable
environment but performs slightly worse than simple hybrid
scheme in an unstable environment with low peers’
availability. Reference [2] proves that hybrid schemes
performs as good as Regenerating Codes. Reference [7]
presents hierarchal codes and proves to be better than standard
Reed Solomon codes in terms of maintenance.

III. REDUNDANCY SCHEMES

Replication is the simplest redundancy scheme in which
data is replicated completely or partially on multiple peers.
Erasure Coding, creates m chunks by partitioning the original
data and then creates k parity chunks to have a total of n
(m+k) chunks, data can be recovered using any of the m
chunks from n. Erasure coding has high maintenance cost that
is why many researchers have used and compared Hybrid
scheme. In simple hybrid scheme [1], [2] erasure coding and
replication are combined by replicating the complete file on a
single peer (primary copy) and then using erasure coding to
create chunks of data including both data chunks and parity
chunks and transferring them onto to other peers. Fig. 1 shows
the architecture of this scheme.

n

Fig. 1 Architecture of Hybrid Scheme
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The double coding scheme presented in [2] stores each of
the n (m+k) chunks on two different nodes so it needs a total
of 2n peers to store the data. Simple hybrid scheme has
security concern as complete data is stored on an ordinary
peer, whereas double coding scheme seems to have high
storage cost. The 2Rhybrid scheme proposed in this paper also
replicates the n chunks created by erasure coding but not using
n additional peers but replicates them on only 2 peers.
2Rhybrid scheme requires n+2 peers. The concept of this
scheme is when you have ‘n’ data chunks taken from erasure

coding, transfer half of them on to a single peer (P1) and the
other half on peer (P2). This way no peer has the complete
data, they do not have part of the complete data. P1 and P2
would have only erasure coded chunks, which cannot be
transformed into the actual data until they have ‘m’ chunks.
This schemes works when m >(m+k)/2, which is the usual
case. Fig. 2 demonstrates the architecture of this scheme.

“

Fig. 2 Architecture of 2RHybrid: Each block represents a node
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Decoding of erasure coding requires data from any ‘m’
chunks, without hybrid scheme ‘m’ chunks are stored on ‘m’
different peers. We have used two lazy schemes to repair data,
one is time based which repairs a peer if a peer stays dead for
an hour. The other scheme repairs have a fixed number of
peers storing same file go offline. In hybrid scheme if the peer
storing the complete file is online then the complete data is
recovered from there, and parts of data are sent to peers who
have lost the data. In double coding, if a peer (b) needs to be
repaired then the other peer which stores the replica of the data
on peer (b) is used to repair that data. If two peers storing the
same chunk of a file go offline, then data from m peers have to
be accessed. In 2Rhybrid scheme, if a peer has to be repaired,
the peer storing the relevant primary copy is pinged, if that is
available then the data is accessed from there, if not then
complete data is accessed using other primary copy if it is
available, otherwise m peers have to be pinged to get complete
data.

IV. EXPERIMENTAL WORK

A simulated model of peers cannot exhibit the random
behavior of peers so we have used KAD [21] trace of peers.
An important metric that is used throughout the thesis is
stretch. Stretch is defined as the total data stored on the peer-
to-peer network against the total data of user. For example, if
every data of user is replicated twice then the stretch value is
2.

stretch =total Data Stored/total user data

In this paper, the data availability is set to 99.99% and
corresponding stretch, churn cost and access cost are
computed using different redundancy, replacement and repair
schemes.
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Fig. 3 Stretch required for replication and erasure coding

A. Stretch Required

The appropriate stretch level required for both replication
and erasure coding is shown in Fig. 3. The settings for both
the schemes are described below.

1. Replication

Replication scheme is first used for data redundancy and the
appropriate replication is found for different time out schemes.
We have used a lazy repair policy (time based), which
replaces a peer with another peer with a random peer when a
peer is offline for more than an hour, results are also
calculated for the case when a peer remains offline for
consecutive 24 hours. Time hour of 1 is fairly strict, as peers
keep leaving and joining the system. Whereas, time hour of 24
hours seems more realistic in a peer-to-peer network. Both
settings have their own advantages and disadvantages. Lower
value of time in Fig. 3 results in smaller stretch value but
increases churn cost as more peers are replaced than higher
time hour. Peers are replaced randomly in both cases. The
stretch level shown in Fig. 3 is for data availability of 99.99%.

2. Erasure Coding:

For erasure coding, each data file is divided into 7 chunks
and additional parity chunks are then added to make total of n
chunks. So, for the results ‘m” was set to 7. For time interval
of 1 hour, the appropriate stretch value is 1.72. It means that
for every 1 unit of user data we have to store 1.72 unit of data.
The unit can be a bit, byte or terabyte. For m =7 n would be
equal to 1.72*%7 = 12. Each data file is partitioned into 7
chunks and then an additional 5 parity chunks are added to
make it a total of 12 chunks.

Erasure coding is surely a better technique of data
redundancy as it requires a significant less amount of stretch
to give same level of data availability.

B. Churn Cost

In a peer-to-peer network, churn is defined as the joining
and leaving of peers in the network. In the experimental work
churn cost is defined as the percentage of total user data
transferred per hour to ensure the availability of 99.99%.

When a peer storing some data leaves the network that data
has to be transferred to other peers to ensure the availability of
data. The continuous joining and leaving of peers cost both in
computational (in case of erasure coding) and bandwidth
required to recreate data to transfer it to new peers. Fig. 4
shows the churn cost of replication, erasure coding, SHS,
double coding and 2RH schemes with data availability set to
99.99% and time out of 1 hour is used as repair scheme and
random replication is done for the dead peers.

Churn cost of 0.1 means that 10% of user data is transferred
per hour in the network to maintain the required availability. It
is clearly visible that churn cost of erasure coding is much
greater than replication, the reason for that is that erasure
coding stores a piece of data on more peers as compared to
replication. In this instance, replication stored each file on 4
peers, and erasure coding stored each file on 12 peers.

Whenever a peer goes offline in case of replication or in
case of erasure coding, the amount of data transferred is same,
since erasure coding needs complete data to create a new
chunk. As erasure coding stores a file on 12 peers, so more
replacements had to be made in this scenario, than replication
which stored a file on 4 peers. The churn cost of hybrid
scheme (SHS) is much less than erasure coding and is even
less than replication, the reason of that is that only 1 peer
stores the complete file, so the complete file has to be
transferred only when the peer storing the complete file is to
be replaced, which in this case is only 1 peer as compared to 4
in replication and 12 in erasure coding. As long as the peer
storing the complete file is available, churn cost of only 1/7
(0.14) has to be paid for the rest of peers.

SHS has a great issue of security as one peer has the
complete data. Because of this reason we have used 2RH
scheme. In 2RHybrid scheme stretch remains same as SHS
because in 2RHybrid scheme the availability gets over 99.99%
with the same value of n; therefore, n was reduced to 9 in this
case. The churn cost of 2Rhybrid scheme is a little greater of
simple hybrid scheme. The reason of that is that the complete
data is now divided onto two peers. This can be explained
using an example. Referring to Fig. 2, if d1 and d2 both goes
offline, they now need both pl and p2 to be online to have a
churn cost of 0.142 each. As the probability of pl and p2
being alone together is less than only pl being online so the
churn cost increases. The result shows that 2RH scheme is a
better scheme than double coding in terms on churn cost and
stretch, the reason of this is that in double coding, complete
data has to be transferred on ever pair storing the same chunk
getting offline and there are 11 pairs. In 2RH scheme complete
data has to be transferred in only one case when both primary
copies go offline. 2RHbyrid gives more than 70%
improvement over Erasure Coding in maintenance which is
much better than the 19% improvement made by Hierarchal
codes presented in [7]. It gives an idea of the improvement
made by our proposed scheme.
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Fig. 4 Churn Cost of All Schemes

C. Access Cost

Access cost is another important feature in a peer-to-peer
network, it defines the cost of accessing a data piece. Access
cost is the number of pings required before the complete data
can be fetched. Since in replication the complete file is placed
at a peer, so mostly only 1 ping is required to get the data.
Whereas, in erasure coding a peer stores only a part of the
complete file and hence at least m pings are required to access
the peers and to access the data. In this experiment the value
of mis 7. So, in a scenario where peers’ availability is 100 %
and m is set to 7, replication require has to access only 1 peer
to fetch the data whereas, erasure coding requires to access 7
peers to get the complete data. Therefore, in Fig. 5, it can be
clearly seen that erasure coding has to access much more peers
than replication.

The access cost of hybrid scheme is also much less than
erasure coding, because if the peer storing the complete file is
available then access cost of only 1 had to be paid. The access
cost of hybrid is a little greater than replication because if the
peer storing the complete file was not online then at least 7
peers had to be accessed. But since, time out scheme of 1 hour
was used so that peer was mostly online. The access cost of
2Rhybrid scheme is greater than simple hybrid scheme,
because the minimum access cost is now 2 instead of 1. Also
both peers being online at the same time is less likely than
only one being online. In Fig. 5, it is clear that 2RH scheme is
much better than 2dcoding as in 2dcoding in ideal situation
min access cost is m, as m different peers have to be accessed
whereas in ideal situation, churn cost of 2RH is 2.
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Fig. 5 Access Cost of All Schemes
Discussion

All the schemes mentioned above have their own pros and
cons. 2RH scheme proves to be the best possible variation
among all.

D. Replacement Scheme

All the experiments discussed above are performed using
random replacement scheme, but there are many other
techniques of replacement. One of those techniques ‘highest
up count’ is used to see the effects on churn cost and access
cost. In highest up count, after the random initial selection of
core group, all the peers in the general group are pinged after
every 5 minutes to see if they are alive or not.

If a peer is alive, it’s up count is increased by 1.
Replacement is made with the peer which has the highest up
count in the general population and is online at that time. The
effect on churn and access cost are discussed below.

1. Churn Cost

Highest up count replacement technique really shows
promising results in case of churn cost, especially in erasure
coding as it has more room for improvement. The main reason
for such improvement is that the peers selected as replacement
peers remain online for much longer time than other peers, so
they go less offline so much less replacements has to be done.
As number of replacements has direct effect on the churn cost
so the decrease in number of replacements decreased the churn
cost. The problem with this technique is that more data will be
stored on good peers, as in a peer-to-peer storage system there
has to be a limit on the amount of data stored on each peer. So,
that limit has should be consider when using this scheme, but
still the results would still be better than random replacement
scheme.

2. Access Cost

The access cost also decreases but not as much as the churn
cost. The reason of that is that there was not much room for
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improvement, erasure coding has a minimum access cost of 7,  storing a file are not offline, and 20% in case of erasure
so the maximum improvement could only be 0.406 in case of  coding. The effects are shown in Figs. §, 9.
erasure coding. Peers stay online for longer time, so the first 7

& Y g 1. Churn Cost

peers which were accessed by the system are mostly online so ] ]
In this technique, much less replacements are made because

the access cost is much closer to 7 by using highest up count i
technique in erasure coding. Same effects can be seen in there are many cases where 1 or 2 peers go offline for an hour
but come online again, if time out policy of hour is used then

replication. Because of high peer availability in the case of A h o
Highest Up Count scheme for replacement, stretch can also be replication will occur and hence churn cost will increase. The
current scheme does not perform replication until it is

reduced. This effect is not calculated but the increased in data

availability because of this scheme is show in the last section. ~ N€cessary.

0.34
o 0.31 0.32
0.32 03 —
03 0.28 —
0.28 0.26 —
0.26 0.24 ——
0.24 % 0.22 —
L 022 S o2 —
é 0.2 c 0.18 ——
< 0.18 0.15 E 0.16 ——
5 0.16 © 0.14 011 —
S 014 0.12 — T —
0.12 011 01 - —
0.1 0.08 —
0.08 0.06 —
0.06 0-05 0.04 —|
0.04 0.02 —-

0.02 0

0 Replication Erasure Coding
Replication Erasure Coding 81 hour repair W Offline peer repair
B Random Replacement M Highest Up Count

Fig. 8 Churn Cost of Replication & Erasure Coding with 1 Hour
Time and Offline Peers
Fig. 6 Churn Cost of Replication & Erasure Coding with Random
Replacement and Highest Up count replacement

8 7.406 7.46
7.5
3 7
75 7408 5107 6.5
7 6
6.5 5.5
6 % 5
.55 Sas
& S ﬁ 4
O 45 835
A 4 < 3
835
o 7 2.5
< 3
25 2
2 1.5 1.04 1.06
1.5 1.04 1.01 1
1 0.5
0 Replication Erasure Coding
Replication Erasure Coding

BRandom Replacement M Highest Up Count B1 hour repair W Offline peer repair

Fig. 9 Access Cost of Replication & Erasure Coding with 1 Hour

Fig. 7 Access Cost of Replication & Erasure Coding with Random ; -
Time and Offline Peers

Replacement and Highest Up count replacement

E. Repair Policy 2. Access Cost
The access cost increased a little, which is pretty

To see the effect of the repair policy on churn and access ; ’
understandable because there are much more cases in which

cost another lazy approach is used. In this repair policy
replacement is not done for replication until 50% of peers
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some of the peers storing a file are offline and they are not
replaced. So, access cost does increase in this repair policy.

F. Data Availability

The better techniques of replacement and repair not only
helps with access cost and churn cost but it also increases the
data availability. Fig. 10 shows the increase in data availability
in case of highest up count and repair done based on peer
availability. The increased in availability shows that the
stretch value can be reduced to get the required availability of
99.99%.
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Fig. 10 Minimum Average Availability of Data

V. CONCLUSION

This work has endeavored to find the best way of applying
redundancy and maintenance which would provide high data
availability with low maintenance and access cost. Our work
focused on different schemes of applying data redundancy and
tested them on storage, maintenance and access cost. The
results show that in an unstable peer-to-peer environment with
low peer availability our proposed hybrid scheme proves to be
better in every metric than double coding and less
maintenance cost than hierarchal codes. The proposed hybrid
scheme has less storage cost than erasure coding. 2RH scheme
also solves the security issue of simple hybrid scheme. 2RH
scheme proves to be more feasible choice than the previous
redundancy schemes.
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