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Abstract—Image watermarking has become an important tool for
intellectual property protection and authentication. In this paper a
watermarking technique is suggested that incorporates two
watermarks in a host image for improved protection and robustness.
A watermark, in form of a PN sequence (will be called the secondary
watermark), is embedded in the wavelet domain of a primary
watermark before being embedded in the host image. The technique
has been tested using Lena image as a host and the camera man as
the primary watermark. The embedded PN sequence was detectable
through correlation among other five sequences where a PSNR of
44,1065 dB was measured. Furthermore, to test the robustness of the
technique, the watermarked image was exposed to four types of
attacks, namely compression, low pass filtering, salt and pepper noise
and luminance change. In all cases the secondary watermark was
easy to detect even when the primary one is severely distorted.
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[. INTRODUCTION

HE large-scale communication of multimedia data has

created a pressing need to protect digital information
against illegal duplication and manipulation. Digital
watermarking addresses the growing concerns of theft and
tampering through the use of advanced signal processing
strategies to embed copyright and authentication information
within media content.

A digital image watermark is a signal permanently
embedded into a digital image that can be detected or
extracted later by means of some operations for authentication
purposes. The hidden watermark should be inseparable from
the host image, robust enough to resist any manipulations
while preserving the image quality. Thus through
watermarking, intellectual properties remains accessible while
being permanently marked.

For any watermarking technique to be valid, it must satisfy
three important requirements namely: perceptual invisibility,
robustness against various image processing attacks, as well
as security.
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Recently, many watermarking algorithms have been proposed
in the literature [1], [2]. Some of them operate either in the
frequency domain using for example the DCT [3], [4], DFT
[5] and DWT [6]-[10] or in the spatial domain [11]. Since
some of the current image compression techniques are based
on the wavelet domain, such as JPEG2000, DWT-based
watermarking methods have been researched intensively.

The algorithm published in [12] performs two—level
decomposition using the Haar wavelet filters. Pseudo Random
Noise codes are only added to the large coefficients of the
high and middle frequency bands of the DWT transformed
image. Although the watermark was invisible, it proved to be
fragile against low pass and median filtering. In [13], on the
other hand, independent component analysis (ICA) is
combined with DWT and DCT. The approximation of the
DWT transformed host image is then DCT transformed where
the watermark is added. The invisible watermark was easy to
detect through ICA however it was not robust enough to
survive high pass filtering.

II. THE SUGGESTED ALGORITHM

The original gray-scale 256*256 image of Lena (host
image) shown in Fig.4 and the resized 110*110 Camera man
(primary watermark) image shown in Fig.2 are each
decomposed into 2 resolution levels using Daubechies-4 filter
as shown in Fig.1.
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Fig.1 Decomposition into 2 resolution levels using DWT

A Pseudo Random Noise (PN) Sequence w,(i,j) (secondary
watermark) having a length of 1024 bits and zero mean is
generated and added to the horizontal coefficients (HL2) of
the decomposed primary watermark image according to (1).

wi(ij) = L(ij) + wiij) ..o 1)
With 7,(i,j) and w;(ij) representing the DWT coefficients of
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the primary watermark and
watermark respectively.

The resulting w;(i,j) coefficients are then added to the
horizontal, vertical and diagonal DWT coefficients (HL2,
LH2, HH2) of the original Lena image according to (2).

I'Gj)=L(j)+0 . wi(ij) «oovevenene.. 2)
In which /,(ij) is representing the DWT coefficients of the
original Lena image, ['(ij) is the watermarked DWT
coefficients of the original Lena image and a is a scaling
factor that is usually used to adjust the invisibility of the
watermark, here is set to 0.0001.

Finally, applying the IDWT to w;(i,j) and I'(i.j) we can get
the watermarked primary watermark image and the
watermarked Lena image as shown in Fig. 3 and Fig. 5
respectively.

the watermarked primary

0o o i A
20040 /OEADNN
Fig.2 Primary Watermark Fig.3 Watermarked Primary
Watermark
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Fig.5 watermarked Lena

III. THE DETECTING STRATEGY

To detect the PN Sequence, a 2 level DWT is applied to the
watermarked Lena image to obtain /'(i,j). Knowing the key a
and the 2 levels DWT transformed original Lena image /,(i,j),
the watermarked camera man DWT coefficients can be
extracted using (3).

T
wl(i,j)=w 3)

Cross correlating the watermarked primary watermark and
other generated watermark codes including, the embedded PN
sequence in one of the watermark codes, w,(i,j) can be easily
detected as shown in Fig. 6.
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Fig.6 Detected Secondary Watermark

IV. EXPERIMENTAL RESULTS

To judge the performance of the proposed technique it has
been extensively applied to various standard images and
attempting different kind of attacks.

The secondary watermark was still detectable even when
multi threshold DWT compression technique was applied on
the watermarked Lena image, shown in Fig. 7. The
corresponding correlation result is diagramed in Fig. 8.
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Fig.7 Compressed Watermarked Lena
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Fig.8 Detected Secondary Watermark

Furthermore, the secondary watermark was still detectable
when the watermarked Lena image was subject to Low Pass
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Filtering, shown in Fig. 9 using a Kaiser FIR filter of length

71. The obtained correlation result is demonstrated in Fig. 10.
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Fig.9 Low Pass Filtered Watermarked Lena
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Fig.11 Watermarked Lena subjected to Salt and Pepper Noise
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Fig. 12 Median Filtered Watermarked Noisy Lena
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Fig.10 Detected Secondary Watermark
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Fig.13 Detected Secondary Watermark

When the watermarked Lena image was attacked by a 5 %

salt and pepper noise density as shown in Fig. 11 and which
was filtered using a third order median filter as shown in Fig.
12, the secondary watermark was still detectable as illustrated

in Fig. 13.

Finally, subjecting the watermarked Lena image to a 15 %
bi- directional change in the luminance, as shown in Fig. 14
and Fig. 16, the secondary watermark was still detectable as
demonstrated in Fig. 15 and Fig. 17.
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Fig. 14
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V. CONCLUSION

In this paper, a dual watermarking technique in the DWT

domain is suggested and implemented using the MATLAB
software. The measured performance of the technique proves
its robustness against several kinds of attacks. Hence it can
serve as a good means to prove the authenticity and ownership
of intellectual properties and it can also detect any alteration
or modification by any illicit user since the correlation peak
that corresponds to the presence of the secondary watermark
differs every time the watermarked picture is exposed to a
different attack as illustrated in the experimental results.

Watermarked Lena after being subjected to an
Increase in the Luminance
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Fig. 15 Detected Secondary Watermark
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Fig. 16 Watermarked Lena after being subjected to a Decrease
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Fig.17 Detected Secondary Watermark
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