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 
Abstract—The advent of the Internet, mobile devices and social 

media is revolutionizing the experience of retail customers by linking 
multiple sources through various channels. Omnichannel retailing is a 
retailing that combines multiple channels to allow customers to 
seamlessly leverage all the distribution information online and offline 
while shopping. Therefore, today data are an asset more critical than 
ever for all organizations. Nonetheless, because of its heterogeneity 
through platforms, developers are currently facing difficulties in 
dealing with personal data. Considering the possibilities of 
omnichannel communication, this paper presents channel 
categorization that could enhance the customer experience of 
omnichannel center called hyper center. The purpose of this paper is 
fundamentally to describe the connection between the omnichannel 
hyper center and the customer, with particular attention to privacy 
protection. The first phase was finding the most appropriate channels 
of communication for hyper center. Consequently, a selection of 
widely used communication channels has been identified and 
analyzed with regard to the effect requirements for optimizing user 
experience. The evaluation criteria are divided into 3 groups: general, 
user profile and channel options. For each criterion the weight of 
importance for omnichannel communication was defined. The most 
important thing was to consider how the hyper center can make user 
identification while respecting the privacy protection requirements. 
The study carried out also shows what customer experience across 
digital networks would look like, based on an omnichannel approach 
owing to privacy protection principles.  

 
Keywords—Personal data, privacy protection, omnichannel 

communication, retail. 

I. INTRODUCTION 

ODAY, it is unthinkable to provide a service without a 
contact center through which provider can increase the 

customer's satisfaction with the service. The communication 
between the agent and the customers in the contact center has 
become two-way, and with the development of information 
and communication technology, the era of using and involving 
multiple channels of communication (chat, e-mail, SMS, etc.) 
begins. Personal data provide the opportunity for many 
different types of applications that could improve the lives of 
people by deep personalization, personal well-being 
management tools, and identity building services [1].  

M-commerce will expand in the years ahead as e-commerce 
expands into a greater portion of total U.S. retail sales. M-
commerce accounted for more than a fifth of all e-commerce 
in 2019-more than doubling since 2015. Business Insider 
Intelligence [2] estimates that m-commerce value will increase 
to $488.0 billion by 2024, or 44% of e-commerce. There are 
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two primary tools behind the change of m-commerce: 
smartphones and tablets. 

Some 47% of EU enterprises used at least one type of social 
media in 2017. Furthermore, between 2013 and 2017, EU 
enterprises using social media for marketing purposes 
increased from 22% to 40%, for communicating with 
customers increased from 15% to 27% and for recruiting 
employees increased from 9% to 23%. [3]. Social media 
enable innovative and effective ways of socializing with 
others, working together, and transacting services and 
products online. With the advent of social media, Internet 
sociability gradually moved away from private networks and 
anonymous platforms, and opened up to multiple, broad 
results of personality and profile-based experiences [4]. In 
other hand, abuse of information entrusted can result in a 
variety of privacy violations and trust concerns for social 
media users. There are several trends happening with social 
media that could surface in 2020. One of them is standing up 
for privacy and reducing the sharing of information with third 
parties (paywall) that resell data [5]. Recent announcements 
by major organizations of data and privacy breaches may have 
increased privacy concerns for costumers and impaired 
costumer confidence in these organizations. 

A deeper theoretical understanding of costumers - including 
their goal orientations and underlying processes involved in 
decision-making - would greatly facilitate researchers and 
practitioners in understanding costumers and their privacy 
decisions [6]. The rapid development of new technologies 
creates new opportunities and challenges for communication 
as the line between online and physical channels is blurred, a 
new approach to channel integration is emerging - the 
omnichannel [7]. Of course, not all channels have the same 
potential, so it is necessary to define channel evaluation 
criteria according to privacy protection. This paper introduced 
identification and categorization on the most popular 
communication channels’ characteristics that could enhance 
the customer experience of omnichannel contact center. 
Depending on the importance of each criterion for the 
communication through omnichannel contact center, the 
specified categorization of communication channel is 
performed. The research performed also proposes what 
customer engagement will look like through digital networks 
focused on an omnichannel center called hyper center.  

II. STATE OF THE ART 

A. Review Stage 

As stated in the recent research made [8], which was 
dealing with the idea of the omnichannel approach, the term 
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omnichannel (omni is a latin word meaning “all”, “universal”) 
represents the vision of an ideal strategy in which 
communication with customers takes place through a set of 
interconnected channels based on the application of modern 
information communication technology, which would also 
coincide with today's behavior and habits of the customers. 
Namely, all the channels in omnichannel are linked, so the 
customers can simultaneously use them and have a seamless 
experience. Customers are generally not channel centric - they 
are goal centric, which means they think about the value and 
not about channels [8]. They tend to choose their preferred 
communication channel for the interaction, but also like to 
have the ability to switch to another channel without 
interruptions or loss of some part of the conversation [8]. A 
huge amount of customer data obtained from diverse 
communication channels is being stored in the joint database, 
and it should be handled with special attention, especially 
when dealing with the creation of the customer profiles.  

Omnichannel supply chain management is challenged by 
uncertainty, sales volume oscillations and the incompatibility 
of supply-demand. Meeting these challenges requires the 
adoption of strategies focused on complex systems that use 
new information and communication techniques appropriately 
[9]. 

B. Privacy Concern 

Data-driven products and services are often marketed owing 
to their ability to save customers time and money or even 
boost health and wellbeing. But, very big number of customers 
remains unconvinced that they profit from this extensive data 
collection system. Many people currently say they feel very 
little or no influence over the data collected about them by the 
government (84%), while about two-thirds (64%) claim they 
are at least very worried about how the government uses the 
data it collects about them [10]. Americans feel as if they have 
no more influence over who has access to their information 
from their physical location and their social media posts, there 
are situations in which some people sense a lack of control in 
particular. Approximately half of Americans (48%) say they 
feel as though they have no influence over who can use the 
search terms they use, and 41% tell the same about the pages 
they visit [11]. 

Reference [12] advances understanding of how the trust of 
customers in the exchange of personal information increases 
hope helping them to achieve their goals and repeat their 
transactions. The findings show that customer experience with 
online shopping and the level of comfort with the online 
provision of personal information were important predictors of 
the amount spent online [13]. When costumers gradually 
exchange more of their personal information with advertisers 
in return for services and benefits, the problem about who 
"owns" and regulates customer data on the Internet is growing 
as a significant issue [14]. Default settings when using 
particular social network significantly affect customers' 
privacy preferences, such that users choose the defaults or 
alternatives (e.g. Facebook privacy settings). Customers with a 
strong promotion focus (a person who has a promotion focus 

is oriented towards maximizing positive outcomes such as 
goal attainment, aspirations, and hope) selects options 
favoring a higher social networking utility, perceiving lesser 
cognitive efforts and more confidence in decisions [6]. The 
consumer with a prevention orientation has a greater tendency 
to participate in the opt-out situation (i.e. 'do not disclose') 
than in the non-default circumstances and the opt-in 
conditions (i.e. 'disclose') [15].  

When customers reveal their information, they derive 
benefits such as personalizing enjoyment and strengthening 
social ties, and this can push them to reveal even more. On the 
other hand, as some of the information that Social Network 
Site (SNS) may disclose may be sensitive, customers may be 
worried about disclosing such information. Privacy risk, 
privacy awareness, privacy concerns, and privacy invasion 
experience are significant predictors of self-disclosure [16]. 
With the rapid growth of SNSs globally, there has been 
ongoing concern about how others perceive or use private 
information regarding customers. Concerns regarding privacy 
have been shown to be statistically significant. They did not 
directly impact the adoption of social networking websites by 
customers. However, concerns over anonymity moderated the 
impact of assumed usefulness and perceived ease of use, on 
customers’ intention to continue to use SNSs [17]. 

Reference [18] reports that trust, privacy, emotions and 
experience increase intention to purchase. Trust and happiness 
are important to personalized online shopping. Their absence 
inhibits purchase intentions. Also, high experience helps 
overcome low trust or negative emotions, whereas low 
experience requires the combination of high trust and 
happiness.  

Without hesitation, customers like to use the new 
communication channels at their disposal to gain the 
experience offered by implementing these new channels. This, 
in turn, leads to the emergence of numerous channels as well 
as the fact that the boundaries between individual channels 
have become largely blurred [19]. In the age of digitalization 
of society, it goes a step further and talks about the so-called 
an omnichannel approach that integrates all channels of 
communication, including social networks, video chat and 
other forms. Managing omnichannel communications is the 
evolutionary step of multiple channels through channel 
communication. In fact, the free movement and switching of 
users between all touch points is not only predicted but also 
preferred [20]. 

Reference [21] demonstrates that the enhancement of 
demanding experience in omnichannel shopping can better 
shape customers’ perceptions toward omnichannel shopping 
by increasing perceived compatibility and decreasing 
perceived risk. The findings suggest that connectivity, 
integration, and consistency of omnichannel experience are 
positively related to customers’ perceived compatibility. 
Further, consistency and personalization of omnichannel 
experience are negatively related to customers’ perceived risk. 
Of course, not all channels have the same potential, so it is 
necessary to define criteria for evaluating channels so they 
will meet privacy protection principles.  
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III. RESEARCH METHOD 

This chapter will focus on identification of criteria to 
categorize the most popular communication channels whose 
characteristics could enhance the customer experience of 
omnichannel contact center. Namely, communication channels 
know their users well and can create societies linked by 
common interests and attitudes towards certain products, 
services, and organizations. As such, they provide valuable 
information on customer habits. Therefore, the system strives 
to integrate them into a unique user interface, which combines 
artificial intelligence, bots, machine learning, micro 
applications, and more, with the goal of providing users with 
personalized and proactive experience. 

IV. RESULTS OF PRELIMINARY RESEARCH 

A. Communication Channels 

By exploring the relevant scientific and professional 
literature, a list of most commonly used communication 
channels was derived. In the context of this paper, a 
communication channel is any medium that allows two-way 
communication between two or more users. The user may be a 
natural person, a legal person, or a computer program. 

Communication channels covered by the research were part 
of one of three categories: 
1) Instant Messaging/Chat, 
2) Social Networks, 
3) Other (mobile devices, e-mail, blog etc.). 

The list of communication channels was further shortened 
by setting the criteria of presence on both Croatian and global 
market. The final list consisted of 24 communication channels: 
Facebook, Twitter, Messenger, Instagram, Skype, vk.com, 
Snapchat, Google hangouts, Google allo-duo, Viber, 
WhatsApp, Mobile device (Android), Mobile device (iOS), 
Weibo, Team viewer, LinkedIn, e-mail, Google Plus, Habbo, 
Blog, iMessage, QQ (WeChat), YouTube, and Kik.  

B. Channel Descriptor 

For each communication channel, a set of information was 
defined in the form of the channel descriptor. 

 
TABLE I 

CHANNEL DESCRIPTOR FORM 

Channel descriptor 

Name  

Short Description  

Date of Release  

URL  

Categories  

 
Elements of the channel descriptor listed in Table I can be 

described as follows: 
1) Name: a mandatory attribute that defines the common 

channel name with the associated shortcut (in 
parentheses) for easier recognition. 

2) Short description: a mandatory attribute that contains 
basic information on communication channel, including a 
brief history. 

3) Date of release: the date (or the year) when the channel 
became publicly available.  

4) URL: an optional attribute that leads the user to the 
website of the communication channel 

5) Categories: an attribute that contains a list of categories of 
the communication channel, separated by comma.  

In the following subchapter, the analysis of the criteria for 
the classification of communication channels is presented.  

C. Criteria for the Classification of Communication 
Channels 

The criteria for classification of communication channels 
were divided into three groups: 
1) General criteria (number of users, presence on the 

platforms, application programming interfaces (APIs)), 
2) Criteria related to the user profile (name, surname, phone 

number, e-mail, etc.), 
3) Criteria related to the channel options (audio 

communication, video communication, etc.). 
A total of 35 criteria were defined, of which the first 10 

criteria were general, the following 15 criteria were related to 
the user profile, and the remaining 10 criteria were related to 
the channel options. Those criteria are listed in Table II. 

Each communication channel covered by the research has 
been thoroughly analyzed to determine whether the defined 
criteria are met. The data were obtained using the following 
sources: 
1) online databases, 
2) communication channel websites, 
3) APIs, 
4) Privacy Policy, 
5) Terms of Service, 
6) Communication channel application. 

Criteria that are met in almost all communication channels 
(90% to 100%) are: verification of user accounts, presence on 
various platforms, APIs, textual communication support, and 
connectivity with other channels. 80% to 90% of 
communication channels contain a user profile with a picture, 
an e-mail, a visible list of contacts, a phone number, a name 
and surname, and support exchange of emoticons, data 
sharing, and media simultaneity. 70% to 80% of 
communication channels contain information about user’s 
devices and usernames, and they support textual conference 
and bot implementation. 60% of channels contain information 
about date of birth and number of contacts. 40% to 50% of 
communication channels collect the address and support audio 
and video communication. Less than 30% of communication 
channels contain a language list, qualitative relationships with 
contacts and interests, and support share screen, audio 
conference and video conference.  

The point in the channel classification quantitatively 
describes a desirable characteristic. The channels were then 
ranked from the highest score to the lowest number of points 
based on the weighted multi-criteria classification method. For 
each of the criteria, the minimum and maximum points and 
weights were defined.  
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 TABLE II 
CRITERIA FOR THE CLASSIFICATION OF COMMUNICATION CHANNELS  

 Group Criteria Description of Criteria 

1 

G
en

er
al

 

Number of users CRO Number of users registered in Croatia 

2 Number of users EU Number of users registered in the 
European Union 

3 Number of users 
Total 

Number of users globally 

4 Platform presence - 
Web 

Is the channel available on the web 
platform? 

5 Platform presence - 
Android 

Is the channel available on the Android 
platform? 

6 Platform presence - 
iOS 

Is the channel available on the iOS 
platform? 

7 Platform presence - 
Windows (desktop) 

Is the channel available on the Windows
(desktop) platform? 

8 Platform presence - 
macOS 

Is the channel available on the macOS 
platform? 

9 API Does the channel contain API? 

10 Bot implementation Does the channel contain API for the 
bot implementation? 

11 

U
se

r 
pr

of
il

e 

Picture Does a user profile of a channel contain 
a picture? 

12 Username Does a user profile of a channel contain 
a username? 

13 Phone number Does a user profile of a channel contain 
a phone number? 

14 Language list Does a user profile of a channel contain 
a list of languages spoken by user? 

15 Name and surname Does a user profile of a channel contain 
a name and surname? 

16 Address Does a user profile of a channel contain 
an address? 

17 Date of birth Does a user profile of a channel contain 
a date of birth? 

18 E-mail(s) Does a user profile of a channel contain 
verified e-mail(s)? 

19 Interests  Does a user profile of a channel contain 
a list of interests? 

20 Number of contacts Does a user profile of a channel contain 
a data about the number of contacts? 

21 Visibility of the 
contacts list 

Does a user profile of a channel contain 
information about contacts (name, 

surname, etc.)? 
22 Qualitative 

relationship with 
contacts  

Does a user profile of a channel contain 
information about relationship with 

contacts (mom, dad, son, etc.)? 
23 User’s Devices Does a user profile of a channel contain 

information about user’s devices (type, 
model, etc.)?  

24 Verification Does the channel verify user accounts?

25 Connectivity with 
other channels (0-n) 

Does a user profile of a channel contain 
information about connection with other 

channels? 
26 

 
C

ha
nn

el
 O

pt
io

ns
 

 

Share screen Does the channel have share screen 
option? 

27 Audio communication Does the channel support audio 
communication? 

28 Video communication Does the channel support video 
communication? 

29 Textual 
communication 

Does the channel support textual 
communication? 

30 Emoticons Does the channel support exchange of 
emoticons? 

31 Audio conference Does the channel support audio 
conferencing? 

32 Video conference  Does the channel support video 
conferencing? 

33 Textual conference Does the channel support textual 
conferencing? 

34 Data sharing Does the channel support data sharing?

35 Media simultaneity Does the channel support simultaneous 
use of different media? 

 

Fig. 1 The representation of defined criteria in the observed channels 
 

TABLE III 
POINTS AND WEIGHTS FOR THE CLASSIFICATION OF COMMUNICATION 

CHANNELS 

Criteria Weight Max points 
Number of users CRO 0 100 
Number of users EU 0 100 

Number of users Total 100 200 
Platform presence - Web 50 200 

Platform presence - Android 50 200 
Platform presence - iOS 50 200 

Platform presence - Windows (desktop) 50 200 
Platform presence - macOS 50 200 

API 100 200 
Bot implementation 90 100 

Picture 50 100 
Username 60 100 

Phone number 100 200 
Language list 0 100 

Name and surname 90 200 
Address 80 100 

Date of birth 70 100 
E-mail(s) 100 200 
Interests 0 100 

Number of contacts 0 100 
Visibility of the contacts list 0 100 

Qualitative relationship with contacts 0 100 
User’s Devices 70 100 

Verification 90 200 
Connectivity with other channels (0-n) 80 100 

Share screen 30 100 
Audio communication 70 100 
Video communication 70 100 

Textual communication 60 100 
Emoticons 40 100 

Audio conference 50 100 
Video conference 50 100 

Textual conference 50 100 
Data sharing 40 100 

Media simultaneity 40 100 

100%
96%
96%
96%
96%

92%
88%
88%
88%

83%
83%
83%
83%
83%

79%
79%
79%

75%
75%

71%
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17%
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Depending on the importance of each criterion for the 
communication through omnichannel contact center, the 
maximum points and weights were specified. They are listed 
in Table III.  

The points were awarded to each criterion within the 
amount of 100 or 200 points. 200 points were awarded to the 
following criteria: number of users globally, presence on 
various platforms, phone number, name and surname, e-
mail(s), verification and API. The maximum score value for 
the remaining 25 criteria was 100. 

The weight value was defined as a number between 0 and 
100. According to the assessment of experts, the criteria that 
were less relevant for the communication with the users were 
given a value closer to 0, while the criteria that were 
extremely important for communication with the users were 
given a value closer to 100. 9 extremely important criteria 
with a weight value of 80 or more (number of users globally, 
phone number, e-mail(s), public API, name and surname, 
verification, bot implementation, address, and connectivity 
with other channels) were defined, 8 criteria (number of users 
in Croatia, number of users in the EU, language list, interests, 
private API, number of contacts, visibility of the contacts list, 
and a qualitative relationship with contacts) that were not 
relevant for communication with the users were given a value 
of 0, and the rest 19 criteria that were somewhat relevant for 
the communication with the users were given the weight value 
between 30 and 70. 

D. The Rank of Communication Channels 

After the value of the criterion (0 or 1) has been entered for 
each communication channel, a formula that calculates the 
total number of points in relation to the defined weights was 
set, and the channels were ranked from 1 to 24 with respect to 
the number of points scored. The formula works in such a way 
that the minimum number of points is subtracted from the 
entered value of criteria. The number obtained is then divided 
by the difference between the minimum and the maximum 
points. Finally, the new value is multiplied with the defined 
maximum number of points and the weight. 

The range of communication channels resulting from the 
described methodology is shown in Table IV.  

 
TABLE IV 

RANKING LIST OF THE CLASSIFIED COMMUNICATION CHANNELS 
Name Rank Name Rank 

Facebook 1 Google Plus 13 

Skype 2 Viber 14 

Team viewer 3 LinkedIn 15 

e- mail 4 Mobile device (Android) 16 

Messenger 5 Kik 17 

YouTube 6 Mobile device (iOS) 18 

Snapchat 7 WhatsApp 19 

Google hangouts 8 Google Allo-Duo 20 

vk.com 9 Weibo 21 

Twitter 10 iMessage 22 

Instagram 11 Habbo 23 

QQ (WeChat) 12 Blog 23 

V. CONCLUSION WITH FUTURE RESEARCH 

With this research, we have identified the top 5 channels 
whose capabilities are analyzed in more detail. These are 
Facebook, Skype, Team Viewer, Email and Messenger.  

Scenario is that omnichannel center called hyper center will 
encompass this top five channels. After defining the top 
channels for communication of customer with the hyper 
center, it was important to detect all the customer data that 
hyper can collect in order to identify (authenticate) and 
synchronize the data, and then use to improve the customer 
experience. In this point all privacy protection principles 
should be included. “An identifiable natural person is one who 
can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person” 
[22]. Main principle is to collect and use minimum 
identification data as possible, or to define set of minimum 
characteristics based on which hyper can identify a customer. 
For this purpose, an analysis of the API documentation and the 
privacy policies of Facebook, Skype, Team Viewer, Email and 
Messenger were made. The identifiers that were collected 
across the top 5 channels are First and Last Name, Email and 
IP Address, which can be used to link them to a single 
customer experience.  

To protect the privacy of users, hyper should respect the 
following principles: 
1) it must not collect more information than is necessary; 
2) it must not use the user's data for purposes other than 

those specified; 
3) it must not store user data unless it is no longer needed; 
4) it must not disseminate user data to third parties; unless 

the user allows it with his consent. 
Following, the privacy protection oriented communication 

between hyper center and customer is presented. There are 
two basic cases to consider when communicating with hyper 
center (the type of user depends on how hyper obtain the 
privacy consent and management of user information): 
1) Communication with a registered user, that is, a user who 

has entered into an agreement with a company using 
hyper, 

2) Communication with an unregistered user, that is, a user 
who communicates directly with hyper through one of his 
publicly available (open) communication channels. 

Below are some simplified privacy policies that are based 
on General Data Protection Regulation [22] and can be 
implemented in omnichannel approach: 
1) By visiting the hyper website or any hyper 

communication channel, the user does not give hyper his 
or her personal information. Personal information is 
collected solely with the permission of the user. The user 
can draw their consent at any time. 

2) When a user contacts hyper, only the data necessary to 
communicate with the user will be collected, processed 
and stored. 

3) Hyper keeps users' stored information secured from 
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unauthorized access. The user will always be notified 
when his personal information is disclosed to other 
recipients. 

4) The user may at any time request access to information 
that hyper has about him and hyper shall be obliged to 
allow him access to that information. The customer may 
also request the correction or updating of information that 
hyper has about them, or obtain a restriction on 
processing. 

5) Hyper will regularly delete information about the user that 
they no longer need, and the user can initiate the process 
at any time 

6) Hyper will use the information collected for the purpose 
of creating a profile to allow the customer to provide the 
customer with a higher quality of service if permitted by 
the user. 

7) Hyper will use its data for marketing purposes if the user 
allows it.  

Further research covers the definitions of leverage (activity 
description) when user is first communicating with any hyper 
channel using blueprint method, wireframe or scenarios. 
Based on that, next step will be designing the hyper center. 
The result should be an omnichannel center that respects the 
principles of privacy protection. 
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