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Abstract—Nowadays, purchase rate of the smart device is 

increasing and user authentication is one of the important issues in 
information security. Alphanumeric strong passwords are difficult to 
memorize and also owners write them down on papers or save them 
in a computer file. In addition, text password has its own flaws and is 
vulnerable to attacks. Graphical password can be used as an 
alternative to alphanumeric password that users choose images as a 
password. This type of password is easier to use and memorize and 
also more secure from pervious password types. In this paper we 
have designed a more secure graphical password system to prevent 
shoulder surfing, smudge and brute force attack. This scheme is a 
combination of two types of graphical passwords recognition based 
and Cued recall based. Evaluation the usability and security of our 
proposed scheme have been explained in conclusion part.  

 
Keywords—Brute force attack, graphical password, shoulder 

surfing attack, smudge attack. 

I. INTRODUCTION 

MART devices are common in our daily lives. They have 
become an integral part of our day-to-day activities and 

people store private information, such as contact details, 
documents, personal images, PIN numbers, and financial 
information in their smart devices. A consumer report in the 
USA found that 34% of all smartphone owners either have no 
security mechanism in place or use a simple code to lock the 
screen of their smartphones. At the same time, only 36% of 
smartphone users use a basic 4-digit PIN to lock their phones 
[1]. User authentication is crucial for protecting data that are 
stored on smart devices. Many authentication schemes are 
proposed in the literature, e.g., public key infrastructure, 
biometrics-based, smart cards-based, and password-based and 
so on [2]. The most common type of authentication is 
password-base and text-based password is more common than 
others. It is a combination of alphabets, digit and special 
symbols since it is easy to memorize and can be converted to a 
unique number for key exchange protocols [3]. Text-based 
password is difficult and inefficient in the smart device 
because of the limited screen size. As a result, people use 
smaller password, which makes them more vulnerable to 
attack [4]. In addition, if the password is complicated people 
write it down. And people use one password for multiple 
devices [5]. However, text-base is vulnerable to various 
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attacks, such as brute force attack, dictionary attack, social 
engineering attack, guessing attack and many others [6].  

A graphical password has been proposed as a possible 
alternative to a text-based password. According to 
psychological studies, pictures are generally easier to 
remember or recognized than text [7]. The graphical password 
technique is developed by Blonder in 1996 [8]. The purpose of 
this system is increasing the security space and avoiding the 
weakness of conventional password [9]. However, existing 
graphical password schemes are also vulnerable to various 
attacks, among which shoulder surfing, smudge attack, and 
brute force are the most prominent [10]. Shoulder-surfing, 
using direct observation techniques, such as looking over 
someone's shoulder or CC cameras and video recorders to get 
passwords, PINs and other sensitive personal information is a 
serious problem. One of the possible problems is catching 
password by a malicious observer during entering password 
by user using traditional input device like keyboard, mouse … 
[11]. Nowadays touch screens are more common rather than 
hardware keyboards due to providing conversant experience. 
But hacker can catch the password due to smudge remains on 
screen. Remaining smudge is one of the side effects of touch 
screens. Latent smudges and frequently touched areas of the 
screen may be used to infer a form of information leakage 
[12]. The other famous attack is the brute force which aims to 
systematically check all possible secrets until the correct one 
is found. Most of the graphical password schemes fail to 
tackle attacks. Therefore, finding a solution to prevent these 
attacks remains an active research issue. In this paper, we 
propose a secure graphical password scheme, which is 
protected from these three attacks: shoulder surfing, smudge, 
and brute force attack. This scheme is a combination of two 
types of graphical password recognition based and cued recall-
based which are detailed in the next section.  

II. BACKGROUND 

There are three types of graphical password: 
1- Recognition based  
2- Recall based 
3- Hybrid scheme  

A. Recognition Based Technique 

In registration phase user selects some images from some 
random images. In login phase the user should select images 
based on selected images in registration phase. The user has to 
recognize those preselected images in a correct sequence [13]. 
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This scheme is vulnerable to attacks such as shoulder surfing, 
smudge, and brute force attacks. In the scheme which was 
explained in 2006, about 1000 objects are displayed on the 
screen and a user has to select multiple objects in such a 
manner that they must form a triangle. The motivation behind 
displaying this huge number of images on the screen is to 
introduce redundancy on the display. As a result, shoulder 
surfing attacks become less effective. Although this scheme 
prevents shoulder surfing attacks to a certain degree, it suffers 
from smudge attacks. Moreover, this approach is inconvenient 
for people with weak vision because there are too many 
images shown on a small screen [14]. Another scheme is 
called pass-face which is developed on a conjecture that 
people can memorize human faces over other images. In pass-
face, a user has to select various human faces as a sequence of 
k images to create a story for authentication. To authenticate, 
users have to pick out their assigned faces, one at a time, from 
successive groups of faces. This scheme provides strong two-
way authentication; however, it is susceptible to shoulder 
surfing and brute force attacks [15]. The other scheme is the 
Image-Pass technique which was explained in 2011. In this, 30 
images with a 6*5 grid are presented to user and user selects 
some images and creates his password. In the next phase, a 
new combination of 12 real and decoy images are presented to 
the user and he has to select his password in order. Position of 
images will vary at every login. But because of grid size and 
fixed password images position this method is at the risk of 
shoulder surfing attack [16]. 

B. Recall Based Scheme 

Recall based scheme is divided into two categories: 
1- Pure recall-based 
2- Cued recall-based 

In pure recall base technique, the user has to repeat a 
registration draw. Users need to reproduce their passwords 
without being given any reminder. Some examples of this 
technique are: Draw-A-Secret (DAS) is one such pioneer 
graphical authentication scheme. In DAS, instead of entering 
an alphanumeric password, users use a set of gestures drawn 
on a grid to authenticate themselves. Although this scheme is 
meant to improve both the security of the scheme and the ease 
of verification by the user, it is vulnerable to both shoulder 
surfing and smudge attacks [17]. One of the unique methods 
of graphical passwords is the signature technique, because the 
user signature is individual so there is no need to memorize 
and it is hard to sign instead of the others. But using available 
devices such as mouse to signing is hard and also alternative 
devices such as pen-like input are expensive [18].  

In cued recall-based technique user unlocks a device by 
tapping on multiple pre-selected points on the screen. This 
scheme provides a balance between recalling something from 
memory and recognizing an image. In this technique, a clue is 
provided to the user to recall a password, registered during the 
registration phase. This technique provides hints to a user to 
memorize the password hence easier than pure recall based 
technique. This type of graphical password-based scheme is 
introduced by Blonder in 1996 [8]. Some examples of this 

technique are: Pass Point technique: In this, any natural 
picture/painting is used, which helps the user to remember the 
click points. Predefined click points is not needed here unlike 
the Blonder technique which was explained in 1996 [8]. In this 
method which was explained in 2005 for the first time, an 
image is presented to user in registration phase and he can 
select any place on the image and the tolerance around each 
selected area is calculated. At authentication phase, the user 
has to click within tolerances of chosen click points in a 
correct sequence. Here, the password is easily created but the 
users can have more difficulty in learning their passwords than 
textual passwords. Also, login time is larger than a textual 
password [19]. Passlogix V-Go technique: Passlogix Inc. is a 
commercial security company located in New York City, The 
USA. This method is also called “Repeating a sequence of 
actions” that it means creating a graphical password by using 
sample objects in the house, garden or others; e.g. In the 
kitchen, the user can prepare a meal by selecting cooking 
ingredients, take fast food from the fridge and put it in the 
microwave oven, select some fruits and wash it in the 
washbasin and put it in the clean bowl. But password space is 
very small so password can be predictable or guessable [20].   

C. Hybrid Scheme  

A hybrid scheme is a combination of two or more schemes. 
There are some schemes which are a combination of 
recognition and recall scheme. A hybrid graphical password 
scheme is proposed in [2]. It combines a vibration code with a 
modified pattern locking system. It built an authentication 
graphical system named Vibration-And-Pattern (VAP) to 
neutralize the effects of shoulder surfing, smudge, and brute 
force attacks. To pass the authentication step, the user must 
select the same number of cells and feel the same number of 
vibration code as he had done in the registration phase. Their 
pattern lock has more flexibility in comparison to Android 
pattern lock; for instance, one cell cannot be selected two 
times in a password pattern in Android systems. This creates a 
higher password space and makes the brute force attacks less 
applicable. Considering shoulder surfing attacks, it is to 
mention that they can still be challenged as picture passwords 
come with a vibration code that users must sense it. There are 
some obscure parts that cannot be properly determined by the 
observers. Conversely if the phone is placed on a table or 
somewhere flat or woody, vibration might be heard by close 
observers and can disclose the vibration code. Smudge attacks 
are tough to be mounted as one cell can be selected several 
times by a user. Timing attacks get harder due to its 
randomized vibration code for several authentication 
observations but it might add to the total timing of the 
authentication process. The other technique was proposed in 
[13]; they combined the two well-known types, recognition-
based and recall-based, to produce a password that is immune 
to two steps of authentication. In the enrollment phase, users 
as their first phase of authentication should choose some 
images from a set of 25 pictures. And after those users are 
presented with 3 questions and they should select 3 points 
ROA (region-of-answer). Users should select correct images 
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respectively in the first phase of authentication then they 
should select three regions of the preselected pictures as for 
the next step. In step two, the system utilizing a cued recalled-
based method helps users to remember them easier. It should 
be mentioned here that in this step, the system randomizes the 
questions’ numbers in a three-digit format to make it difficult 
for bystanders to memorize the relationship between questions 
and points. The two step authentication model uses 
randomization in both steps to make it harder for bystanders; 
however, it is not yet resistant to people with sharp eyes and a 
razor-sharp mind because the system would gradually be 
vulnerable to those people. Furthermore, this system is 
vulnerable to malicious software which has the intention to 
take screenshot and record mouse clicks. In the second phase, 
users should do their best to recollect what the related 
questions were, for example, 324. This number indicates the 
questions’ numbers in a different order each time but the 
relevance of these numbers to the question list might 
somewhat be forgetful. In this case, although it is time-
consuming, users can go back to the registration form to see 
what the questions’ numbers were. 

As a result of the above discussion, it is evident that most of 
the graphical password scheme fails to tackle attacks. 
Therefore, finding a solution to prevent these attacks remains 
an active research issue. In this paper, we propose a hybrid 
graphical password scheme, which is protected from shoulder 
surfing, smudge and brute force attacks. This scheme 
combines two types of graphical password: recognition based 
and pure recall based password. The details of our scheme are 
presented in the next section.  

III. PROPOSED SCHEME 

In this paper, we proposed a hybrid graphical password 
scheme. It combines Recognition and Cued recall base. By 
doing so, our scheme provides better resilience against 
shoulder surfing, smudge, and brute force attacks. Our scheme 
is made of two main phases: registration and login. Details are 
presented in the following section: 

A. Registration Phase 

1-1 User creates his profile by entering personal details and 
username. The information we need is shown in Fig. 1. 

1-2 Then it shows a 5*5 grid with 25 cells and the system 
randomly puts a set of 25 images into those cells. Users 
can use these images or choose any images from the 
stored images in the database.  

1-3 In the next step user has to select three images from the 
grid. These three images will use a password, so it is 
important to remember those images. The minimum 
number of images in the password should be 3. The 
images selected by the user are displayed in the down in 
order to be selected by the user. Then the user selects next 
button. This step is illustrated in Fig. 2.  

1-4 Then the other 5*5 grid will be shown and the user has to 
draw a pattern that will use in the login phase. To design 
this pattern user must select cells next to each other.  

1-5 The registration phase will complete if the user draws his 

pattern and click on the complete button. This step is 
illustrated in Fig. 3. 

 

 

Fig. 1 Registration information 
 

 

Fig. 2 Registration phase, images selection 

B. Login Phase 

1. The login step is based on recognition-based method and 
the user is asked for a username. If the user enters the 
correct username, step2 of the login phase will be shown 
to the user. 

2. Then, if username is correct, the graphical password will 
be entered. In this step, it shows a 5*5 grid with 25cells 
and the system randomly puts a set of 25 images into 
those cells. The image position will vary at every login.  

3. In this step user must select image according to his 
pattern. He remembers his pattern and selects images 
based on it. Instead of selecting the previous registered 
password images, the ones matched with his pattern 
should be chosen. This step is based on the cued recall 
base method. 

4. The user has to select password images in the order he 
selected in the registration phase. Then the user clicks on 
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the login button and is allowed to log in. These steps are 
shown in Fig. 4. Selected images as a graphical password 
in registration phase were orange, cat and mountain, as 
illustrated in Fig. 4. In login step the user selects flower, 

butterfly and sky instead of them. The images' positions 
will vary at every login, so the images which the user 
selects will be changed in every selection due to image 
position and his pattern. 

 

 

Fig. 3 Design a pattern by cells selection 
 

 

Fig. 4 Login phase, image selection based on user pattern 

IV. ANALYSIS OF THE SYSTEM 

It is observed that most of the graphical passwords are 
vulnerable to shoulder surfing, smudge and brute force attack 

but our system provides strong security against all of them.  
Shoulder surfing attack: this attack refers to using direct 

observation techniques, such as looking over someone's 
shoulder to get information about users' input. It is particularly 
effective in crowded places, as it is relatively easy to observe 
somebody without being noticed. It is also a challenge for the 
most existing graphical passwords such as PassPoint, DAS 
and CCP [21]. In our proposed scheme the positions of the 
images will vary at every login, so the images which user 
selects will be changed in every selection due to image 
position and his pattern. So it is a strong way to prevent 
shoulder surfing attacks. In other words, if a man sees your 
screen while you are entering your password, he sees the fake 
images which are not your password images and also you 
select different images in each login.  

Smudge attack: Screens are touched, so oily residues, or 
smudges, remain on the screen as a side effect. Latent 
smudges may be used to infer recently and frequently touched 
areas of the screen – a form of information leakage [22]. 
Instead of selecting the real password images, the other cells 
should be chosen and if the attacker captures screen, they find 
fake cells and also they capture different cells in each login. 
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So our proposed scheme prevents smudge attack.  
Brute force attack: this attack aims to systematically check 

all possible secrets until the correct one is found. In our 
method, the password space is calculated as: The number of 
possible passwords, taken at least 3 images out of 25 images 
will be: C (25, 3) = 25! /3!*22! = 2300 passwords. However, 
the random passwords are possible to be: 2300*25! = 
3.5*1028 > 1028. And also the minimum number of pattern 
that user can use by selecting two cells as a pattern will be: C 
(25, 2) = 300. So available password space is: 3.5*300*1028 > 
1031. 

There is a compression of the password space of several 
password schemes. For traditional text-based passwords with 
length 8 over a 64 character alphabet, the relevant password 
space is 2.81*1014, while the password space can be enlarged 
to 1.17*1016 with length 8 over 102 printable characters. For 
another well-known graphical password PassPoint, the 
password space is 4.22*1016 with 6 click points [23]. It is 
seen that the password space is much larger than both 
traditional text-based passwords and PassPoint as a graphical 
password. Thus scheme has a very large password space so it 
provides strong security against the brute force attack. 

V. CONCLUSIONS  

A graphical password is developed as an interesting 
alternative to traditional text-based passwords. In this paper, 
we presented an authentication mechanism and method for a 
graphical password which is resilient against shoulder surfing, 
smudge, and brute force attack. Our system is a combination 
of recognition and a cued recall-based approach. It is more 
secure from previous graphical password methods.  
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