
International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:10, No:2, 2016

329

Abstract

Keywords



International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:10, No:2, 2016

330

A. Threat Model and Security Requirements 

B. Discussion of the Threats 



International Journal of Information, Control and Computer Sciences

ISSN: 2517-9942

Vol:10, No:2, 2016

331

C. Security Analysis of the SIMSec Protocol 

in 
Casper/FDR

Casper/FDR is presented.

StrongSecret(A, key, [B]) 
StrongSecret(B, key, [A]) 

Agreement(A, B, [key]) 

Agreement(B, A, [key]) 
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#Description
0.    -> SIMcard : SP 
[SIMcard != SP] 
<cardMsg := Exp(G,x); h1Result:= 
H1(SIMcard,v,cardMsg)>

1.  SIMcard -> SP : cardMsg % gx, h1Result 
 [SIMcard != SP] 
<dhKey := Exp(gx, y); spMsg := Exp(G,y);
   h1Result':= H1(SIMcard, v,gx);
   h2Result := H2(SIMcard,v,gx, Exp(G,y), 
dhKey);
   key := H3(SIMcard,v, dhKey)>

2.  SP -> SIMcard : spMsg % gy, h2Result
[h1Result==h1Result']
<dhKey := Exp(gy, x);
   h2Result':= H2(SIMcard, v, Exp(G,x), gy, 
dhKey);
   key := H3(SIMcard, v, dhKey)> 
3.  SIMcard -> SP   : {key}{key} 
[h2Result==h2Result']

Starting FDR 

Checking assertion SECRET_M::SECRET_SPEC [T=
SECRET_M::SYSTEM_S
   No attack found 

Checking assertion SECRET_M::SEQ_SECRET_SPEC 
[T=   SECRET_M::SYSTEM_S_SEQ
   No attack found 

Checking assertion  AUTH1_M:: 
AuthenticateRESPONDERToINITIATORAgreement
_key [T= AUTH1_M::SYSTEM_1
   No attack found 

Checking assertion
   AUTH2_M:: 

AuthenticateINITIATORToRESPONDERAgreement
_key [T= AUTH2_M::SYSTEM_2

   No attack found 

Done
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