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Effectual Reversible Watermarking Method for Hide
the Patient Details in Brain Tumor Image
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Abstract—The security of the medical images and its related data
is the major research area which is to be concentrated in today’s era.
Security in the medical image indicates that the physician may hide
patients’ related data in the medical image and transfer it safely to a
defined location using reversible watermarking. Many reversible
watermarking methods had proposed over the decade. This paper
enhances the security level in brain tumor images to hide the patient’s
detail, which has to be conferred with other physician’s suggestions.
The details or the information will be hidden in Non-ROI area of the
image by using the block cipher algorithm. The block cipher uses
different keys to extract the details that are difficult for the intruder to
detect all the keys and to spot the details, which are the key
advantage of this method. The ROI is the tumor area and Non-ROI is
the area rest of ROI. The Non-ROI should not be spoiled in any cause
and the details in the Non-ROI should be extracted correctly. The
reversible watermarking method proposed in this paper performs well
when compared to existing methods in the process of extraction of an
original image and providing information security.

Keywords—Brain tumor images, Block Cipher, Reversible
watermarking, ROIL.

I. INTRODUCTION

HE term reversible watermarking is derived from the

watermarking process used for the authentication. The
watermarking process authenticates by hiding the details or
information in some format and extracting the details for
authentication (for e.g. Barcodes in shops, colleges,
companies, etc.).

Watermarking only extracts the details and does not check
its originality, but reversible watermarking does both
extraction and its originality. Reversible watermarking
(RWM) is used in the medical field to hide the patient’s detail
into an image. The RWM not only authenticate but also
checks whether the extracted image is bit-by-bit and pixel by
pixel same as an original image.

In some situations, there is a need for the physician to
consult the patient’s details with another physician. In order to
achieve this, RWM helps to hide those details in the image
itself without degrading the image quality. The third person
cannot recognize, which patient image and details were hidden
in that image.

In Brain Tumor image, the Region of Interest (ROI) is the
area belongs to the tumor in the image and the other area is the
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Non-ROI. The data can be hidden in the Non-ROI, which is
the proper area to hide the information. The details cannot be
hidden in ROI because it is the region that contains the tumor
details.

The main use of RWM is too aspired in the fields like
Medical Image Security, Electronic Patient Records, and
Clinical Atlas. Many methods have been proposed already in
RWM like wavelet transform method, pixel difference
expansion and histogram shifting technique. The proposed
methods perform well than the existing methods by extracting
the embedded data correctly and retrieving the original image
without degrading the quality.

II. EXISTING METHODS

Wavelets transform based watermarking method was
applied in a digital image to obtain the wavelet coefficients
[1]. The wavelet coefficients were high-frequency sub bands
HL, HH, LH used to embed the data. Those high-frequency
integer wavelet coefficients exceed the upper and lower bound
values, which cause underflow and overflow during the
reverse integer wavelet transform. To avoid the histogram
narrow down process that took place and the threshold value
that has been set, the number of embedding rules were applied
to the wavelet coefficients according to the values as higher,
lower and equal to the threshold. The main drawback of this
method was that, images were overwritten in ROI region of an
image, which cannot be used during the diagnosis of the
patient.

The most admired method in reversible watermarking was
the pixel value difference expansion method which acts as the
base for many forthcoming methods [2]. The reverse integer
wavelet transform was used to avoid the overflow and
underflow. The x, y value ranges from [0,255]. L indicates the
integer average; H indicates the difference and the bit b could
be embedded in the difference value H. Thus H' indicates the
expandable difference. In another ‘H’ denotes the change in
difference value under the integer L. The data embedded in the
difference value H and the expandable difference H’ may also
be altered. To extract the data, there was a need to know the
expandable and difference value. The main drawback in this
method was that not all pairs were used for expansion to
embed the data. Though the location map indicates which
pairs were used to embed the data, it was also possible to
detect the frequently paired pixel by the third person. To avoid
this, the improved version of pixel value difference expansion
method was proposed in which more data hiding can be
achieved [2].
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Fig. 1 Data Embedding Algorithm

The lossless reversible data hiding can be achieved by
shifting the histogram and selecting the histogram peak ratio
to embed the data [3]. The peak points and zero points were
selected in the image histogram. The peak points were
selected based on the maximum number of pixels in the
grayscale value and zero points were selected based on the no
pixel in the image. The number of bits to be encoded was set
to be equal to the maximum number of bits associated with the
peak point. After selecting the peak points and the zero points,
the histogram value of the pixel above the peak point value
was increased by one. As the peak point was revealed to the
extractor already, it was possible to extract the original
histogram and embedded data by subtracting the values before
the peak point by 1. However, the main problem was the
retrieval and extraction of the data, which were not being
mentioned properly.

The disadvantage of the histogram modification method
was eliminated by not embedding data in the peak point pixel,
instead embedding it in peak point’s neighboring pixel [4].
This method modified the peak point, which also results in
highest PSNR ratio. The difference in the histogram
modification method was proposed to reduce the distortion
and to achieve highest PSNR ratio [5].

Block-based scheme examined the images interms of blocks
[6]. In this method, the image was divided into blocks and the
smoother areas were selected to embed the data.
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Fig. 2 Histogram Modification

Watermarking with encryption combined system was
proposed for the purpose of protecting medical images [7].
This system was based on an approach combined a
substitutive watermarking algorithm, quantization index
modulation, with an encryption algorithm. Watermarking and
encryption were conducted jointly at the protection stage. 8-bit
ultrasound images and 16-bit PET images were taken for
security  analysis. A lossless  watermarking  based
authentication system was proposed for the medical image
integrity [8]. It gave an overview of watermarking technology
by paying attention to fragile watermarking since it was the
usual scheme for authentication. This technique was adapted
for interleaving patient information and message
authentication code with medical images in a reversible
manner by used lossless compression.

A new reversible watermarking scheme was proposed to
identifying parts of the image that are watermarked using two
distinct modulations: Pixel Histogram Shifting and Dynamic
Prediction Error Histogram Shifting [9]. It gave a very good
compromise in terms of capacity and image quality
preservation for both medical and natural images. A robust
reversible watermarking modulation was proposed for images
to the protection of relational databases [10]. It could be used
for verifying database authentication as well as for traceability
when identifying database origin after it had been modified.
This model had the impact of the embedding process and
database modifications on the probability distribution of the
center of mass position.

A lossless image watermarking system was proposed which
uses the lifting wavelets transform with integer to integer
lifting scheme with all wavelets to host image [11]. It provided
Wavelet Transform domain technique and arithmetic coding
technique to improve the quality of watermarked image. An
improved adaptive histogram modification based reversible
data hiding technique proposed for color images [12].
Reversible or Lossless data embedding was a technique that
embeds data into an image in a reversible manner. The
histogram modification based reversible data hiding technique
using causal window was proposed which predicts the
embedding level with the help of the pixel value, edge value,
just noticeable difference value. This system significantly
improved the data embedding capacity along with greater
visual quality.

The proposed method uses the non-ROI to embed the data
to avoid the drawbacks that were mentioned in the existing
methods.

III. PROPOSED METHOD

The image is segmented to identify the ROI and non-ROI in
the image. After identifying the ROI and non-ROI, the image
is divided into four regions. The regions belonging to the non-
ROI and ROI are identified separately in order to embed the
details in the non-ROI regions. The image cannot be
transferred directly. Hence, the image is encrypted using an
encryption algorithm.
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The encryption algorithm used here is the block cipher
which uses the different key for different blocks. The benefit
of using the block cipher is that it is difficult to break the
encryption and the intruder can’t detect the keys because many
keys are being used. If intruders detect any one of the key, it is
difficult to detect all keys used. The algorithm used to encrypt
the image is RC6 which is one of the block cipher technique.
The RC6 has better features corresponds to the block cipher
scheme.

Specification of RC6: - RC6-w/t/b where, w- Word size; r-
Non-negative number of rounds; b- Length of the encryption
key.

The base-two logarithm of w will be denoted by log w.

e a-+b:integer addition modulo 2w

e a—b:integer subtraction modulo 2w

e a @b : bitwise exclusive-or of w-bit words

e a*Db:integer multiplication modulo 2w

e a <<< b: rotate the w-bit word ‘a’ to the left by the
amount given by the least significant LSB bits of ‘b’

e a >>> b: rotate the w-bit word ‘a’ to the right by the
amount given by the least significant LSB bits of ‘b’

Here the keys used for encryption is three since three
regions are selected to embed the details. After encryption, the
regions belonging to the non-ROI is selected and the details to
be hidden must be embedded into that area, as the ROI of an
image should not be affected. The sender side algorithm is
shown in Fig. 3.
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!
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v

Identify ROI and non-ROI ]

A

[ Encrypt the image with Encryption keys ]

Embed bit is 0 or
1

A 4 A 4
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| |
v

[ Detail the Image ]

Fig. 3 Flow Diagram for Encrypted Brain Tumor Image

In order to embed the details, the embedding information
should be converted into the ASCII codes. The ASCII codes

are then transformed to binary codes because only the binary
codes can be embedded into the non-ROI area. Each non-ROI
is divided into sets Ip and I, in which the pixel embedding
probability is 1/2. If the pixel to be embedded is zero, then it
should be done in Io by shifting three least significant bits
(LSB’s) to left. If the pixel to be embedded is one, then it
should be done in the I; by shifting three least significant bits
to left. This operation is repeated until the patient details are
embedded fully.

On the receiver side, the received encrypted image is
divided into regions and the decrypted. In order to identify the
non-ROI and ROI, the image is divided into regions. Finally,
the image is decrypted using the RC6 decryption algorithm
with the help of keys. RC6 capitulate good results compared to
the existing method to encrypt/decrypt images.

After decrypting the image, the LSB operation is used to
find the details that are embedded in the image. Consecutively,
the three LSB bits in the non-ROI are flipped (in both Iy and
I). The Ip region of non-ROI contains the zeros of the
embedded data whereas I; region contains the ones of the
embedded data. This step is repeated until the patient details
are completely retrieved. The receiver side algorithm is shown
in Fig. 4.
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v
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v
[ Flip three LSB bits in both I, and I;
v
[ Repeated until the details are retrieved
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Fig. 4 Flow Diagram for Decrypted Brain Tumor Image

IV. RESULTS AND DISCUSSION

The experimental results show that the algorithm works
well compared to existing methods in all the ways. The size of
the input brain tumor image is 200*200 as shown in Fig. 5.
Then, the image is divided into four regions as shown in Fig.
6. The ROI and non-ROI can be easily identified to embed the
data. In existing methods, the details are hidden in the image
without considering the ROI and non-ROI, this causes the ROI
region has modified gradually. So it should be kept original.
The proposed method does well in this part and embeds the
details of the patient in the non-ROI and ROI is kept original.
The PSNR value is also increased when compared to the
existing methods. The extracted image also has the maximum
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originality of the input brain tumor image. The details that are
embedded in the non-ROI are retrieved correctly. The
estimation time of the proposed method is less when compared
to the existing methods.

Fig. 9 Encrypted Brain Tumor Image after embedding patient details

Encrypted and watermarked image is decrypted by
performing the reverse operation of RC6 encryption. The
decrypted brain tumor image is shown in Fig. 10.

Fig. 10 Decrypted Brain Tumor Image

Fig. 6 Brain Tumor Image divided into Regions Patient Details

Patinet ID =152

The i divided into f i bered 1 to 4, th
e image divided into four regions numbere 0 e R e

region 1 belongs to ROI area whereas others 2, 3, 4 belongs to
non-ROI area in which the details can be embedded. The Tumor range = .05mm
original image has been encrypted with keys using encryption
algorithm is shown in Fig. 7.

Fig. 11 Retrieved Patient Details

The performance of this system is evaluated by calculating
PSNR and Mean Square Error value, which is tabulated in

Table I
TABLE 1
PERFORMANCE EVALUATION
Parameters Values
Time required 27.2690
PSNR 50.1782
MSE 0.09128

Fig. 7 Encrypted Brain Tumor Image Pixel intensity values of the original input image are plotted

in Fig. 12. Input image is encrypted by RC6 encryption
algorithm after that the pixel intensity values are represented
as a graph in Fig. 13.

Patient Details
Patinet ID =152

Patient Name = aaa Patient details are embedded into the encrypted image of
Tumor range = .05mm original brain tumor image and again encrypted with security

keys which histogram is shown in Fig. 14. Decrypted image is

Fig. 8 Sample Patient Details to be embedded retrieved by reverse operation of RC6 encryption algorithm

and its histogram is shown in Fig. 15.
After embedding patient details, again the image is

encrypted with a key which is shown in Fig. 9.
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Fig. 13 Histogram of Encrypted Image
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Fig. 14 Histogram of encrypted input Image after embedding patient
details
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Fig. 15 Histogram of Decrypted Image

V. CONCLUSION

The embedding detail in the image was proposed by many
methods. However, this ROI and non-ROI splitting method
gives better results to embedding more information safely and
retrieved that information in exact manner. This ROI and non-
ROI combined with LSB shifting method is used to embed the
data too securely. The patient’s information is also secured
using the block cipher. The reason for using the block cipher
is that different keys are used to encrypt and decrypt the
image. This proposed method has improved PSNR ratio,
which improves the image quality and performs well in the
brain tumor image and it can be used in medical applications.
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