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Abstract—Information security plays a major role in uplifting the
standard of secured communications via global media. In this paper,
we have suggested a technique of encryption followed by insertion
before transmission. Here, we have implemented two different
concepts to carry out the above-specified tasks. We have used a two-
point crossover technique of the genetic algorithm to facilitate the
encryption process. For each of the uniquely identified rows of
pixels, different mathematical methodologies are applied for several
conditions checking, in order to figure out all the parent pixels on
which we perform the crossover operation. This is done by selecting
two crossover points within the pixels thereby producing the newly
encrypted child pixels, and hence the encrypted cover image. In the
next lap, the first and second order derivative operators are evaluated
to increase the security and robustness. The last lap further ensures
reapplication of the crossover procedure to form the final stego-
image. The complexity of this system as a whole is huge, thereby
dissuading the third party interferences. Also, the embedding capacity
is very high. Therefore, a larger amount of secret image information
can be hidden. The imperceptible vision of the obtained stego-image
clearly proves the proficiency of this approach.

Keywords—Steganography, Crossover, Differential Calculus,
Peak Signal to Noise Ratio, Cross-correlation Coefficient.

1. INTRODUCTION

TEGANOGRAPHY [1] primarily, points to the

technology of invisible communication. This mainly
overcomes the drawback of the trend of just encrypted
communication, i.e. cryptography [2]. Unlike cryptography,
steganography brings forth various techniques which strive to
hide the existence of any hidden information along with
keeping it encrypted. Image steganography is a vital wing of
this horizon that exploits the perceptibility of human visual
system, in order to facilitate secured transmissions. The cover
image is the seemingly unimportant image, within which the
actual confidential image is to be embedded. On the other
side, the stego-image [3] serves to be a carrier for
communicating the private image across. Its identicalness with
the cover image makes it seemingly unimportant for any
outsider to get attracted.

In this paper, we have at first implemented the concept of
crossover [4] in order to encrypt the main cover image. The
term “Crossover” plays a very significant role in the field of
the genetic algorithm. Basically, it appears to be a genetic
operator that combines two chromosomes to produce a new
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chromosome. The main idea behind this is that the newly
formed child chromosome may be far better than both the
parent chromosomes such that it takes all the best traits from
each of its parents. We have applied this technique to the
original pixel values of the chosen cover image so as to
encrypt itself. Several types of crossover techniques exist in
reality amongst which we have implemented the two-point
crossover technique (pictorially represented in Fig. 1). Next
comes the phase of insertion of the secret image bits into that
of the encrypted cover image. In this context, we have put into
effect the concepts of differential calculus [5]. The
fundamental objective of differential calculus may be pointed
out to be the derivatives of a function. Here, both the first and
second order derivatives are evaluated, and these values
contribute their significant amount of share in figuring out the
fashion of insertion. Reapplication of the crossover technique
results in the formation of the stego-image.
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Fig. 1 Two Point Crossover Technique

This paper is catalogued into different sections. Section II
highlights some of the previous works done in the field of
image steganography. Section III encloses our proposed
approach. Section IV discusses the different algorithms that
have been used for encrypting and embedding. Section V
constitutes the experimental results of the proposed approach.
Section VI draws the conclusion.

I1. PREVIOUS WORKS ON IMAGE STEGANOGRAPHY
A. Data Hiding by LSB

One of the most common steganographic methods is data
hiding by LSB [6]. Here, the least significant bit, i.e. the
LSB’s of the pixel values residing in the cover image is
directly replaced with that of the bit values of the secret
message. Although this method is advantageous, it is still
vulnerable to minute changes like cropping and compression
of several images.
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B. Data Hiding by PVD

This method is referenced as data hiding by Pixel Value
Differencing (PVD) [7] as proposed by [8]. During the
embedding phase, the cover image in this case is divided into
many non-overlapping blocks involving two connecting
pixels. The pixel difference for each pair of block is thereafter
modified so as to embed data within. Higher the difference
between the accurate pixel values, greater is the modification.
Same way of partitioning is carried out on the stego-image in
the extraction phase with the aid of the original range table.
Based on this approach, [9] has proposed a new way of tri-
pixel value differencing method. This new approach seems to
be better than the original one in terms of its embedding
capacity and PSNR.

C.Data Hiding by GLM

The gray level modification technique, as proposed by [10]
generally implies a mapping technique that involves
modifying the gray level pixel values. For mapping secret
information within an image, it takes into account the concept
of odd and even numbers. Depending upon a classic
mathematical function, various pixel values are selected, and
their respective gray level values are matched up against the
bit stream that is to be embedded.

D.Data Hiding by [11]

In this method [11], the host image is broken up into several
blocks of similar sizes. In the next stage, embedding of a
private image is done at the edges of the obtained blocks by
considering the total number of ones seeming to occur in the
four leftmost bits of the pixels. Therefore, this approach
facilitates data hiding in the spatial domain.

E. Data Hiding by PMM

Pixel mapping method (PMM) [12] is a beneficial method,
where a typical mathematical function dependent on the
intensity values of the seed pixel comes into play. Based on
this, several embedding pixels along with their surrounding
eight neighbours are selected. It is checked whether any of the
pixel values or their respectively obtained neighbours lies
along the boundary region or not. Hiding of data within an
image is done by mapping two bit of hidden data into that of
the corresponding neighbour pixels.

III. PROPOSED APPROACH

Here, we discuss the concepts, encircling our newly
proposed novel approach. Here, we have formulated our
techniques based on two different concepts. In the very
beginning, we have the process of encryption that is solely
based on the technique of two-point crossover of the genetic
algorithm. Two points (i.e. crossover points) are to be selected
from the parent, and all the information bits are swapped
between the two parent pixels to generate two completely new
child pixels. Several mathematical tactics are used which
imply several conditions so as to select all the respective
parent pixels. On implementing the said technique, we obtain
the encrypted form of our chosen cover image. Next we

embed the secret image bits into the previously obtained
encrypted image. All unique polynomial functions based on
the four MSB’s of each of the pixel values are formulated at
first. Several operations are next carried out on them. This
phase of our proposed approach primarily focuses on an
insertion technique that is based on the differential logic of
calculus. The first order and second order derivatives of the
previously obtained polynomial functions for each case are
evaluated eventually. These contribute a significant amount of
share in deciding the way of embedding the secret image
within a particular cover image. Therefore, a unique fashion of
pixel insertion at respective positions is constructed. Since for
each of the cases, the polynomials formulated are distinctive,
it remains untraceable for all kind of unwanted sources. On
reapplying the two-point crossover technique, the final stego-
image is obtained. During the retrieval phase, the reverse
insertion algorithm is applied on the stego-image. The visual
imperceptibility of the obtained stego-image clearly proves the
novelty of our proposed approach in the field of
steganography. This approach promotes a secured
communication in this technologically facilitated world.
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IV. ALGORITHM

A. Embedding Process

This part describes the whole process that takes place in the
sender’s side (shown in Fig. 2). It includes the encryption as
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well as the insertion process. Two different logics have been

used to develop the various implementation techniques

involved here in this section.

i. Apply the encryption algorithm to the chosen host or
cover image.

ii. Implement the insertion algorithm so as to hide the secret
image bits within the encrypted cover image.

iii. Reapply the encryption algorithm to obtain the stego-
image.

1) Encryption Algorithm

The cover image is converted into an encrypted form with
the application of a two-point crossover technique of the
genetic algorithm. New child pixels are generated in this step,
which in process replaces the original parent pixels in the
originally selected cover or host image. The output image
generated in this step is the intermediate output of the newly
specified procedure of ours.

i.  Take the host or cover image as input.

ii. Consider the total number of rows (say m) and the total
number of columns (say n) of the input image.

iii. Perform a crossover operation between two selected
pixels obtained from different methodologies applied to
different rows of pixels.

iv. Leti& j be the row and column number of a pixel.

v. Perform a modulo operation considering all the row
numbers to figure out the keys responsible for selecting
unique pixels for crossover operation.

vi. Check the following conditions (represented in Table I) to
find out the pixels for crossover:

vii. Thus, the cover image is encrypted.

TABLE1
SELECTION OF CROSSOVER PIXELS

Condition Selected Pixels for Crossover
(1%4)==1 Pix(i,j) & Pix(i,j+1)

‘0 AV Pix(i,) & Pix(i,j+2) ,

0 4)==
(1%4) Pix(ij+1) & Pix(ij+3)
(1%4)==3 Pix(i,j) & Pix(i,j+(n/2))
(1%4)==0 Pix(i,j) & Pix(i,n-j+1)

2) Inserting Algorithm

The logic of differential calculus forms the base of this
phase. It helps in inserting the respective bits of the selected
secret image into that of the encrypted cover image, thereby
completing the embedding process.

i.  Take the encrypted image as the input image.

ii. A polynomial function of x (say f(x)) is constructed by
considering the four MSB’s of the pixel value.

iii. Perform the first order derivative of f(x) (i.e. f(x)) with
respect to X.

(0= 94, (1) m

Putting the value of x=1 in (1), we obtain a unique value for
(x).
iv. Calculate the sum of digits (say sum) of the position value
(say p) of the considered pixel.

v. A polynomial function of y (say f(y)) is generated from
the binary represented value of calculated ‘sum’.

vi. Evaluate the second order derivative of f(y) (i.e. ’(y))
with respect to y.

f(y)= O%yz f(y) 2)

Putting the value of y=1 in (2), we obtain a unique value for
£(y).

vii. Perform bitwise XOR operation between the values
obtained from (1) and (2).

viii. Compute the sum of digits of the value obtained from
previous XOR operation.

ix. Figure out the value (say ‘val’) by performing a modulo
operation between the values obtained from steps vii and
Vviii.

x. If “val’ comes out to be even, then insert two bits from the
confidential image pixel directly into the two LSB’s of the
cover image pixel. Else, reverse insertion is carried out.

xi. Repeat steps ii to x for every pixel values of the cover
image.

B. Extraction Process

This part describes the whole process that takes place in the
receiver’s side (shown in Fig. 3). It includes the whole
procedure of extracting the confidential image from the stego-
image.

i.  Apply the encryption algorithm on the stego-image.
ii. Implement the extraction algorithm on the image obtained
after step 1, so as to extract the secret image bits from it.

1) Extraction Algorithm

Reverse procedure is followed at this stage of our approach.
The pixels that were operated on during the embedding phase
are very delicately treated. The secret bits are very effectively
extracted from that of the formed stego-image.

i.  Take the stego- image as the input image.

ii. A polynomial function of x (say g(x)) is constructed by
considering the four MSB’s of the pixel value.

iii. Perform the first order derivative of g(x) (i.e. g’(x)) with
respect to x.

()= 9/, (9(x) G)

Putting the value of x=1 in (3), we obtain a unique value for

g'(x).

iv. Calculate the sum of digits (say sum) of the position value
(say p) of the considered pixel.

v. A polynomial function of y (say g(y)) is generated from
the binary represented value of calculated ‘sum’.

vi. Evaluate the second order derivative of g(y) (i.e. g”’(y))
with respect to y.

g"(y)= d%yz aly) )
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Putting the value of y=1 in (4), we obtain a unique value for

g’

vii. Perform bitwise XOR operation between the values
obtained from (3) and (4).

viii. Compute the sum of digits of the value obtained from
previous XOR operation.

ix. Figure out the value (say ‘val’) by performing modulo
operation between the values obtained from steps vii and
Vviii.

x. If “val’ comes out to be even, then retrieve two bits of the
pixel from the stego-image directly and store it in an 8-bit
pixel array. Else, reverse retrieval operation is carried out.

xi. Repeat steps ii to x for every pixel values of the stego-
image in order to retrieve the secret image.

V.EXPERIMENTAL RESULTS

This section engulfs the experimental results relating to our
proposed approach. The novelty of this approach is laid on
several benchmark techniques. First of all is the embedding
capacity, i.e. the capacity of embedding or hiding data.
Secondly comes the quality of stego-image or rather the
imperceptibility of the stego-image. Peak Signal to Noise
Ratio (PSNR), Cross correlation coefficient, Mean, Standard
Deviation, Entropy are some of the evaluated benchmarks.

Coer Image Stego Image

Secret Image

Fig. 4 Embedding of Secret Image

above-specified methods on some of the standard images,
namely, Lena, Pepper, Baboon, Airplane).

A. Embedding Capacity

The embedding capacity of the chosen host or cover image
can be defined as the maximum amount of secret information
that can be embedded within it, in order to convert itself into
an imperceptible stego-image.

A comparative study based on the embedding capacity of
the different applied methods is displayed in Table II.

B. Peak Signal to Noise Ratio (PSNR)

PSNR actually measures the quality of the image. It
compares the original cover image with that of the stego-
image, i.e. it computes the percentage of the stego-image to
that of the cover image. Consider an original cover image
C(i,j), that contains M by N (where M==N) pixels and a stego-
image S(i,j), where S is generated after embedding the secret
image. Therefore, Mean squared error (MSE) of the stego-
image can be evaluated as (5):

MSE=— L 3" S [ci) - SGiP (5)
(M*N) T =

Now, the PSNR can be computed from the above-obtained
values of MSE using (6):

10log, (255) ©)
MSE

PSNR =

Based on the PNSR values, we next present a comparative
study (enclosed in Table III) of our proposed approach with
some of the other existing approaches:

TABLE II
COMPARISON OF EMBEDDING CAPACITY

IMAGE IMAGE PVD GLM PMM New
SIZE Method

128x128 £ 2048 2393 4096

LENA 256x256 ok 8192 10012 16384
512x512 50960 32768 45340 65536

128x128 £ 2048 2860 4096

PEPPER 256x256 o 8192 11694 16384
512x512 50685 32768 46592 65536

TABLE III
COMPARISON OF PSNR VALUES
IMAGE IMAGE PVD GLM PMM New
SIZE Method
128x128 36.20 30.50 49.03 45.06
LENA 256x256 35.00 33.20 50.35 45.17
512x512 41.79 35.50 54.15 44.83
128x128 38.70 38.00 47.94 4481
PEPPER 256x256 35.00 37.20 48.37 44.65
512x512 40.97 34.00 54.15 4452

(**All the images that were used in case of PVD approach, are of size
512x512).

Below we present a few comparative studies of our
specified approach with that of various other existing
approaches such as data hiding by LSB, PVD, GLM, PMM.
We have figured out the values of embedding capacity [13],
Mean Squared Error, Peak Signal to Noise Ratio [14],
Similarity Measure [15] in reference to all of the methods.
Also, several image parameters, namely mean [16], standard
deviation [17] and entropy [18] have been computed for each
of the individual components of the cover and stego-images.
(For computing all these values, we have applied all the

The encryption method or rather the implemented crossover
technique used on the uniquely chosen pixels adds a layer of
secrecy to the whole procedure.

Next, we have displayed a special exclusive comparison of
the PSNR values obtained, by the invocation of the proposed
procedure, with and without the omission of the added
security layer, i.e. the encryption technique. Table IV reveals
the same.

The above obtained values of PSNR, clearly shows that
there is almost negligible or rather no significant changes in
the values attained for each of the unique cases of the images.
Thenceforth, this new proposed method, without distorting the
imperceptibility of the image, elevates the security level to a
greater extent, thereby preserving its novelty.
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TABLEIV
COMPARISON OF PSNR VALUES FOR TWO SPECIAL CASES
IMAGE IMAGE New Method without New Method
SIZE Cross Over with Cross Over
128x128 45.10 45.06
LENA 256x256 45.25 45.17
512x512 44.89 4483
128x128 4451 4481
PEPPER 256x256 4439 44.65
512x512 4427 44.52
128x128 43.75 43.69
BABOON 256x256 43.99 43.96
512x512 44.50 44.49
128x128 44.90 4491
AIRPLANE 256x256 4443 44.44
512x512 4441 4442

C.Mean and Standard Deviation

For a set of pixel values, the term arithmetic mean is used to
specify the central value of all the discrete set of pixels.

TABLEV
IMAGE PARAMETERS FOR ORIGINAL AND STEGO-IMAGE

IMAG SIZE COMP COVER IMAGE STEGO-IMAGE
E ONEN MEAN  ST. ENTR MEAN ST.  ENIR
T DEVIAT OPY DEVIAT OPY

ION ION

LENA R 18022 1334 725 18029 1330 7.25
512X G 99.05 1418  7.59 9895 1417  7.58
5120 5 j0s41 840 697 10511 840 691
R 180.00 1348 728 180.06 1344  7.28
256X G 9884 1416  7.63 9873 14.15  7.61
256 B 10519 855 6.99 10490 854 693
R 17975 1378 732 17981 1375 732
128X G 9870 1455  7.65 98.59 1455  7.65
128 B 10497 88 703 10468 885 698
PEPPE 512X R 14980 844 735 14999 845 733
R 512 G 11569 1058 759 11561 10.55  7.60
B 6678 955 713 6678 954 713
256X R 149.58  8.55 737 149.78 855 738
256 G 11554 1052 759 11546 1047  7.60
B 6667 954 7.4 6667 954 714
128X R 14936 874 738 14958 875 1736
1288 G 11561 1042 758 11553 1038  7.61
B 6661 978 714 6662 978 7.5
BABO 512X R 13738 10.06  7.75 13744 1005 7.75
ON 512 G 12885 7.63 747 12875 7.63 7.45
B 11318 1526 778 11289 1526  7.73
256X R 13741 1168  7.66 13747 11.67  7.65
256 G 12889 8.0 737 12878 852 735
B 11321 17.05 770 11291 17.05 7.64
128X R 13745 1291 756 13751 1291 755
128 G 12894  9.09 729 12883  9.09  7.28
B 11324 1823  7.62 11294 1824  7.57

The mean (p) of a digitized image “a [m,n]’ having ‘A
pixels is denoted by (7):
(7

u:% ia [m,n]

m,n=I

The standard deviation (o ) is a measure, used to quantify
the amount of dispersion or variation for a set of the pixel
values (8):

A

> a’[m,n]- Ay’

et (8)
A-1

D.Entropy

In information theory, the term ‘entropy’ is defined as the
average amount of information enclosed in each of the
messages received. Here, the messages are characters drawn
from a distribution or data stream. Hence, entropy
characterizes the uncertainty about our source of information.

Entropy = —Z P log, P, 9

where, ‘P; ‘is the probability that the discrepancy between the
two adjacent pixels is equivalent to ‘i’ (9).

We, next present a distinctive comparative study (shown in
Table V) between the original cover image and its respective
stego-image against several image parameters such as mean,
standard deviation and entropy. Here, RGB represents the red
green and blue components for each of the respective images.

E. Similarity Measure

The similarity between a chosen cover image and its
respective stego-image can be accounted for, by computing its
corresponding normalized cross-correlation coefficient. The
normalized cross-correlation coefficient can be calculated by
using (10):

o X(CGE)-m)s i) -m,) (10)
S €h.j-m) X (sh. j)-m,)

Here, ‘C’ is the Cover image, ‘S’ is its corresponding Stego-
image, ‘ml’ is the mean pixel value of the cover image, ‘m2’
is the mean pixel value of the stego-image.

e PYD  fll=GLIM Ahmad Tetal. ====New Approach

105

1 4

CORRELATION BETWEEN COVER ANDSTEGO
IMAGE

- -
075 —
07 T T 1
128 256 512

SIZE OF IMAGE

Fig. 5 Comparison of Similarity Measure
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From the obtained results, we clearly notice that our
proposed approach is certainly adept in its domain. The
embedding capacity is huge in comparison to the other
approaches, and is therefore very much significant in the field
of steganography.

From Fig. 5, it can be concluded that the obtained stego-
image highly resembles the cover image. The calculated
PSNR value doubtlessly signifies that the quality of the image
is well maintained. The imperceptibility of the secret image
within the cover image is thus well defined and maintained.

The changes in all the estimated values of the image
parameters before and after embedding, appears to be
insignificant, thereby maintaining the consistency in the
imperceptibility phenomenon.

VI. CONCLUSION

In this paper, we have proposed a steganographic approach
that highly ensures security in transmission. The concept of
encrypting the cover image before embedding secret data into
it, adds a level of secrecy [19] to it. The implementation of the
two-point crossover [20] technique is distinctly advantageous
since this generates all unique child pixels. Also, the way of
selection of the parent pixels vary according to the several
implemented mathematical conditions, thereby ensuring the
formation of a secured encrypted cover image [21]. In the next
lap, i.e. during the embedding process, all uniquely formed
polynomial functions are generated, and the differential
calculus [22] operations are implemented. This adds another
layer of secrecy to it, since there is almost no chance for any
hacker to break through it. The huge embedding capacity of
this approach is its prime advantage. Also, the imperceptibility
of the stego-image is well maintained, hence not alluring any
third party interest. Insignificant changes in the PSNR values
before and after imbibing the encrypting algorithm,
undoubtedly proves that the layer of secrecy is well
incorporated without any distortion of the image. There is
almost no noticeable shift in the computed statistical values of
mean, standard deviation [23] and entropy [24] with respect to
the cover and stego-images, thereby approbating the
significant imperceptibility. The insertion or embedding
technique of our approach is a modified form of data hiding by
LSB [25] model. A significant amount of increment of the
embedding capacity is noticed in the experimental results.
Further modification can be done on it so as to increase its
embedding capacity further.
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