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 
Abstract—Password authentication is one of the widely used 

methods to achieve authentication for legal users of computers and 
defense against attackers. There are many different ways to 
authenticate users of a system and there are many password cracking 
methods also developed. This paper proposes how best password 
cracking can be performed on a CPU-GPGPU based system. The 
main objective of this work is to project how quickly a password can 
be cracked with some knowledge about the computer security and 
password cracking if sufficient security is not incorporated to the 
system.  
 

Keywords—GPGPU, password cracking, secret key, user 
authentication.  

I. INTRODUCTION 

ASSWORDS are designed to provide a system 
authentication. There are many different ways to 

authenticate users of a system such as log in to the system 
using a user name and password pair, a user can present a 
physical object like a key card, prove identity using biometric 
like a fingerprint, face recognition etc. [1].  

System authentication based on password, work by 
comparing user supplied passwords with stored secrets. When 
the system administrator or attacker gets the equivalent 
privileges then he/she can access these secrets. Usually the 
passwords are not stored in plaintext. Most of the time, it is in 
encrypted form.  

Password cracking is the process of recovering passwords 
from data that have been stored in or transmitted by a 
computer system. It can also be defined as the process of 
getting the normal text passwords which collides with the used 
hash function. A few years back, all-to-all major password 
breach happened for a website wherein the attacker leaked the 
complete list of passwords as the passwords were stored in 
clear text in the database with the possible security by that 
website [2], [4].  

Brute-force cracking is one of the techniques in which a 
computer tries every possible password until it succeeds. 
Brute-force attack keeps guessing repeatedly for every 
possible password and checks against the available encrypted 
password. Here, as the password length increases, Brute-force 
can take huge amount of time; i.e., each additional character in 
a password exponentially increases the Brute-force cracking 
time [3], [4]. The existing hardware architectures were 
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dedicated to password cracking, such as Field-programmable 
gate array (FPGAs) that are devices containing fully 
programmable logic and CELL processor [6].  

Password cracking is required for various reasons. 
Positively speaking, it might be required to recover a forgotten 
password or to identify the passwords that can be cracked 
easily so that the System Administrator can initiate necessary 
preventive measure. To speak negatively, an attacker gaining 
unauthorized access to the system. If it is encrypted password 
then the attacker need to verify whether a guessed password is 
successfully decoded from encrypted password. The 
cryptographic function used by the system for generating the 
password affects the rate, at which the password is guessed 
[5], [6]. 

An attacker can easily guess the password that is easy to 
remember for the authenticated user. There are various ways 
with which the security of the system reduces if the passwords 
are difficult to remember. Users may have to preserve the 
password by writing down on a paper or using an insecure 
method to store the password such as in a file.  

The more stringent requirements for strengthening the 
passwords are to have a mix of lowercase and uppercase 
letters along with numbers and punctuation characters [1]. 
Passwords framed based on picking the first character of each 
word of a phrase are easily memorable as a selected password, 
and as hard to crack as randomly generated passwords. 
Another good way is to have a password is by combining two 
unrelated words.  

The effort it has taken to crack the password decides the 
strength of a password. One can increase the length of the 
password for a cracking attempt to take more time. This 
results in more difficulty in recovering the password. 

It is going to be great time consuming process if you rely 
wholly on the general purpose CPU based system to recover 
the password. Here we propose how best password cracking 
can be performed on a CPU-GPGPU based system [7]. 

The computational power of General-Purpose computation 
on Graphics Processing Units (GPGPUs) is exploited in our 
work. Computationally intensive tasks are solved using 
GPGPU where parallel computation is needed. Computational 
work is allocated in parallel operations among large number of 
cores within the GPGPU. In other words, data-parallel 
computations are highly supported by GPGPUs. Each program 
can be executed on many data elements in parallel. Here 
sophisticated flow control is not required among the separate 
threads.  

Computation on GPGPU is based on the principle of data 
parallelism. Individual thread is processing each data element 
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