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Abstract—This paper examines the system protection for cyber-
physical systems (CPS). CPS are particularly characterized by their
networking system components. This means they are able to adapt to
the needs of their users and its environment. With this ability, CPS
have new, specific requirements on the protection against anti-
counterfeiting, know-how loss and manipulation. They increase the
requirements on system protection because piracy attacks can be
more diverse, for example because of an increasing number of
interfaces or through the networking abilities. The new requirements
were identified and in a next step matched with existing protective
measures. Due to the found gap the development of new protection
measures has to be forced to close this gap. Moreover a comparison
of the effectiveness between selected measures was realized and the
first results are presented in this paper.
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I. INTRODUCTION

HE research presented in this paper deals with the new

challenges that arise in the field of anti-counterfeiting for
intelligent, networked systems. These innovative, complex
systems are characterized by a growing interconnection with
their environment, better communication skills, and an
inherent partial intelligence. Modern automobiles today are an
example of such systems. They contain highly networked,
mechatronic systems and communicate with the infrastructure
and other vehicles, creating superior cyber-physical systems
(CPS).

The innovation leap from mechatronics to CPS results in
new fields of action in the protection of these systems. The
aim of this research is to help understanding and meeting these
challenges. Therefore the new requirements of CPS must be
identified and considered.

The research in this paper is structured as follows: In
chapter II the challenges in anti-counterfeiting of CPS are
identified. These are compared to existing approaches for anti-
counterfeiting in chapter III. Chapter IV demonstrates the
identification of the requirements of CPS in system protection.
Furthermore, all found requirements are matched with the
existing protection measures. Thus, it can be determined to
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what extent research is necessary in the development of
protection measures. Beyond, new measures are searched to
improve the protection of CPS and first solution possibilities
are demonstrated based on examples given. Chapter V gives a
short summery and guidance about the further development of
protection measures for CPS.

II. CHALLENGES IN ANTI-COUNTERFEITING OF CPS

A. Intellectual Property (IP) and Knowledge Management

Intellectual property (IP) and knowledge management are
often neglected in companies. Most companies lack both,
willingness and a systematic approach to deal with IP
management [1]. IP is usually divided into two branches,
industrial property and copyright [2]. Mittelstaedt extends this
understanding and adds more aspects to the definition of IP,
among other things, the fields of secrets, know-how, licenses
and domains [1]. The research demonstrated in this paper aims
on the protection of the unprotected knowledge which is
available within the products of a company as illustrated in
Fig. 1.

Knowledge of a
company

Protection by patents

Fig. 1 Different forms of knowledge of a company

The knowledge within a product can be extracted for
example by analyzing the product. It is of great interest for
manipulators, counterfeiters and other companies.

There are different protective measures existing for the
protection of the company’s knowledge (see Fig. 1). Some
knowledge is protected by secrets kept in the company, other
by legal measures such as patents and some knowledge is
licensed. However, even the technical protective measures are
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not able to protect the complete knowledge within products.
By performing a detailed analysis of a product, lots of details
about the company, the manufacturing process and the product
itself can be identified.

The research shown in this paper focuses on the protection
of the knowledge within products and especially within CPS.
Especially for these networked, intelligent and adaptive
systems, new challenges in protecting these systems have to
be considered.

B. Cyber-Physical Systems (CPS)

The mechanical engineering industry and related industries
are undergoing a massive shift from classic mechanic-centered
products to mechatronics. The technical systems of tomorrow
will go beyond current mechatronics by incorporating inherent
intelligence. Information technology and non-technical
disciplines such as cognitive science, neurobiology and
linguistics are developing a variety of methods, technologies
and procedures that integrate sensory, actuatory and cognitive
functions into technical systems. We call such systems cyber-
physical systems (CPS). The route to these systems is
determined by three general trends in technology:

1) Miniaturization of the electronics [3]
2) Software technology as driver of innovations [4], [5]
3) Networking of information systems [6]

Primarily - but not exclusively - the way of information
processing is implementing the change from mechatronical to
CPS. The design of such systems is an interdisciplinary and
complex task. Therefore, effective and continuous cooperation
and communication between developers from different
domains during the whole development process are required.
CPS differ from classical mechanical and mechatronic systems
in their inherent intelligence as well as their internal and
external networking. They are characterized by four core
properties in particular: they are adaptive, robust, predictive
and user-friendly [7].

The technology concept of an intelligent, networked system
is shown in Fig. 2 and describes what is understood by the
term cyber-physical systems (CPS). The technology concept
structures a CPS into a total of four units: basic system,
sensors, actuators, and information processing. The basic
configuration of the four listed units is known as a partial
system. In this system, information processing has a central
role. With the help of a communication system, it intervenes
between the sensor and the actuator systems. The sensors
record the necessary information during the interplay between
actuators and base system [7].

At this point, it already becomes clear that the change to
intelligent systems is characterized in particular by data
processing. This leads to new challenges for an approach in
protecting CPS. The increasing amount of software in CPS
must be considered and the software-components must be
protected. Furthermore it is essential that the data processing
based on the networking abilities are protected against outside
influences.
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Fig. 2 Technology concept - by intelligent subsystems to the
networked, cyber-physical systems according to [7]

The integration of new technologies, multiple sensors and
inherent intelligence adds significantly to the customer
experience but introduces many new interfaces that intruders
such as product pirates or hackers can exploit. As a result the
protection of CPS has to consider established topics like anti-
counterfeiting, product piracy, intellectual property or
knowledge management and beyond that also has to consider
aspects of security engineering.

C.The Danger of Product Piracy and Security Engineering

The latest study of the VDMA "StudyProduct Piracy 2014"
has shown that the damage caused by product piracy is a
serious issue in Germany. In 2013, 71 % of all German
companies in machine and plant construction were affected by
product piracy. The revenue loss is 7.9 billion euros [8]. The
development of the revenue loss and the damage is shown in
Fig. 3.

Industry revenue and damage by product piracy in mechanical
engineering

.1 Economic Damage in EUR W& Proportion of total Revenue

7.9bn 7.9 bn

5.0 bn

2006 2007 2008 2011 2013

Fig. 3 Damage and loss in revenue due to product piracy [8]

The amount of the damage is almost 8 billion euros since
2011. This means an equivalent of a loss of 40,000 jobs per
year [8]. Moreover, the percentage of total sales has been
stable for years and has only slightly decreased in 2013. This
is due to the increase of the revenue of the industry.

According to the survey, 82% of the German companies try
to protect themselves from imitations with legal measures,
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such as patents, utility models and industrial designs. These
measures present an important prerequisite in the fight against
piracy, but they are reactive, i.e. they attack only if the damage
has already occurred. In addition, less than half of the
businesses take action against plagiarism, once property rights
have been violated [8]. For these reasons it is especially
important to use preventive protection measures.

Also worldwide cyber-attacks are a big issue in security
engineering and cause intellectual property loss as described
in a joint study by McKinsey and the World Economic Forum
in 2014 [9]. 65% of the interviewed industry leaders believe
that malicious attacks from external or internal sources are the
most likely risk to have a negative impact on their business.
More than half of the industry leaders think that the risk of
cyber-attack will be a significant issue over the next five
years. Furthermore the study shows that the pace of attackers
will increase more quickly than the development of new
protection measures [9]. This leads to the challenge that new
measures for the protection of CPS must be considered. These
measures have to make sure that the networking abilities are
secure and consider possible malicious attacks.

Future technical products like CPS will significantly differ
from the familiar mechatronic products. They have the
potential for a cross-industry innovation leap; an early
understanding on specific protection measures is of crucial
importance. This is the only way the competitive advantage
for the companies investing in innovation and research can be
preserved and jobs can be secured. For these original
manufacturers, it is essential to protect these systems right
from the start.

To do so, the found challenges on the protection of CPS
must be considered:

e consider the requirements for the system protection of
CPS

e consider and protect the increasing amount of software in
CPS

e protect new interfaces like the networking abilities against
outside influences such as cyberattacks

e consider new measures for the protection of CPS

In the next chapter, these challenges are compared to
protective methods which provide the state of the art.

III. STATE OF THE ART

Preventive system protection for CPS has to fulfill the
identified challenges from chapter II, consider the entire
product life cycle, and during strategic product planning. This
protection can only be reached holistically through a
coordinated bundle of protection measures, so-called
protection concepts. As in [10], the protection measures
against product piracy are divided into seven categories:
strategic, product - and process-related, marking, IT based,
legal and communicative measures. In this context, the
number of known measures is very high with over 90. An
exemplary strategic protection measure is the limitation of
important know-how on selected individual employees.
Another example is the use of an RFID-chip. The chip can be
used for marking measures to track and trace the system and

proofits originality. All these measures as a whole have a high
potential for the fight against piracy [10]. However the
measures mentioned do not fulfill the challenges for the
protection of CPS.

As in [11], a procedure was conceived in order to develop
imitation-protected products and production systems. First, the
risk situation will be analyzed. This step identifies targets for
knowledge flows and product piracy. Then, the sensitive
technologies of the company will be identified. After that,
protection measures will be examined and a protection
strategy will be developed. In the end, requests will be put up
to establish the foundations for the remaining phases where
protected products and production systems will be designed
[11]. This procedure does not consider the challenges for the
protection of CPS.

In addition, there are numerous approaches to the creation
of protective measures and protection concepts, for example
the counterfeiting process according to [12], the methodology
for the protection against product imitation according to [13],
the development of an anti-piracy strategy according to [14] or
the BMBF research initiative "Innovation against product
piracy", which conceived the "product protection needs
analysis" in the transfer project "Conlmit - Contra Imitatio
[10].

None of the above-mentioned procedures, methods and
projects takes into account the special challenges of CPS in
the field of system protection. The existing measures and
methods are not designed for intelligent, networked systems
and therefore not applicable without adjustment.

The situation analysis and the state of the art have revealed
that existing protection measures must be examined with
regard to their effectiveness in CPS. For being able to examine
and adjust the measures and methods one has to know the
requirements CPS demand on their protection. These new
requirements are identified and matched with the existing
measures for system protection in the next chapter.

IV. SYSTEM PROTECTION OF CYBER-PHYSICAL SYSTEMS

A. Approach to Gathering the Requirements:

CPS have become increasingly important due to the current
development of technological innovation. In order to find the
appropriate measures to protect CPS from original
manufactures, one has to know about the requirements of CPS
and of the companies for system protection. The procedure for
gathering these requirements is shown in Fig. 4.

In the course of requirement gathering, a direct survey was
carried out with 16 companies of the leading-edge cluster
“Intelligent Technical Systems Ost Westfalen Lippe - it’%s
OWL”, to obtain the necessary information first-hand. For this
purpose, a questionnaire was created. Firstly, matching
questions had to be sought and formulated for the preparation
of the questionnaire.
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Fig. 4 Process for gathering the requirements

1) Creating the Questionnaire:

First, new questions had to be developed and existing
questions collected for the creation of the questionnaire. The
questions were formulated in a way that the company’s
requirements could be derived from the answers. Therefore,
different types of questions have been provided: closed
questions to identify the relevance of a topic and open
questions to absorb the know-how of the company.

The questions can be divided in three main areas:

e  General questions about the company
e  Questions concerning system protection in general
e Questions concerning the protection of CPS

General questions about the company: General questions
concerning the company, e.g. regarding the size or the extent
of being affected by piracy where included in the
questionnaire.

Questions concerning the system protection in general:
These questions aim for gathering the companies’
requirements for the system protection. The questions are
divided into categories of protection measures. Moreover, to
get an overview of the previous use of system protection
measures, there were also questions regarding the use of
protection measures within the company.

The subcategories for questions concerning system
protection in general are based on the seven categories of
protection measures [11]. These were adopted and extended
by the categories of “acceptance” and “company-specific”.

The questions in the category “acceptance” are to deter-
mine a company’s requirements in the general acceptance of
technologies and protective measures. This involves both the
acceptance of employees who will apply the measures and the
acceptance of the customers who buy the systems. In this
category, questions were developed to indicate the specific
requirements. These requirements with regard to the
acceptance of technologies and measures are relevant as
system protection measures lead to new technologies or
processes for a company. These technologies or processes
must be integrated into the company. It is only possible to
integrate these if the acceptance of the company is fully given
and there are no restrictions caused by the new modifications.
The questions concerning acceptance were discussed and
optimized with business psychologists.

In addition to the general questions, company-specific
requirements were determined. The questions in the category
“company-specific” should identify the requirements on
system and know-how protection which are individually given
by each of the companies surveyed. This information is
especially important for the individualization and
customization of protection measures with regard to the needs
of each company.

The questions concerning the protection of CPS have
been grouped in a separate main area and are demonstrated in
Fig. 5.

2. Qusations soncrning CPS;

Cyber-physical systems (CP5) are based on the symbiosis of computer science and engineering and are
particular characterized by four core properties: they are adaptive, robust, predictive and user-friendly.
CPS increase the reliability, safety and availability of products and production systems. Furthenmore the
respurces will be used more efficiently. CPS differ from classical mechatronic systems by their networking
system components. This means they are able to adapt to the needs of their users and its environment

41. Which special challenges arise in the system protection of CPS7 Which special challenges arise by
using the properties of CPS for their protection? Which special challenges arise by developing new
pratection-technologies?

4.

(=]

In what extend are the independent communication skills of CPS relevant contributing to an im-
proved system protection?

43 Will the life cycle of CPS change {extend, shorten, no change)? Will thereby new challenges result
for the system protection?

44 In which ways can the intelligence of a system contribute to its protection?

45 Which are the properties of CPS that may not be affected by protective measures under no circum-
stances?

46. Using self-optimization, systems can autonomously adapt to changing operating conditions. Do
you think a new type of system protection is hereby possible? Which properties should this protec-
tion exhiba?

47 Is the adjustment of the system protection with regard to the ability of salf-optimizing of the sys-
tem relevant in the future?

Fig. 5 Excerpt from the questionnaire for gathering the requirements
on system protection of CPS

These questions are the focus of the survey because based
on these questions the requirements on system protection of
CPS will be identified. A later comparison of existing
protective measures with the requirements gathered (see
chapter IV) examines which protective measures are most
suitable for the protection of CPS. It is crucial to know the
requirements on system protection in order to develop
protective measures and to ensure the profits of R&D -
investments.

2) Survey:

Before sending the questionnaire to the companies, a test
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run was conducted with one of the companies. This
questionnaire was discussed together with employees of the
company to find out if there is any potential for improvement
in the design of the questionnaire.

The companies were supposed to send the presented
questionnaire to the employees in charge who deal with the
issue of system protection (if available in the company). Most
of the answers came from the legal department. Only few
surveys were answered from the head of the R&D -
department or the manager for corporate technology.
Interestingly, their answers were significantly different from
the answers given of the legal department. Typical
requirements from the legal department where for example:
the improvement of a holistic management of the patents, new
methods for a selective search for counterfeits and raising the
awareness of the issue. The requirements from the technology
departments where more aimed on solutions beyond legal
measures. For example controllability of a measure, costs,
design and performance of the system may not be affected and
the usability of a measure has to be considered.

3) Evaluation:

After the companies had answered the questionnaire and
sent back, it was first individually evaluated for the respective
companies. A summary of the replies to the questionnaire was
created for each company individually. The requirements for
the specified categories were filtered out of the summary.
After the individual evaluations of the questionnaires, it was
necessary to merge the identified requirements of the
individual companies. This merge was realized in a table
which summarized the determined requirements by each
category. All the requirements are included in the created
table. In addition, it is noted which companies have pointed
out these requirements.

The frequency of the nomination by the companies helped
to prioritize the requirements. The more a requirement was
mentioned by the companies, the more important this
requirement is for system protection. For the most stated of
these requirements, it is particularly important to have
appropriate protective measures or newly develop these.

The most quoted requirements are:

e Raising the awareness of the issue (12 quotes out of 16
questionnaires)

e Inform the customer when he uses an original system or
spare part (12 quotes)

e  Security in data management (12 quotes)

e  Effectiveness of a protect measure (11 quotes)

e The “internationality” of a protection measure (meaning
the measure has to worldwide usable) (10 quotes)

e simple and cost-effective implementation (10 quotes)

A total of 36 requirements were recorded by the survey
and the subsequent evaluation. Six of these requirements are
in the CPS category. These are:

e  Security in data management (12 quotes)

e In the event of a sabotage, manipulation or know-how
loss, automatic transfer of information to the company
and warning of other systems (9 quotes)

e Support and use of the characteristics of CPS for their
inherent protection (7 quotes)

e  Security in networking (6 quotes)

e  Protection of software components (2 quotes)

e Use of self-optimization to learn from
(1 quotes)

These requirements are fundamentally new and prove the
existing difference between the system protection for
mechatronics and CPS. The newly identified requirements
refer to the use and support of CPS-specific properties, such as
the ability to self-optimization. The networking and
communication skills of CPS offer new possibilities of system
protection, but at the same time new targets for counterfeiters
appear. Thus, the new requirements show that above all
networking and data exchange security are of a high priority.

attacks

B. Matching the Requirements with Existing Measures

When the recording and evaluation of requirements was
complete, we had to find out to what extent the existing
system protection measures fulfil the 36 identified ones. For
this purpose, the identified requirements had to be matched
with the existing protective measures.

The general framework conditions have been set prior to
evaluation. These conditions define the general requirements
for a protective measure (such as the effectiveness or the
reliability of a protective measure). In addition, to achieve a
better traceability, the perspective from which the match had
been done was described. Existing measures in relation to the
requirements will be evaluated. Following this outlined base,
the overall requirements were matched with the known
measures.

The comparison detects the areas which need to be
improved with regard to protective measures. Consequently,
the need for development is pointed out to implement an
adequate system protection. For the matching, the protection
measures are directly compared to the found requirements.

For this matching process, a table was created which shows
the requirements in the first line and the protective measures
in the first column (Fig. 6).

Like this, each requirement can be matched with any
protection measure. Due to the division of the requirements as
well as the measures into identical categories, the categories
themselves can be compared. This way, strategic requirements
can be matched with strategic measures. Product-related
requirements can be compared to product-related measures,
and so on (Fig. 6).

This makes sense because for instance the IT-based
requirements such as the "protection of know-how in data
transmission" are so specific that they can only be met by
information technology measures such as encryption,
reduction of information or secure communication links.
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Fig. 6 Excerpt of the comparison in the category "strategic actions"

There are three levels of satisfaction when matching the
existing protection measures with the requirements. For a
better overview, the three satisfaction levels are marked in
different colors (see Fig. 6). The definition of the fields
(levels) is defined as follows:

1) White boxes: There is no connection between the
requirement and the measure. So the requirement cannot
be fulfilled with this measure.

2) Yellow fields: The measure can contribute to the
fulfilment of the requirement; the evaluation is specified
as “partially met”. A partial fulfillment of the requirement
exists if the requirement cannot be fulfilled by the
measure completely, but it can partially contribute to.

3) Green fields: The requirement is fully met by the measure
and requires no combination of several measures to meet
the requirement. The evaluation is defined as “met”.

" . Secure Data Automatic Transfer | Support of the CPS- Security in
Measures*\Requirements L .
management of Information characteristics networking
IT Measures
Biometric Assisted Access Control
Role-based Access Control
Encryption of Dacuments partially met partially met partially met
Removal of Information from el artially met
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(Secure Information Flow)
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v utual Authetication of e me FERElymE
Product Activation
Outsourcing of safety-relevant - S
Computing Operation:
Protection of embedded Software
met met

Fig. 7 Excerpt of the CPS-comparison in the category
"strategic actions"

A special case in this evaluation is matching the
requirements of the CPS (Fig. 7). Because so far no
measures have been developed in this specific area, the
requirements by CPS are matched with the existing system
protection measures in all categories. This way, it is possible
to check if there are already potential measures for the
protection of CPS. Thus, the need for development in this area
can be estimated. The numerous “white spots” point out the
gaps which exist between the requirements and the
protection measures. New technologies and protection
measures are needed to close these gaps.

The match reveals that in most categories all requirements
can be fulfilled by combining individual measures (Fig. 6).
Only with regard to the requirements of the CPS, white spots
are largely visible (Fig. 7). Here, the existing measures can
only occasionally meet the requirements. A complete
fulfillment is only possible with a combination of numerous
measures in different categories.

C. External Measures for the System Protection of CPS:

The investigation shows that the companies’ requirements
for system protection are well fulfilled by the existing
protection measures. In addition, it became clear that CPS has
created new requirements on system protection. These six
new requirements can only be fulfilled in an insufficient
manner by the existing protective measures (see Fig. 7).
Existing protection mechanisms are not designed for CPS
system protection because CPS integrate a variety of new
features. Up to now, there is no protection approach which
sufficiently takes into account the challenges and requirements
for the protection of CPS. There is an acute need for action to
develop system and know-how protection measures as well as
new technologies for the protection of CPS.

It becomes clear that one main area in CPS is the field of
information technologies. The fulfillment of the requirements
is the best in the field of IT-based protection measures.

The gathered requirements point out the gap between the
requirements of CPS and the existing protection measures.
Hence, the measures have to be adapted and extended. Also
external protection measures (meaning not considered in the
research so far) have to be searched and new ones developed
to close the gap. Based on that, external technologies and
methods for the protection of complex, intelligent systems
were analyzed and compared to the existing ones.

The identification of new technologies and external
measures for system protection of CPS could be promoted
through cooperation with the Fraunhofer Institute for Applied
and Integrated Security — AISEC. Due to this cooperation
external protective measures were identified, some of these are
shown in Fig. 8. An example for a measure is the protective
foil “protecting electronic products — PEP”. It protects the
critical areas of an embedded system, seals the housings
tamper-proof and disables the functionality of a system in case
of an attack [15].

A comparison of the effectiveness between the known IT-
based protection measures and the AISEC-measures was
carried out and is shown in Fig. 8.

The known IT-based protection measures are shown above,
the new measures below. The effectiveness indicates the level
of fulfillment of the requirements. The green bars show the
amount of total fulfillment of the requirements. The orange
bars indicate the amount of the partially fulfillment. And the
red bars demonstrate the amount of the requirements which
were not fulfilled.

The protective foil is the first of the new protective
measures in Fig. 8. It has a fulfillment of all the identified
requirements of 39% and a partial fulfillment of 28%.
Combined 67% of all requirements are at least partially
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fulfilled. In comparison to the known IT measures it is
remarkable, that 67% of at least partial fulfillment is only the
second best value. The protective measure “secure
communication” has a better value with more than 70%.

Efficiency of AISEC-Protective Measures
0% 10% 20% 30% 40% 50% 60% T0% BO% 90% 100%

Protective foil "Protecting Electronic Products — PEP” _ . =
Side Channel-resistant Hardware Designs (FPGA, AISC) [ = o
Side Channel-resistant Programming RSN B = et e e e =
| Obfuscation for Protection against Reverse Engineering [N = o
Secure Firmware (Encryption for the Protection... [ =]
Secure Firmware Update (Encrytioln of Firmware... [ - e
Verified Boot (Safeguarding to use only the original.. IEEGEG—— = W= s e e ]
Hargware Binding (Safeguarding to run Firmware... IS |
Secure Memory G- s ===
= Fulfilled = Partially Fulfilled m Not Fulfilled
Efficiency of IT-Protective Measures
0% 10% 20% 30% 40% 50% 60% TO% BO% 90% 100%
Biometric Acces Control m
Role Based Acces Control | N
Encryption of Documents [N = ]
Removal of Information from CAD Models =]
Secure C: ication [Secure jon Flow) )
Mutual Authentication of Components N

Product Activation

Outsourcing of security-related Computing Operations

Security of embedded Software

= Fulfilled = Partlally Fulfilled = Not Fulfilled

Fig. 8 Comparison of the efficiency of protection measures

The average of the new protective measures efficiency is
higher compared to the one of the IT measures. The
comparison showed that the new protective measures have a
better fulfillment of the requirements. But there are still “white
spots” in the comparison to the requirements of CPS.
Therefore the development, extension and adaption of
protective measures have to be continued.

One way to improve the protection of CPS is to arrange
several single protective measures to a coordinated protection
concept. This way the protection impact can be raised, because
the single protective measures support each other.
Furthermore the new measures can be arranged with the
known measures as well. Hence the efficiency of a protection
measure concept is better compared to single measures.

Some of the protective measures, like the protective foil, are
still at the experimental stage. So roadmaps have to be worked
out to give a better overview on the protection concepts and
their timelines. A first example of a roadmap is shown in Fig.
9.

On the left side of the roadmap some of the protective
measures are listed. Above are the new measures and below
the known ones. The horizontal line above is the timeline.

The protection concept A (orange line) consists of three
single measures, one new and two known ones. As
demonstrated in the roadmap, the concept can be implemented
in the middle of the year 2015. The concept B, which consists
of two new and one known measure can be implemented in
the middle of the year 2017, because the new measures are not
available on the market until then.

Protection Concept A: Protection Concept B:

2014 2015 2016 2017 2018
New Protective
Measurss
Protecting Electroni |
Gt | ___  XIEEN -
Secure Fimware | og | | N | |
Resistant Hardware | e | |
Known Protective
Measures

comcare [ MM N S - S —
onmmetteoms | I o I I N —
S I —

Communiaton o —

l Legende: I:l R&D - Time on Market <> Time to Market © Measures of the Protection Conceptl

Fig. 9 Example for a protective measures roadmap

With the help of these first roadmaps, protective measures
and the resulting protection concepts are highlighted to
demonstrate the further development.

V. SUMMARY AND OUTLOOK

The paper gives insights into the challenges that exist with
system protection by innovative, intelligent systems. By
identifying new requirements and matching requirements with
existing protective measures, the current lack of protection can
be displayed. New protective measures are demonstrated.
With the help of roadmaps, new measures and the resulting
protection concepts are highlighted with a focus on
authentically illustrating the course of time.

Nevertheless the found requirements of CPS cannot be
completely fulfilled by the new protective measures. So there
is still need for research in developing new protective
measures and in the development of new technologies, which
potentially increase system protection for CPS. Especially the
integration of the characteristics of CPS like adaption, self-
optimization or inherence intelligence has to be more in the
center of the research and development of new protective
measures.
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