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Abstract—String matching also known as pattern matching is
one of primary concept for network security. In this area the
effectiveness and efficiency of string matching algorithms is
important for applications in network security such as network
intrusion detection, virus detection, signature matching and web
content filtering system. This paper presents brief review on some of
string matching techniques used for network security.
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|. INTRODUCTION

LONG with the rapid development of network
technology, demands for anti-attack and security

protection are now facing a drastic increase in almost all
network applications and systems. Hence network security
arises as a big issue to be discussed. String matching is a
widely used concept for network security. Whenever we talk
about malicious attacks, suspected information or some
keywords or signatures passing over various nodes of the
networks, we need to match them or search them for many
security reasons. This matching process is done with the help
of various string matching or pattern matching algorithms.
Widely deployed network intrusion detection and prevention
systems often use signature-based method to detect possible
malicious attacks. String matching has recently proven useful
for deep packet inspection to detect intrusions in networks,
scan for virus's protection, and refine internet content.
Although string matching algorithms are used for many other
purposes but this paper focuses only for string matching
techniques for network security. With the help string matching
algorithms, various types of attacks have been detected.

Various algorithms have been designed [1]-[21] and done
hardware implementation to speed up the inspection, lower
pattern space complexity, and perform operations efficiently.

The paper is organized as follows; Section Il discussed
various string matching techniques for network security.
Section 11l discussed areas of network security with string
matching process. Finally conclude in Section 1V with
conclusion and future work.
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11.STRING MATCHING TECHNIQUES USED IN NETWORK
SECURITY

There are many techniques which have been designed so far
for network security; this paper discussed four most
commonly used techniques along with their limitations.

A. Filtering Technique

A filtering technique is used for internet security purpose.
Using filtering techniques, one can block various applications
which you do not want to perform. This technique applies
string matching process and neglects the regions of text T in
which maximum matches cannot occur, and apply dynamic
programming computation to the remaining portions of text T.
[2] Dynamic programming computation creates the rigid
separation between the filtering phase and checking phase as
shown in Fig. 1. Dynamic programing computation improves
the filtering process and rapid up the security by merging the
filtering and the checking phase. It measures the statically
derived filter information during the checking phase,
strengthening it by information determined dynamically.
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Fig. 1 Merging of filtering phase and checking phase via dynamic
programming computation

B. Honeypots Techniques

Honeypots are exciting technology with many potential for
the network security community. The concepts were first
introduced by CIiff Stoll [5]. It creates a virtual machine,
which makes attackers and is a highly flexible tool; this tool of
honeypots can work from detecting encrypted attacks in IPv6
networks to capturing the latest on-line credit card fraud and
other online transactions. Honeypot worked as an information
system resource whose value lies in unauthorized or outlaw
use of the resources.

Honey pots collect information in small amounts instead of
logging a GB of data per day; they can log only one MB of
data a day. Instead of yielding thousands alerts a day, they can
generate only 10 alerts per day [6]. This makes matching
algorithms for honeypots to work effectively. Another good
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advantage of honeypots is that it is only capture bad activity;
any interaction with a honeypot is most likely unauthorized or
malicious activity. Honeypots cut down 'noise’ by collecting
only small sets of data, but information of high value. Most
security technologies (such as IDS systems) honeypots work
fine in encrypted or IPv6 environments. It does not matter
what the hackers thrown in honeypot, it will just detect and
capture it. Honeypots techniques are very simple. It does not
need to have developed any fancy algorithms, any state tables
to keep up, or any signatures to update. This simpler
technology makes it less likely happen for mistakes or any
misconfiguration since data is collected in small scale.

The limitation or drawbacks of honeypots are it does not
solve a specific problem like firewalls or Intrusion detection
systems. Instead, it used as tool that are of many different
shapes and sizes. It can only track and capture activity that has
interacted honeypot directly. It will not capture attacks against
other connected systems, until and unless the attacker or threat
is interacts also with the honeypots.

Honeypots has the risk for firewalls of being penetrated,
information encryption has the risk of being broken, Sensor of
Intrusion Detection System have the risk of failing to detect
attacks are some of main risk of honeypots. Other important
risk of honeypots is of being taken over by the hackers and
being used to harm other systems. This risk varies for different
honeypots types, depending on the type of honeypot; it can
have no more risk than an IDS sensor.

C.Figures

Network telescopes techniques: A network telescope is also
known as darknet and is an unused address range [7]. It
neither offers Internet services nor does it uses. A network
telescope is a part of routed IP address space in which little or
no existence of legitimate traffic. Using matching process it
monitors an unexpected traffic arriving at a network telescope
provides the opportunity to view remote network security
events such as various forms of attacks, like internet worms
caused infection of host, and network scanning [7] and this is
done via matching algorithms.

Browsing a data on the Internet becomes first-rate task now
a day. It is either impractical or impossible to collect data in
enough locations to build a global view of this dynamic,
unstructured system. A network telescope [8] has emerged as
the dominant mechanism for measuring internet security
process such as denial-of-service (DoS) attacks and network
worms. Traditional network telescopes deduce remote network
behaviour and events in an entirely passive way by examining
spurious traffic arriving for non-existent hosts at a third-party
network.

Beside these advantages a network telescope has some
limitations such as — in most cases; it cannot track “reflector”
Dos attacks for the reason that they cause systems to respond
to the target. Another issue is the size of telescope matters a
lot. Bigger the telescopes better the security. Smaller
telescopes monitor smaller set of addresses lead to
underestimate the peak intensity of an attack and detect it later
than a bigger telescope. Moore[8] suggest that home and

small-office users on DSL (digital subscriber line) and cable
modem connections played a big role in spreading Code Red
and are the targets of many DoS attacks. In addition, many of
the systems infected and inadvertently helped to spread Code
Red and Code Red 2 were on DSL and cable modem accounts.
Home users and most small businesses don't have full-time
network administrators to update software and take other steps
to keep up security.

D.Signature Matching Techniques

Network devices are increasingly employing deep packet
inspection to enable advanced services such as intrusion
detection, traffic shaping, and quality of service [9]. Signature
(keyword) matching is an important part of deep packet
inspection and involves matching pre-supplied signatures to
network payloads at line rates. It is widely observed that
signature matching is the most processing-intensive part and
the chokepoint to increased performance. [10] Introduce an
efficient data structure called Extended Bloom Filter (EBF)
and the corresponding string matching algorithm to perform
the multi-pattern signature matching. They also present a
technique to support long signature matching so that only need
to maintain a limited number of supported signature lengths
for the EBFs. Fig. 2 shows the improve algorithm [9], when
the number of signatures increased the absolute saving
becomes bigger.
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Fig. 2 Memory saving with improve algorithm

Signature based Network Intrusion Detection System
collects these signatures and scans the payload of the internet
packets supplied for them to find the contained such malicious
behaviors [10]. An efficient and fast solution needed to adopt
for the most prominent signature set as per today's situation
and to sustain the real-time processing of the high-speed
network.

Like in pattern P and text T in exact string matching, here
suppose given packet payload T of length n and a set of
signatures of variable length for intrusion detection. The
concept behind the signature-matching problem is to figure
any exact match of signature S[i] and a substring of T. In
Network security, signature matching is an important part and
decides the overall performance of connected systems. While
the network band width and the size of the signature set keep

885



International Journal of Information, Control and Computer Sciences
ISSN: 2517-9942
Vol:8, No:5, 2014

growing, to do real-time detection which is still away from
real world. Some of best known algorithms adopt for matching
is Boyer-Moore algorithms, which scan for a signature
patterns with various observations. Another well know
algorithm is Aho-Corasick, this work with the finite state
automaton supporting multi-pattern string matching. The
major drawback noticed is that its excessive consumption of
memory. A modified algorithm of Aho-Corasick [11] reduces
the amount of memory and improves its performance. Third
best algorithm is Wu-Manber [12]; this uses a hash table and
the bad character heuristics to accelerate the searching speed.

All these algorithms designed for software implementation.
The various study of experimental results shows no such
algorithm is fast enough for real-time string matching in high-
speed network.

Nevertheless, the limitation drawn to signature matching
techniques is if any change to the attack may lead to missed
events generates false negatives results, also if signature
patterns are not unique, than results may lead to high false-
positive rates. It is also limited to inspect only single packet
and does not apply well to the stream-based nature of network
traffic such as HTTP traffic [9], [10].

Apart from above mentioned four techniques the
approaches to detect the deep packet inspections are automata
based, heuristic based and simple filtering based. Automata
approach matches the patterns by state transition of
deterministic finite automata (DFA) or non-deterministic finite
automata (NFA). It has linear execution time and also
consumes more memory if the data structure is not
compressed.

Heuristic approach checks the block of characters in the
window, it moves to the next position if the match is not
found.

Filtering approach searches text for necessary patterns and
drops if the content does not contain the pattern. But it has
been noticed that Heuristic and Filtering approaches are
memory efficient but suffers in worst case.

I11. AREAS IN NETWORK SECURITY WITH STRING MATCHING
PROCESS

This section discussed about the major areas in the field of
network security which used string matching process and its
mechanism.

For the low-cost hardware-based intrusion detection
systems [13], [16], it proposes a memory-efficient parallel
string matching plan. Long target patterns divided into sub
patterns with a fixed length; deterministic finite automata
build with the sub patterns. Using the pattern dividing, the
variety of target pattern lengths may relieve, so that memory
usage in string matches becomes proficient. Two-stage
sequential matching method proposed for the consecutive
matches with sub patterns in order to find each original long
pattern being divided. Investigational results show that total
memory requirements decrease on average by 47.8 percent
and 62.8 percent [13].

Traffic volumes of Internet are growing constantly; string
matching using the Deterministic Finite Automaton will be the

performance bottleneck of Deep Packet Inspection [14]. The
recently proposed bit-split string matching algorithm suffers
from the unnecessary state transitions problem, limiting the
efficiency of deep packet inspection of network security. The
cause behind the fact that each tiny DFA of the bit-split
algorithm only processes a k-bit substring of each character
input, but cannot verify whether the entire character belongs to
the set of original alphabet of signature rules [15], [17]
proposes a byte-filtered string matching algorithm, where
bloom filters used to pre-process each byte of every incoming
packet payload to check whether the input byte belongs to the
derived set of alphabet or not, before processing bit-split string
matching. The experimental results show that compared to the
bit-split algorithm, [10] byte-filtered algorithm enormously
decreases the time of string matching as well as the number of
state transitions of tiny DFA on both synthetic and real
signature rule sets. A Memory Efficient Multiple Pattern
Matching Architecture for Network Security has been
proposed by Tian Song, Wei Zhang [22]. In this effort, a
pattern matching architecture for tens of thousands of
signatures is proposed. The first idea is to use an algorithm
based on a novel model, namely cached DFA (CDFA), to
express the pattern set more efficiently.

The second idea, next state addressing (NSA), is to store
transition rules of finite automata using less memory. It is
achieved by taking states as addresses and employing feature
of the state acting as the next state in DFA or CDFA. These
two ideas both increase the memory efficiency. Moreover, the
architecture for multiple pattern matching is given with some
optimizations for reducing critical path and the memory
utilization (refer [21] for more details).

IV. CONCLUSION

The applications of string matching are widely useful in
many areas based on string matching for network security.
There are many scopes for research in activist assault through
cyber, medicinal skills such as biological analyses, huge area
of online and offline data transfer, library sciences are already
rolling in many directions, different types of anti-viruses are
endlessly promoted based on their effectual and quicker
exposure nature. So many more areas covered by research on
such matching concepts. There are a large amount of variety
and interesting research are still needs to adopted by
researcher to extend the applications on string matching.

Most important factor of string matching is its application
and is not limited, its requirements and improvements being
done often. The study shows there are many scopes and areas
are covered by pattern matching techniques in the field of
network security. Much work has been done, many are
available and many more are yet to be projected. This is a very
immeasurable area with plenty of future scale and plenty of
work left for researcher. The various application are emerging
very swiftly, the dispute for network security becomes very
essential, so humerous algorithms and techniques are likely to
be continuous in research.
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