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Abstract—This paper discusses a new heavy tailed distribution 
based data hiding into discrete cosine transform (DCT) coefficients 
of image, which provides statistical security as well as robustness 
against steganalysis attacks. Unlike other data hiding algorithms, the 
proposed technique does not introduce much effect in the stego-
image’s DCT coefficient probability plots, thus making the presence 
of hidden data statistically undetectable. In addition the proposed 
method does not compromise on hiding capacity. When compared to 
the generic block DCT based data-hiding scheme, our method found 
more robust against a variety of image manipulating attacks such as 
filtering, blurring, JPEG compression etc.

Keywords—Information Security, Robust Steganography, 
Steganalysis, Pareto Probability Distribution function. 

I. INTRODUCTION 
LTHOUGH the developments in image coding standards 
for image data compression using JPEG, MPEG and 

JPEG2000 have been widely exploited for multimedia data 
transfer through World Wide Web but data protection against 
unauthorized access for copy right violation, manipulation or 
even deletion have become the challenging concern. Therefore 
providing effective security solutions to ensure multimedia 
data integrity and authenticity during open channel 
transmission has become an interesting field due to obvious 
advantages of digital document distribution. This is 
particularly needed to retain benefits of low cost of global data 
distribution by a document owner while also offering 
dependability at the receiving end. Recently, digital data 
hiding using steganography [1,2,3] has emerged as an 
attractive technique for such applications because of 
facilitating hiding an imperceptible mark in the multimedia 
data which can be used to identify the genuine document 
owner, track authorized users and detect illegal document 
tampering [4]. Imperceptible hiding using steganography [5] is 
achieved by embedding copyright identification data into the 
multimedia document (image, audio, or text) called “digital 
cover” or “host media” which is to be transmitted through an 
open channel.  

 An effective steganography technique for copyright 
protection aims at achieving high robustness of the 
imperceptible copyright mark against deliberate attempts of 
copyright violation by modifying, altering or even deleting the 
original identification mark of a document owner.  
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In addition it is also required that embedding of copyright 
mark data into the cover introduces minimum perceptual 
distortion in the host cover. Based on the processing domain 
the data hiding schemes can be classified as spatial domain
and transform domain [6, 7] techniques. The spatial domain 
data hiding is computationally simple and straight forward 
wherein host media data is directly replaced by identification 
mark data using substitution techniques. However, these 
techniques are more fragile to external attacks and thus 
provide poor robustness of the copyright identification mark. 
On the other hand the transform domain techniques require 
more computations but they achieve superior robustness 
against lossy compressions and other signal processing 
operations like scaling and rotations or cropping, depending 
on the invariant properties of a particular transform [8, 9]. 
Therefore transform domain techniques have proved better 
choice for achieving enhanced security of copyright mark and 
thus for greater assurance of originality of a multimedia 
document at the receiving end.  In general digital document 
distribution may consist of image, audio or text or their 
permutations distributed through open channel. However, the 
issue of copyright protection of original paintings, art work, 
maps, sketches, sceneries, photographs and pictures of an 
owner is more challenging as well as demanding than other 
data types due to their high cost. In view of this our present 
study focuses on copyright protection of still image 
documents. As an illustrative example we have considered 
IEEE standard still images as host media in which text data is 
embedded as copyright mark. Although robust copyright data 
embedding along with image data compression can be 
achieved by data hiding into coefficients of Discrete Fourier 
Transform (DFT), Discrete Cosine Transform (DCT) or 
Discrete Wavelet Transform (DWT) [10,11,12] but DCT is 
frequently preferred because it is widely used in JPEG and 
MPEG [13,14]; and thus it has merited our attention under the 
present study. 

This paper describes a new algorithm for achieving 
enhanced robustness of copyright mark data as compared to 
existing techniques of data hiding using DCT coefficients 
[15]. Higher robustness of hidden copyright mark has been 
achieved using Pareto heavy tailed probability distribution 
function (pdf) [16,17] that increases the randomness of 
selecting DCT blocks as well as its coefficients for hiding 
copyright data into the medium frequency bands of two-
dimensional discrete cosine transform (2D-DCT) coefficients 
of an IEEE Lena image. Embedding of copyright mark data 
into mid-band DCT coefficients has been carried out to 
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achieve visual imperceptibility [18,19] of the hidden copyright 
mark which is statistically undetectable and robust against 
image manipulation attacks. The merits of the developed 
algorithm are illustrated through simulation studies by hiding 
textual copyright data into IEEE standard Lena image. The 
qualitative performance evaluation of the suggested algorithm 
has been carried out through analysis of histogram, JPEG 
compression and low pass filtering steganalysis techniques 
[20, 21].  

It is shown that BER level of 0.0288 for medium quality 
(Q-80) JPEG compression and 0.0716 for low quality (Q-30) 
JPEG compression is achievable. As more than 92% of the 
hidden data was recovered without any error for low quality 
(Q-30) JPEG compression. The corresponding PSNR between 
original and stego image obtained by proposed method is 
39.84 dB which is well above the acceptable level for 
perceptual analysis. Therefore the suggested algorithm can be 
potentially useful in achieving enhanced copyright protection.  

II. DATA MODELING OF DCT COEFFICIENTS 
 The mid-band region is a popular choice for data embedding 
in order to limit the distortion and enables the algorithm to be 
robust against a multitude of image manipulating attacks. It is 
often mentioned in the literature that the Gaussian model is 
not appropriate for the mid-frequency DCT coefficients [22]. 
Reininger and Gibson [23] used the Kolmogorov-Smimov 
(KS) goodness-of-fit tests in order to conclude that these 
coefficients can be better modeled as Laplacian rather than as 
Gaussian, Rayleigh, or gamma distribution.  Laplacian PDF is 
given by  

xxf X exp
2

)(                       (1) 

where ),(xmean and )var(22 x . However, it is 
shown in [24] that the Laplacian distribution is inadequate for 
heavier tailed samples, because its tail decays at a fast 
exponential rate. Tanabe and Farvardin [25] modeled the DCT 
coefficients using the generalized Gaussian Density (GGD), as 
its tail decays at a slower rate than the Gaussian distribution 
[26], which has the following PDF 

c
X xAxf exp)(                 (2) 

The parameters A  and  can be expressed in terms of 
parameter c  and standard deviation  as follows: 
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for 1c , the generalized Gaussian distribution reduces to 
Laplacian, while the Gaussian PDF can be obtained for 

2c . However, even the GGD does not always sufficiently 
characterize the low- and mid-frequency DCT coefficients. 
Hernandez et. al. [27] observed that some samples in the tails 
of the empirical distributions have relatively high amplitudes 

and consequently cannot be adequately modeled by the 
exponentially decaying tails of the GGD.  

 A more systematic and efficient approach to this problem is 
to consider a better model for the DCT coefficients, which can 
capture their heavy tailed nature, i.e., the high-magnitude 
samples in the tails. Recently the Symmetric alpha- stable 

)( SS  family has been successfully applied to model heavy 
tailed data in various applications [28, 29].  

 The SS distribution can be described by its characteristic 
function  

jexp)(                  (4) 

)(  is parameterized by the location 
parameter )( , the scale parameter )0( ,
and the characteristic exponent )20( . The location 
parameter gives the mean of the distribution for 21 ,
while for 10  it gives the median. The characteristic 
exponent or stability index,  is the most important 
parameter as it determines the shape of the distribution. The 
shape of the SS  PDF resembles that of the Gaussian 
density as it is bell shaped. However, it has much heavier tails, 
which asymptotically follow an algebraic rate of decay. For an 

SS  random variable , as 0x , the tails satisfy 
xcxXP ~                           (5) 

where dtetxc tx

0

1,2sin is

the Gamma function. Hence, the tail probabilities of the SS
random variable follow inverse power law, which coincide 
with the tail properties of the Pareto distribution [16]. The 
Pareto distribution provides a rich and flexible modeling tool 
for heavy tailed non-Gaussian data [17], therefore it can be 
used for adequate modeling of the mid-frequency DCT 
coefficients. The PDF of Pareto distribution is given by 

1,: aa xaakxf                     (6) 

where )0(a is shape parameter and )0(k  is the location 
parameter. Pareto heavy tailed distribution based random 
numbers have been used in the proposed technique for hiding 
as well as retrieval of messages in mid-band DCT 
components. 

III. PROPOSED ALGORITHM 
 The proposed algorithm relies on n  distinct heavy tailed 
Pareto based pseudo- random (PN) sequences, where n is the 
number of bits to be hidden. In addition, selections of blocks 
for hiding are also taken randomly with heavy tailed Pareto 
distribution. Properties of Pareto distribution (location and 
shape parameters) are used as a key with a threshold 
correlation factor for extracting messages at the receiver end. 
This key is available at both encoder and decoder locations, 
and it can be communicated through secure channel prior to 
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sending stego images over open channel. The performance of 
the proposed steganography algorithm has been evaluated by 
embedding 512 ASCII characters in IEEE standard grayscale 
Lena 512*512  image. The simulation was carried out 
using MATLAB.

A. The Encoder 
 In the proposed algorithm, 88  pixel blocks of the image 
are first transformed using the DCT. The mid-frequency 
regions of the DCT coefficient blocks are used to embed the 
hidden data as shown in Fig. 1, where shaded blocks represent 
the mid-frequency bands [30].  

 The working of the encoder is as follows: 
1. Read the host image ),( NMI  of size NM and

the n -bit data ntoiiD 1  to be hidden. 

2. Generate n Pareto random numbers ntoRRP 1  with 

location parameter k  and shape parameter a .
3. Again generate n different heavy tailed Pareto 

distribution based PN-sequences ntoNiNiP 1 of
length 22 (for 22 mid-band DCT coefficients) using a 
secret key (location parameter 1k  and shape 
parameter 1a ) to reset the random number generator. 

   
    

     
      

       
        
        

Fig. 1 Mid-frequency DCT region used to embed the hidden data 

4. Transform the host image using the 8x8 block 2D-
DCT and generate blocks mtoppm 1 , where 

nNMm
88

.

5. For 1RP  to n , select corresponding mp.

6. For 1iD  to n ,

hide the thi  bit and modulate the th
pm DCT block 

of the host using eqs-1 and 2 respectively for a ‘0’ or 
a ‘1’ bit [30]. 
vuIW , ),,(*, vuWKvuI iW

if MFvu,
                   (7) 

vuIW , vuIW ,      if MFvu,       
                           

vuIW , ),,(*, vuWKvuI iW

if MFvu,
                   (8) 

vuIW , vuIW ,      if MFvu,       

where K is the gain factor (in the present simulation 
10K ) used to specify the strength of the 

embedded data; iW is the appropriate pseudo 

random noise sequence based on the thi hidden bit; 
vuI , represents the 8x8 DCT block of the host 

image; and vuI w , represents the corresponding 
marked DCT block.  

7. Inverse transform each of the marked DCT blocks, 
vuI w , , using 8x8 block inverse 2D-DCT to get 

the final stego image NMI w , .
 The original and stego images are shown in Figs. 2 and 3 
respectively. The peak signal to noise ratio (PSNR) between 
these two is found to be 39.84dB. As seen from these figures, 
the visual distortion induced in the stego image due to 
embedding is negligible. 

Fig. 2 The original image 

Fig. 3 The stego image 
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 The hidden-bit extraction procedure is based on correlation 
between the mid-band coefficients of the image and the 
corresponding PN-sequences [30].  
The working of the decoder is as follows: 

1. Read the stego image. 
2. Generate n different heavy tailed Pareto distribution 

based PN-sequences of length 22 using same secret 
key used during encoding (location parameter 1k
and shape parameter 1a ) to reset the random number 
generator. 

3. Transform the stego image using the 8x8 block 2D-
DCT.

4. Generate one dimensional Pareto array of size n with 
location parameter k and shape parameter a, denoted 
as )(ncorr

5. For 1i  to n
calculate the correlation between the mid-band 
coefficients of the thi block and the thi PN-
sequence and store this value in )(icorr .

6. Calculate the average of all the values stored in the 
array, )(ncorr .

7. Extract the thj hidden bit, jb , using the relationship 
given below. 

                                         
             ))(()(,0 ncorraveragejcorrif

jb                                                             (9) 

              ))(()(,1 ncorraveragejcorrif               

IV. PERFORMANCE EVALUATION 
 Performance evaluation of the data hiding algorithm has 
been carried out using three different methods of steganalysis 
namely: (i) analysis of histogram, (ii) low pass filtering and 
(iii) JPEG compression analysis.  

(i)Relative frequency approach has been used in the present 
case for studying distribution of mid-band DCT coefficients 
(histogram). If total number of mid-band DCT coefficients is 
represented by n  and their values by x , then for an small 
interval x  the relative frequency can be calculated as 

n
n

xR x
j  where xn represents number of coefficients in 

interval x . jxR  depends upon the size of x . Smaller 

interval x  accommodates less number of coefficients. For 
large enough data this mid-band DCT coefficient distributions 
at a particular height and interval x cab be represented by a 

rectangle area 
n
nx . Therefore height of this rectangle will be 

n
n

x
x1 and width will be x . The plot of 

n
x

nx

 vs 

x  provides relative frequency histogram curve for mid-band 
DCT coefficients [31]. When 0x this relative frequency 
histogram approaches a smooth curve and gives probability 
density function of mid-band DCT coefficients [31]. In the 
proposed algorithm 1.0x  The relative frequency 
histogram curves of the original host image, the stego image 
for the proposed algorithm, and the stego image with the 
generic spread spectrum based algorithm [27] are shown in 
Figs. 4, 5 and 6 respectively. The generic spread spectrum 
based algorithm distorts the histogram curve of the stego 
image, since it introduces two smaller peaks in the histogram 
curve as can be seen in Fig. 6. However, the histogram curve
of the stego image in Fig. 5 that is generated by the proposed 
embedding algorithm does not have the additional peaks.  

Fig. 4 Relative Frequency Histogram of Original Image 

Fig, 5 Relative Frequency Histogram for Pareto pdf Embedding  

Fig. 6 Relative Frequency Histogram for Generic Spread Spectrum 
Embedding

B. The Decoder 
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(ii) Harmsen et. al. method [32] of low-pass filtering of the 
histogram is widely used for detection of hidden messages 
which states that data embedding in a cover corresponds to 
low pass filtering of histogram of the host and this effect is 
quantified by a decrease in the histogram center of mass. 
Therefore, if a noticeable number of high frequency DCT 
components of the host image have low power, the hidden 
data can be detected. Applying this principle to the relative 
frequency histogram of Fig. 5 for Stego-image generated by 
embedding copyright mark textual data using Pareto pdf it is 
clear that the histogram does not have any noticeable change 
due to low pass filtering. However, the low pass filtering 
effect can be prominently observed on the corresponding 
histogram of Fig. 6 which is generated using generic spread 
spectrum data hiding. Therefore comparing Figs. 5 and 6 it is 
evident that Pareto pdf based embedding offers much higher 
robustness of copyright mark against low pass filtering. Thus 
the proposed method offers much less vulnerability to 
Harmsen detection method.  

(iii) Bit error rate (BER) is calculated by subjecting the stego 
image to JPEG compression [33] with quality factors 80, 50 
and 30, to test the robustness of the proposed algorithm and 
generic spread spectrum method, shown in Table 1. For 
medium quality compression (Q 80) BER was 0.0288 whereas 
for low quality compression (Q 50) BER was found 0.0312, 
i.e. more than 96% of the hidden data was recovered without 
any errors. Even for very low quality compression (Q-30) 
BER was 0.0716 more than 92% of the hidden data was 
recovered without any error. However BER obtained for 
generic spread spectrum based stego image subjecting to same 
quality JPEG compression was much higher. Therefore our 
proposed algorithm is more robust than generic spread 
spectrum data hiding.  

TABLE I BER AFTER SUBJECTING THE TEST DATA JPEG COMPRESSION

BERQuality factors for 
JPEG 
compression Proposed 

Pareto spread 
spectrum
based hiding 

Generic
spread
spectrum
algorithm 
based hiding 

(Q-80) 0.0288 0.0337 
(Q-50) 0.0312 0.0464 
(Q-30) 0.0716 0.0803 

V. CONCLUSION 
 Digital data-hiding algorithm in the DCT domain has been 
proposed which provides statistical security and robustness 
against a multitude of image manipulating attacks. In the case 
of robustness tests, the proposed algorithm outperformed the 
generic DCT algorithm JPEG compression attacks considered. 
While providing significant robustness and capacity, this 
algorithm also induces low distortion in the host image with 
PSNR of more than 39 dB. 
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