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Abstract— The growth of open networks created the interest to 

commercialise it. The establishment of an electronic business 
mechanism must be accompanied by a digital – electronic payment 
system to transfer the value of transactions. Financial organizations 
are requested to offer a secure e-payment synthesis with equivalent 
levels of trust and security served in conventional paper-based 
payment transactions. The paper addresses the challenge of the first 
trade problem in e-commerce, provides a brief literature review on 
electronic payment and attempts to explain the underlying concept 
and method of trust in relevance to electronic payment. 
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I. INTRODUCTION 
OMMERCE partners (customers, merchants and financial 
organizations) are no longer interacting by direct physical 

experience. Instead their experience is mediated through 
multidimensional interactive environments. Consequently, it is 
an uppermost issue for the transaction process of exchange of 
information over open heterogeneous environments (as the 
Internet) to create trust. The formal procurator, the World 
Wide Web can be thought as an untrusted environment with 
no trust affiliations. In contradistinction, a desired trusted 
environment is the one that the entities constitute it, are 
unique, unquestionably identifiable and ruled by a set of 
priorities and conditions. 
Trust has a vital influence on consumer activities and thereby 
on e-commerce success. To address the role of trust in e-
commerce, we need to answer a number of questions such as 
[1]: 

 What factors influence the level of trust in the 
Internet? 

 How does trust influence participation in e- 
commerce? 

Internet and particular the services of WWW must 
constitute an image of life that reflects both human knowledge 
and human relationships. 

II. IDENTIFICATION OF E-COMMERCE SECURITY SKEPTICISM 
Before we give a possible approximation that can be thought 
as definition of security is imperative to allocate the 
components of a security system. We have a set of actions (A) 
applying on a system, a set of processes (P) functioning as a 
domain and a set of outputs (O) resulting the reprocess of 
actions. When two domains want to establish a 
 
 

communication channel between them, in order to exchange 
information, the system must designate a set of rules (security 
policy). Given the options and the possibilities of the 
information flow we can verify that a system is secure 
Internet is structured as an undirected connected graph where 
nodes in the graph are routers and links (subnets or sub-
networks). Each node and link has a unique id specified by an 
IP (Internet Protocol) address. In addition, each link has a 
cost, which can vary in time, and the distance between the two 
nodes is the sum of the link costs in the path between them. 
Reference [2] consider the amount of time (duration) needed 
for a message to proceed from a network link to another, as a 
random variable with expected duration where the probability 
density function p(t) for this time is known. Thus, the 
expected duration for the transaction is, simply: 
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And the risk of transaction is: 
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The first step in a security project must contemplate the 
identification of all security requirements that can be 
applicable to a specific environment (the web). Next, it is 
critical to identify the parties that will be involved in an e-
payment transaction and partition the transactions into 
autonomous actions that can be linked into the parties 
participating in an e-commerce environment. These 
information constitute a group of security requirements that 
develop security architecture (by means of procedures, 
mechanisms and policies [3]. 
By Security Architecture we mean the consideration of how a 
company's systems (in the widest sense) should be designed to 
ensure that the company meets its security objectives. It 
relates the security policies, and affects both systems bought 
and built for general use and a specific solution. A security 
Infrastructure is the practical realization of a security 
Architecture in a tangible and usable form. 
Computer security refers to the process of prevention, 
protection and detection of the system and the data stored 
therein against unauthorized access, modification, destruction 
or use [4]. Next a question can come up, on how do we secure 
a faceless, non-physical, remote transaction between 
individuals and organisations. We must notate that the 
transmission of information can be materialized in two types 
of channels, open and secure channels. Open channels are 
communication channels on which communication may be 
intercepted by an unauthorized party, in opposition secure 
channels are communication channels on which data cannot 
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be read, written or altered. This security can be achieved 
either physically by securing the communication link or 
cryptographically by securing an open channel [5]. 
The critical factors for an economic organization or enterprise 
to both implement and operate an e-commerce mechanism are 
the flow of money, information flow and product flow. But 
security and implementation cost are the fundamental. 
Electronic Commerce (e-commerce) can be highly beneficial 
in reducing business costs and in creating opportunities for 
new, simple and improved customer services. Attempting to 
define e-commerce we can suppose that is the operation of 
maintaining business transactions (exchange of value) with 
the use of telecommunication networks 
Reference [6] divide e-commerce into three classes: 

1. Electronic Fund Transfer (EFT): the methods or the 
systems of paying electronically, transferring money 
or funds electronically and exchange digital 
information by means of electronic payments. 

2. Electronic Commercial Information Transfer System: 
the system that exchange commercial information 
digitally. 

3. Electronic Marketplace: the domains on the Internet 
where the expectant buyer can seek and purchase 
goods and services. 

But e-commerce involves more than simple on-line 
transactions. We consider it as a mass of diametric 
unconventional activities that need to perform operation 
market research, identification of new opportunities, products, 
supplying services and exchange ways. 
Reference [7] differentiates e-commerce in 1) Business-to-
business transactions, 2) Consumer-to-business transactions 
and identifies that the transaction of e-commerce process can 
be visualized as a cycle of four phases: 

1. Request (request of providence) 
2. Negotiation (conditions of satisfaction) 
3. Performance (fulfilment and notification of 

realization process) 
4. Settlement (acceptation and payment) 

Although the progress that has been made for the 
amplification of methods for achieving secure business 
transaction electronically, the use of e-commerce has not 
reach satisfactory limits and it is not considered being a 
concerted system for transactions, especially financial. 
This can be identified as high transactional risk [8]. 
Transactional risk results when markets fail to provide 
standard level of security in payments and services. 
Inadequacy of trust to electronic commercial and security is a 
result of the geographical separation of buyers and sellers, 
often coupled with a lack of real time physical presence [9]. 
The electronic systems that support the infrastructure of 
electronic commerce are vulnerable to three aspects of risk: 
abuse, misuse, and failure. Examining these risks from a 
business perspective we can identify the primary loss of asset 
(both in monetary and informational value) and lack of trust to 
conduct business electronically. What can outspread the 
universal acceptation, adoption and use of electronic 
commerce are trusted, secure, reliable, speeder, available, 
renovate-able and user-friendly infrastructure.  

For Internet to be accepted as a medium of conducting 
monetary transactions, there will need to be a higher degree of 
confidence in the technology’s reliability and security. As 
with any communications medium, it has both advantages 
(flow of information and digital assets) and disadvantages (the 
risk of loss transforming progressively to damage the asset). 
Reference [10] in a micro and macro analysis have concluded 
that for Internet to be further accepted as a medium to conduct 
monetary transactions there will need to be a higher degree of 
confidence in the technology’s reliability and security. 
The risks of enabling commercial transactions on network 
operation can be vitiated by the enforcement of security 
management and policy. 
There are therefore three goals in securing electronic 
communications: 

1. prevention from the maximum of the threats 
2. detection of violations as soon as possible after they 

occur 
3. reaction to security violations within the minimum of 

time 

III. E-PAYMENT PHASE 
Consumers and providers of products and services are not 
expected to use widely electronic commerce applications 
unless they are confident that electronic communications and 
transactions will be confidential, the origin of messages can be 
verified and the personal privacy can be protected [11].  
Payments are considered to be the integral component of any 
commerce activity. The needfulness to accelerate the flow of 
e-commerce transaction leads to establish a scrutable, friendly 
and secure payment system. Acceptance of e-commerce 
depends on the confidence of discernible security. Only one 
security issue is solitary to electronic commerce, which is the 
electronic payment. 
It is preferable to make a distinction between electronic 
transaction protocols and electronic payment protocols. 
Electronic payment deals with the actual money transfer, 
electronic transaction protocols deals with the transactions as 
a whole. Electronic transaction protocols group together 
operations and implement failure atomicity, permanence and 
serializability and electronic payment protocols transfer trust, 
either as cryptographically signed promises, or as digital cash 
[12]. 
Reference [13] defines “Electronic payment” or “e-payment” 
as the transfer of electronic means of payment from the payer 
to the payee through the use of an electronic payment 
instrument. An “electronic mean of payment” would be 
defined as a mean of payment that is represented and 
transferable in electronic form. In a similar vein, an 
“electronic payment instrument” can be understood to be a 
payment instrument where the forms are represented 
electronically and the processes that change the ownership of 
the means of payment are electronic. 
Electronic payment mechanisms as mentioned before provide 
the infrastructure (financial) that is indispensable to open and 
then establish an aggregate electronic marketplace. Within 
similar types of electronic payment systems, the encoding and 
decoding mechanisms of individualized payment systems 
follow different procedures [14]. 
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The first distinctive feature of e-payment systems is the 
money model. 

 Token – when the medium of exchange represents 
a value 

 Notational – when a value is stored and exchanged 
by authorisation 

A payer and a payee are the conceptual parts that exchange 
money for goods or services, and a financial institution is the 
one which links “bits” to “money.” Payments can be 
performed either on-line (real time authorisation) or off-line 
(without contacting any third party during payment) [15]. On-
line payment means that the payment systems requires from 
the payee to contact a third party in order to verify the process 
of payment and Off-line that there is no need of contacting 
and verifying the transaction of payment). We can add semi-
online category as the involvement of a trusted third party but 
not in every payment transaction. The element of order is the 
validation of payment 
Next, the time when the monetary value is actually taken from 
the payer attributes e-payments into 

 Pre-paid systems – customer’s account debited 
before payment 

 Pay-now systems – customer’s account debited at 
the time of payment 

 Post-pay systems – merchant’s account credited 
before customer’s account is debited 

Last distinctive feature, but not final, can be considered the 
payment amount. 

 Micro payments, when amount is less than 1€ 
 Small payments, amounts between 1€ and 15€ 
 Macro payments, when the amount is bigger than 

15€ 
In the current evaluation process our concerns are the on-line, 
macro payment systems that offer the ability of interactivity 
and access to services and large amounts of value. 
The stimulants to turn to electronic equivalent fermentations 
are the need to achieve inferior processing cost, payment 
anonymity and confidentiality and payer untraceability. 

Payment Models classify the digital payment systems 
according to the necessary flow of information between the 
participants of an electronic transaction [16]. Considering 
payments that take action over the Internet the keys issues are 
to prevent double spending (digital cash is represented by 
bytes that can easily be copied and re-spent), counterfeiting 
(digital money can only represent real value) and privacy 
control (confidentiality, anonymity and untraceability). 

IV. ENABLING THE TRUST FACTOR 

Reference [17] identifies that the majority of trust theories and 
mechanisms put the emphasis on trust based on the history of 
transaction experiences the partners had. More specifically, 
the challenge of the first trade problem in electronic 
commerce is to develop on line services that will lead 
companies to build trust among them without any previous 
experience. To design for trust, it is necessary to determine if, 
and under what conditions trust mechanisms are brittle [18]. 
Trust is a function of context, identity, reputation, capability 
and stake. Trust is also conditioned by social and cultural 

factors; in certain cultures tradition may provide a strong 
influence [19]. The need of trust in electronic commerce is 
usually explained by time asymmetry, lack of power, or 
inability to conclude perfect contracts. The time asymmetry 
argument draws on the fact that usually transactions are 
performed over a period of time [20]. Reference [21] have 
reported that trust is a catalyst for human cooperation and that 
people will trust and embrace e-commerce if they perceive 
sufficient security. They mention that is often ignored the 
trade-off between functionality and security. In addition, an 
entity can be said to “trust” a second entity when it (the first 
entity) makes the assumption that the second entity will 
behave exactly as the first entity expects [22]. 
There is a strain to simulate off line an on line trust. The cases 
might be similar (commerce transaction) and the element to be 
the exchange might be common however, the nature of the 
environment, the type of process and many more make the 
issue of trust variable. Reference [23] sustains this aspect and 
suggests that in the on-line world, there are two approaches 
defining relationships between trustors and objects of trust; 
computer-mediated communication for individual-to-
individual trust relationships mediated through technology and 
in contrast, technology as the object of trust. 
Trust and trustworthiness are the foundations of security. The 
basis for these trust relationships and how they are formed can 
dramatically affect the underlying security of any system—be 
it home protection or online privacy [24]. A trust relationship 
is a relationship involving multiple entities to trust each other 
having or not certain properties (the so-called trust 
assumptions). If the trusted entities satisfy these properties, 
then they are trustworthy. 
Given a network of (n) participating members we can consider 
individuals member trust as Direct or Indirect 
(Recommended). The direct trust relationship exists, as the 
word implies, from direct experiences two members develop. 
In a payment framework let us suppose customer c and 
merchant m. The preference of member c to pay a curtain 
amount (a) is represented by ρc(a) ∈ {0, 1}, where 0 indicates 
that member c does not have sufficient trust to proceed in a 
payment transaction and 1 indicates the acceptance to proceed. 
Next the member m in the network operates as c ? m and so 
the function that indicates how c trusts direct or not m: 

{ )()(   1
  0)( aaif
otherwisecm

mca ρρρ ==           (3) 
Reference l [25] define a recommendation of trust as: 

V Value S arg .S .rec  trusts. tp
seq

x ettwhenpathMwhenC
A recommendation trust relationship exists if C is willing to 
accept reports from M about experiences with third parties 
with respect to trust class x. Seq is the sequence of entities 
that mediated the experience excluding C and M. Let p be the 
number of positive experiences with Q which P knows about 
with regard to the trust class x. Then the value vz of these 
experiences is computed as follows: 
Vz(p)=1-ap                   (4) 
This trust is restricted to experiences with entities in St (the 
target constraint set) mediated by entities in Sp (the path 
constraint set). If p and n represent positive and negative 
experiences respectively with the recommended entities, the 
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recommendation trust value vr is computed according to the 
following formula. 

{ npifa
elser

np

npV >− −

=   1
              0),(               (5) 

According to the Figure 1, V2 represents direct trust and V3, 
V1 represent recommendation trust. 

 

Fig. 1 Trust relationships 
 
Due to an existing relationship, a new trust relationship can 
brought out between A and C as well as A and D can be 
derived. These processes are represented by the following 
equations: 
Derived direct trust between A and C 
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Derived recommendation trust between A and D 
V1V3 = simply multiplication between V1 and V3 
This multiplication shows that the value of derived 

recommendation trust decreases as the recommendation path 
grows. 
The problem is how to enable the traditional ways of paying 
for goods and services to work similarly and suitably over the 
Internet. Similar is the theme of what measures are needed to 
insure an open network as Internet, to transfer the digital 
image of information with compliance to security services. 
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